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1. TCHIC

11. REIZDOUT

AETE., VRAVATLREGRSHDOHELX 21T AT ISATUORTHD
ASA5500¢& . BEftBIG TS5 4 R— KCA GléasTHITLI=V 547> FIAE -
iPhone ADER 7O 774 ILEFAL T IPsecERZTORBEZEET 520D
BREFERHLET,

AEICERBORNRE., BHOBRIRRICE T5BEZHELEZIOTHY. H5
WRHRRTOHEZRAET DI LDTEHY FEA. BHERZAWEVRATLRE
EO—PlELTITERAVETETLS>BELLV-LET,

BUHTEIHABRADY 472 FMIAEOREHLITo-TEY EFT, RAFTRLER
BEIE. SHOBEWAEHLEEETERECTERI LS,

1.2. REIZBITIRIE

AKEIZBITAFIRE. UTORETCEHEERZITOTLET,
> Cisco ASA5505 (Version 8.4(1))
XLk, TASA5500) LE#LFET
¥ E%E (XAdaptive Security Device Manager (ASDM) #FIFA L TITWLVET, ASDMD/I—
S UF6A4N)TIT>TVET
> JS3 FT A4 R—FCAGléas (=23 21.7)
MLk, [Gléas) LEBLET
> iPhone4 (iOS 4.2.1)
L%, TiPhone) L& LET
XIPsecy SA4 7 2 MIIOSIZEEDLDZFALEYT
X20MMEFA4RBRE, VRAVRATLRMLTIKIOS 2.x/ 3XDHDENMEHERE L >TWVNET

UTIZOWTIE. AETHERAZIEBLET,

® ASA5500DEARMGEY T v THE

® GlasTHDI—HEHRPLYI A7 FMIAZRITEDREKREE

® PhoneTODRY hIT—VREFDREKRETE

INGIZDONTIK, FEBOI_aTILETSRBVNVELIH, FEREFMYIE-
TWARFEEIZEBULEHLE L FZELY,
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1.3. RXFITHIT 518
AETIE, UTOWRTRIEET>TLET,

iPhone
ASA5500

v——ggé;;)————1ﬁwz/h9 Z

774’/\ ~CA Gleas

Gléas

XEBA o8 —Fy OB E. ERFIEIWIifiZEFI A

1. ASA5500(F 4 B —F v FELANDBERIZCHA—boz 4 ELTHERL.
IPsec# #imd %

2. BA¥MGEU AT FEREEF DiIPhonefZ (1A IPsectEfi 2T &N TE
%

3. UZATY NEAEORMMERICIFFAHELRY X b (CRL) #FATS

2. ASA5500 (ASDM) DEETE

21, EFERAFDOS VR—

ASA5500 [ZH—/N\SEBAE L, SEIFRAT S99 5AT7 2 MEAED S A N7 UH
tfd:%))ll_ nL.nIE%E’r /—k I‘L/gs—d-o

AFIEZTSENHOMNLS Gléas K YH—/NEBAEZ T 71 LR (PKCS#12
J74)) T O—KLTEEET,

ASDM [2a%' 4 > L., E£&# & Y[Configuration]hZ > &2 ) wo L, EAIRA LD
RKA=Za—&UY[Remote Access VPNIZ D 1) v o, IMA = a— &Y [Certificate
Management] > [Identity Certificates]Z®i{R L £ 3,

Thk. BAIRA OTAAIZY Vv I LET,
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Configuration > Remote Access YPN > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date I Associated Trustpoints Usage

FAdd Identity Certificate] 74 > KOARTEINBIDT, UTEHRELET,
Trustpoint Name [Z[XIEEDRHIZ AN

[Import the identity certificate from a file:] % #1R

[Decryption Passphrase:] |2 PKCS#12 7 7 A ILD/INRAT— R & AR
[File to Import From:] 21X PKCS#12 7 7 4 IL~AD/NR%E AN

@ Add Identity Certificate x|

Trustpoint Name: Jeleas

' Import the identity certificate from a file:

Decryption Passphrase: [#kkk

File to Import From: |O:¥|servercertpl2 Browse... |

" Add a new identity certificate:

Key Pair: J<Default-RSA-Key

I~ Generate self-siened certificate

I~ Act as local certificate authority and issue dynamic certificates to TLS-Proxy.

Add Certificate I Cancel Help

ANk, [Add Certificate] &2 ) v LET, UTDA v E—INRRINNIETET
T,
(@ Information x|

@ Import PKCS 12 operation completed successfully.

Y—/GERAENUTOLSICRTEINFET,

Configuration > Remote Access VPN > Certificate Management > Identity Certificates C
Issued To Issued By Expiry Date Associated Trustpoints Usage Add

dc=COM, de=JG... {dc=JC( . d..[21:57:45 JST Feb 2. |gleas General Purpo...
Show Details
Delete
Export
Install

6/18



TS54R—k CAGléas KT A FR—/3—
~Cisco ASA5500~
9547 FEBAZEIZ & % iPhone T® IPsec SIS TE

% R 51548 1%[Show Details]# o U w2 LEY,

T LR BETIL— FIAZLREABICA VR— SN TWET,
ERIRA > & Y[CA Certificates] #BIRT B &, 41 Vi R— bk EShiz)L— FEBAZDIE
WERBEMNTEET,

Configuration > Remote Access YPN > Certificate Management > CA Certificates C

) Issued By Expiry Date Associated Trustpoints Usage Add
0..Jdc=JCCH-SSS, d... [00:46:45 JST Jan 7. Signature
Edit
Show Details
Request CRL
Delete

% R 51548 1%[Show Details]# o U w2 LEY,

CDIREETIEAi)E Y 1) v o § % &. TEdit Options for CA Certificate] ™~ 1 > KA

ACDUTREZITVET,

® [Revocation Check]# 7 T. [Check Certificates for revocation]Z:EIRL. TD
Rw o XM 5 CRL # Revocation Methods (kA EDHEEAE) & LTHE
EX)
ﬂ

Revacation Check | GRL Retrieval Palicy | GRL Retrieval Method | OCSP Rules | Advanced |

" Do not check certificates for revocation

& Check certificates. for revocatior

Revocation Methods

Specify the methods used for revocation checking and their order. If both methods are selected, the second
method will be used only if the first one returns error.

OCSP Add CRL
Remove

[V Consider certificate valid if revocation information cannot be retrieved

3 [Consider certificate valid if revocation information cannnot be retrieved|ZF v 7 9 5% &,
CRLEGRICIS—AEC 55 F T, dERAEDAZRYISEFET
® [CRL Retrieval Policy]? 7 T. [Use static URLs configured below]IZF = v ¥ %

At Static Configuration R4 X2 CRL ZH183 5 URI ZHXRELET
x|

Revocation Check CRL Retrieval Policy | GRL Retrieval Method | OGSP Rules | Advanced |

I”" Use CRL Distribution Paint from the certificate

[V Use Static URLs configured below

Static Configuration
Static URLs:
Add

Edit
Delete
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¥Gléas DIZED CRL DEMARA 2 MIUTOEY &Y ET (hitp DIHFH)
http://Gléas MR F& LMK IP 7 K L X/crlfial.crl

® [Advanced]”? 7 T. CRL optons M[Cache refresh time:]IZ CRL D ¥ ¥ v & 21 B
MEAALES (TTAILFTIE6057),

# Edit Options for CA Certificate ) x|

Revocation Check | GRL Retrieval Policy| GRL Retrieval Method | OGSP Rules Advanced |

GRL options
Specify the certificate revocation list parameters.
Cache Refresh Time: |60 minutes

OGCSP options
Specify the Online Certificate Status Protocol (OCSP) parameters.
Server URL:  http:// |

I” Disable nonce extension

Validation Policy
Specify the type of client connections that can be validated by this CA.

" SSL ( IPSec * SSL and IPSec

Other Options
[V Accept certificates issued by this CA

IV Accept certificates issued by the subordinate Gés of this GA

ok ] cemsl | b |
¥[Enforce next CRLupdate][CF =z vV Z#AND L. EUNHRNIZHL CRLIMAES hEF
VOLET, FruvIENTLAYDHREZEE CRL TEHF v v a2 shTLAEIIEEN
BHEDELTHRVET (BRARIRED
¥[Validation Policy]Tl& IPsec WEENDEDICLTHEKDLENHY FT ([IPSec]h[SSL
and IPSec])
$[Other Options] Tl&. [Accept certificates issued by this CAlIZF = v I NA > TR HE
NHYET

SET#. OKIZV2 Vv I 9H5ERDEEIZEY £,

CDIKRET[Request CRLIZ Y 1) v U 9 % & (ASA5500 (& CRL #BIEFERF LT,
BEBEFEOAvE—VICHbHEY ., LEA =2 —& Y[Monitoring]Zz2 ) v o L. £l
R4 > & Y[Propertied] > [CRLIZV ) v 93 5LMGLI- CRL DIEHRZRS &
NTEET,
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Monitoring > Properties > CRL
GRL

Wiew or clear the CRLs of all or the selected GA certificates.

CA Certificate Na.. eleas:de=JCCH..

View CRL Clear GRL

GRL Info:

CRL Issuer Name:
de=JCCH-S55,de=C0 Mcn=JCCH-SSS demo CA
LastUpdate: 19:10:35 JST Mar 1 2011
NextUpdate: 19:10:35 JST Mar 31 2011
Cached Until: 12:38:37 JST Mar 7 2011
Retrieved from CRL Distribution Point:
http://8 BB E 0 W fialerl
Size (bytes): 5154
Associated Trustpoints: gleas

22. IP7 FLRT—ILDOERK

E# A =21 —& Y[Configuration]# 4 U w9 LET,

ERIRA VDKA=—a—&Y[Remote Access VPN]ZH 1y v o L, INAZa—&kY
[Network (Client) Access] > [Address Assignment] > [Address Pools]Z % ') w9 LE
T, BRIRA VTANZEI VY I LET,

TAdd IPPool] ™4 Y FOMKRRENDEDT, 953472 MZEIYHTABIPT KL
RIEHERELIOKIES U v o LET,
x

Name: [pool-sample
Starting IP Address: [10.0.0.1 -
Ending IP Address:  |10.0.0.10 |

Subnet Mask: | 255.255.255.0] =l

0K I Cancel I Help |

LERIZVPNY SA 72 Mxt L., 10.0.0.1~10/24%E|Y X THH TS,

2.3. IPsec D/E

= :—G'irb,r-ijz— FE*IJ% L/—Ct‘y I\T‘\J j%??‘l\i—d-o

A = a—/\—®m[Wizard] > [VPN Wizards] > [IPsec (IKEv1) Remote Access VPN
Wizard...]1Z22 Vv o Lo« —FERIBLET,
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Use this wizard to configure new new IPsec (IKEV1) remote access VPN tunnels. & tunnel
established by calls from remote users such as telecommuters is called remote access tunnel.
This wizard creates basic tunnel configurations that you can edit later using the ASDM.

Remote Access h Internet %’\
=l

VPN Tunnel Interface: |EISEE

Enable inbound IPsec sessions to bypass interface access lists. Group policy and per-user
v b > d :
authorization access lists still apply to the traffic.

@& VPN Wizard x|

VPN Wizard IPsec IKEv1 Remote Access Wizard (Step 1 of )

VPN Remote Access

Local @) Remote

< Back | Next > | Finish I Cancel | Help I

R

|

IPsec IKEv1l Remote Access Wizard

(Step 1 of...)

TIAHIREEDEE[Next>]Z0 vy

Remote Access Client (Step 2 of...)

[Cisco VPN Client, Release 3.X or Higher, or other Easy
VPN Remote product]ZZEiR L. [Next>]=o ) v ¥

VPN Client Authentication Method and
Tunneling Group Name (Step 3 of...)

(1) Authentication Method T [Certificate] &R L .
[Certificate Name] T 2.1 IE TYERK L 1= Trustpoint Name
ZEIRT S

(2) Tunnel Group IZIZVIL—T 4% (I8) ZHE
EEREHEL. Next>1Z2 0wy

KIITRELE FORVTL—TEN. ZDFEFHERR
TOI7ALAICBLBYET

Client Authentication (Step 4 of...)

Authenticate using the local user database %:#iR L .
[Next>]%2 1) v
XNAML—YT—2Z2FATEHEEEFFMICT AAA
Server Group ZERELTHE. ThEER

User Accounts (Step 5 of ...)

A—HRERR (Username & Password) #:BANL.
[Next>1&9 v ¥

K TR LI-1—YIXBEEMIC Step 3 TR L=
PR TL—TICBIYETEAES

Address Pool (Step 6 of 11)

22 BTHBLEZ RLAT—)L&ZEZR L. [Next >]
=oUvy
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X[NewlZ2wvH L, CTTF7RLRT—ILEEMT

52 L TR
Attributes Pushed to Client (Optional) | T 74 JL FEREDEE[Next >1F0 ) v ¥
(Step 7 of 11) O SA4F 2 MZERET S DNS 4—/3 - WINS H—/°\

DT FLARTIFILED KA VEDEEIFBEIC
LT TLEEW

IKE Policy (Step 8 of 11) TIHIEEEDEE[Next>]EY vy
KIS - Ay E—SHASP X -DH I IL—T D
ERBEICELIT>TLEEY

IPsec Settng (Step 9 of 11) TIHILEEREDESE [Next>Z2o vy
XNAT FISAOR F 1)y k k2RI, Perfect Forwarding
Security (PFS)DEEEFHEICHKELCIT>TL SN

Summary (Step 10 of 11) BRENBZHERL. [Finishizo ) vy

24. FORULTIL—TDEIY

E# A =2 —& Y[Configuration]# o w9 LET,

ERIRAVDRA= 21—k Y[Remote Access VPN]Zo ) w o L, INAZa—&kY
[Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Policy]# BB L £ 7,

AR A > D[Default to Connection Profile:][CF vy I MNA-> TS Z & ZREZEL.

23IEMNStep ITHRELE-EHR IO 77 M IILLERIRLET,

Configuration > Remote Access VPN > Network (Client) Access > Advanced > IPsec > Certificate to
Connection Profile Maps > Policy

Configure the policy for certificate eroup matching. The device processes the policies in the order listed below until it
finds a match.

™ Use the certificate OU field to determine the Connection Profile
™ Use the IKE identity to determine the Gonnection Profile

™ Use the peer IP address to determine the Connection Profile

[V Default to Connection Profile: |js3test 'I

BE. UTOBYI 5472 MIAZZRALEER IO 74 LOEIHEEL A
BETY,

[Use the configured rules to match a certificate to a Connection Profile]lIcF v & L

EEE, AEORBEHICEIVERTOTI7MILERDD ZENARETY,
EXRA V& Y[Rules]ZBFEL. XAV TEHERELEY,
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Configuration > Remote Access VPN > Network {Client) Access > Advanced > IPsec > Certificate to r

Connection Profile Maps > Rules

Define rules to map certificates to desired connection profiles (tunnel eroups). Use the bottom table to configure
certificate fields together with their matching criteria for the selected rule.

Certificate to Connection Profile Maps

& Addl & EditI o DeleteI

Map Name Rule Priority Mapped to Connection Profile

JS3MatchRule

Mappine Criteria
& Add| & Editl o Deletel

Field Component Operator Value

Domain Component (DC)

FRIFVSAT7 2 FEBEEDOY TP - FDC (domainComponent) [Z ljechl &Ly
IXFIMNEENDHERICIE, jsBtestE WS BT TA T 7 AILICT Y F T F B4
TY,

[Use the certificate OU field to determine the Connection Profile]#F = v ¥ L =154
. 25472 FEEBBZ®MOU (organizatioinUnit) S TO I 7/ ILBEET Y
FUULET,

LLET. ASAS500D X EIX5ET T3, [Apply]Z %2 V) w4 L TZEE #running-config
[CEZFRAATLEEL,

3. GléasDEEERE
Gléas T, RITEHDY 547 > MitBAEZ & Cisco IPsec ik E (70
TJ74I) ZiPhone 24 UiR— bF 5-ODEEEZARETIHREELET,
XTEERTEIL. Cléas AP FICHA THRELRICT o> TWLWRIEELNHYET
XHERTOT74)LTO VPN HEHEREIL Gléas TIHEA T aveigorTHYFET, L IEE
HEFRILIFETHREVLEDLECESWL

3.1. UA (A—¥YHAR) BE

GléasDRA (&8kB) IcOJ4 L., BEELEBLYERIERZY ) vy LIRER—
BIE@ICHEE L. iPhone &G HUA (HIAR) #79Uv I LET,
- P Gleas Generic UA  Gleas T 24 ) FHEBAR

-b .com  iPhone FAUA
-b .com iPad FBUA
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LiEDGEIX, iPhoneUALRBEDHHELDEV ) v LET,

[HARFHBEENRC DT, [BERAREMITUTOEREEZTVET,
-[Forva—REHAEFI VY

- [ 20— FaBERERE (53D ERE

(M VR— D UREFATRICFIVIEANTIDEREEITS &, GléasDUA
AL F o A—RLTAL, FBELLERE () Z8BLEEIC. BRTOT 7
ANDE A= ENFAREICHEYVET (T1oR—-rOv o] #EE) . ZDOA
UR— AV IICEYEHEDPhone~DBERTOT7MILDA VR F—ILEH]
BEbZE&MNTEFET,

E bAoA =t ERTH -2 |Gemalto NETH—F =]
T SRS PADA At SREALTOESE  [2Yah7 5]
W st 00— kasaT W A — 2SR IR S

A 00— FaT ARG [1 M as3mEETht

il

[BREE T /31 R EER]D[iPhone/iPadDE&E]E TR Y B—JL L. [iPhone/iPad HUA % I
RAT312FzvI LET,
@ BETISARIEIR

P iPhone [ iPad®ZRE

I” iPhonefiPad A UAFFIFETS

{#1F

BRITOJ7AIIVERICBRELLGDZBERZEZANT IEEIEFAINLZDOT, UTH
EETVET,

- [iPhone LA 7D bEFIBTRZF vy

- iPhone OS 3#FAL TWS1—YHWNBIIGEXOT A /SR T— KTIIHAZE%
REZFIVY

iPhone OS 3TIXHER T O I 74 ILDA VR h— )LEFIZEIBAZED A > 7R— FAN
A)—RE#RODONFTMN, CZZ2FzvPT5ILICLY, UAANDBST A 2N
ATD—FZRATEET,

- [[Phonef 7O 2 7 A LEARRE|DRIEBEEZF AR

X[&H]. [BAFIIHEEEERYET

X[EIBR/SRT— F1£8RET S &, iPhonel—HMBETO T 7 A LEHIRT RICEEENTE
BRAT— KRB ELERYET (Phonel—HDBRIBHEZICLIERTOT7 M LOYIKRE
BIETEET)
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P iPhone / iPadDRE

V' iPhoneiiPad A UAEFIFRE S

TPl

V' iPhone BLA 7oOM%(ERTS M 05120320 - kTS %%
iPhone #&pR 7O 71 I EXRZFGE

Bl (T A2 EIZRT)

[554~—Fcacieas

SRR (9): com.jech-
sss.profile)

|com.jcch—ss&demo-proﬂle

ElEwrs O

[JCCH e alT - Wa—2alr VAT LZ
iR

|iPhone OBl

HIBR) S22~

[IPsec MEXFEIEFTHEIL. UTHREZTITVLET,
- [IPsec ##EAIZIE,. FEDELHEAD
- [IPsec H—/\7RR FR]IZIX. EHEIEDASAS500DRR & (BWLMKIPT FLR)

EAN

IPsec DGE

IPsec 164
|IPsecTest
IPsec H—J kAR

I -y com

LZEHODAALR DL =6, [REIZVVYYILET,
LI ETGléasDHREITHLRT TY .

4. iPhone TOER7OT7 74 J)L - SERAZEDA VX F—)L

4.1. Gléas D UAMLDA VR b—)L

iPhone® 75 4 (Safari) TGléasDUAY A FIZF7HUEALET,
O 4 VEBEARTEINDINDT, A—HFIDENSRT—FKEAALOTA U LET,
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& 751 ~—hCA Gléas
]

O I K1—¥nJ1> [UA]

TAFA1ULT

m » 14D, /XX

r2—wo (S

[ FAV Ay B 3

D21—%ID:- NRP7—KEEhS

SO m @

OS54 9dE. FOA—HFERAR—CNARTEINDIDT. [ForO0—KEE2y T
L. BERTOJ274 LD 0—FZRBLET,
A UR— POV EAEMILTVEESR, COBEANSHYY FABEEShET
TSAR—~RCA Glééwé @
iPhone KB 2 ADN—Y

a—4ID iphone

A=IL7KLRA iphone @jcch-sss.local

JCCH-SSS demo CA

ARHHARR 2014/03/08 Fova—K

T 5 N FCA Gléia (C) 2010 JCCH Security Solutice Systems Ca., Lid

AHon—RKARTITAE, BEMICTO I 7 ILEEICERTADT, [1 VR b
—WEZYTLET,

BE[FMEZIYTTDEE AR —LINBAHEERER S ENTARETT
DT, BEIZIGELHERB LTS,
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734 ~R—KCAGI...

JCCH - a2 UF1 - V..
O REEEH

1A=L
S8 iPhone DR T O 7 7L

F#AD StartCom Free Certificate
Member (229919-
eNvbxNMg3QwRFYul)

#{=H 2011/03/08

WE 2EOHE
1A DVPNRE

LUTD& 5% — FEAZEDAS VR F—LEREEIBRENET DT (M4 VR b—IL]
Vv LTHERITLTLSIEEL,

XIITAVRM—LENDIL— MIRER, BEDZ7—X TIEGléasD/L— +REEBIIAE4
Y&EJ,

¥iPhone OS 3MIZ&EE. ORIV T4 7> MIAZEDRE/RT— FE2ERINHEEAHIR
TH5NT, UARST A VITFIALERRT—RFEAALTLLEEL

JL—GERE
FAERHE“JCCH-SSS demo CA” %
Y AK—=ILE B E, iPhonelcd

Gl . ]
Froell A2ZF—I

A VA= LETEEICAYVETDOT, [ETIEF Y TLTLESEL,
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7514 ~R—hkCAGI...

8 JCCH:-tFaU7F

O IREEEH

8 iPhone OERT7OZ7 7L

FE#AD  StartCom Free Certificate
Member (229919-
eNvbxNMg3QwRFYul)

={=H 2011/03/08

HNE 2BOIHEE
HEADVPNREE

FTOUABEICRYETODT,. (AT I RE2yTLTUALALOS 7O LLTLE
Sy,
LIET, iPhoneTOERTOT 74 ILDA VA b—)LIFETTT,

BE.AVR— OV EFEMILTVEEE, [FUvO—RE2yTLEBRE
YEBEDEE L-HEZEBLERICUAICERT AT 5E. UTOEY T8
vO—RFEHEVSIREIZEDY LEROAVO— FE—YFRAREELRYET,

8 751 /~<—hCA Gléas | iPhone KB SADA...

i.jcch-sss.com/ua/logi... G

1 7 7072 SRR
7s4~-rca (G1€2S @
iPhone KB SADNR—Y
a—%ID iphone

A=ILPZKLA iphone @jcch-sss.local

JCCH-SSS demo CA

B HAR 2014/03/08 FovO—RiEH

(2l dsd 8

4.2. Cisco IPsec O#| A

AR M=ILLEBRTOT7AILICKY., 7Y ERAFEASAS500DHRE A, FREEIC
FRETB95472 FMERAEDLI—HIDIZEEICiIPhonelZ4 Y A b—ILEhTWET
DT, VPNZ7 O EAMNEREE > TWET,
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D3AT7 0 FEAEICE S X2 7hERESH LS,
Ceven | EEEEM | a0 [ e
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