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1. TCHIC

11. REIZDOUT

AETE., VRAVATLREGRSHDOHELX 21T AT ISATUORTHD
ASA5500¢& . BEftBIG TS5 4 R— KCA GléasTHITLI=V 547> FIAE -
iPhone DER TR 7 74 JLEFIHA L T. AnyConnectTMDSSL-VPNE#KE & 175
BRIEZHEET I-DOREFRETHLET.

AEICERBORNRE., BHOBRIBRRICE T5EZHELEZIOTHY. H5
WRHRRTOHEZRAET DI LDTEHY FEA. BHERZAWEVRATLRE
EO—PlELTITERAVETETLS>BELLV-LET,

BUHTEIHABRADY 472 FMIAEOREHLITo-TEY EFT, RAFTRLER
BEIE. SHOBEWAEHLEEETERECTERI LS,

1.2. REIZBITIRIE

AEICBTHFIRIE, UTOREBETHEERZT>TLET,
> Cisco ASA5505 (Version 8.4(1))
XLk, TASA5500) &E#ELFET
¥ E%E (XAdaptive Security Device Manager (ASDM) #FIFA L TITWLVET, ASDMD/I—
S aUIE64N)TH>TVET
> JS3 TS5 4 R—}CAGléas (/N\—2321.7)
XLk, [Gléas] CREBLET
> iPhone4 (iOS 4.3)
ML, TiPhonel LEEHLET
X954 7> kYT b7 (AnyConnect Secure Mobility Client) @ /38— 3 >[£2.4.4009
TIT2TWET

UTIZOWTIE. AETHERAZIEBLET,

® ASA5500DEARMGEY T v THE

® GlasTDI—HEHRPLY A7 FMIAZRITEDREKREE

® PhoneTODRY hIT—VREFDREKRETE

INGIZDONTIK, FEBOI_aTILETSRBVNVELIH, FEREFMYIE-
TWARFEEIZEBULEHLE L FZELY,
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1.3. RXFITHIT 18R
AETIE, UTOWRTRIEET>TLET,

iPhone
ASA5500

‘:~ | ARy hO—7 |

’ 77'(/\ hCA Gleas

Gléas

XEBA o8 —Fy OB E. ERFIEIWIifiZEFI A

1. ASA5500(F4 v 2 —F v FELANDERIZY— b4 ELTHEEL,
SSL-VPN##&ixd %
iPhone Tl&. SSL-VPNY 54 7 > k& L TAnyConnect% A9 %
BB S4 Ty FEBAEEE DiPhonefS [FASSL-VPN#ERHEZ TS 2 & A
TE3

4. ASA5500I1Z1&Hhd 5 —/\FEBAE(LCléasTHIT LIt D EFAT S
95472 FERAEDOXMERICITFIAE RS R b (CRL) 2FIHT S

2. ASA5500 (ASDM) DEETE

21, EFERAFDOS R—

ASA5500 [ZH—/N\SEBAZE L, SEIFRAT S5 5AT7 2V MEAED S A N7 UH
tfd:%))ll_ nL.nIE%E’r /—k I‘L/gs—d-o

AFIEZTSENHOMNLS Gléas K YH—/NEAEZ T 71 LR (PKCS#12
J74)) T vO—KLTEEET,

ASDM [2a%' 4 > L., E£# & Y[Configuration]RZ > &2 ) wo L, ERIRA 2D
RKA=Za—&UY[Remote Access VPNIZ D 1) v o, INA = a2 — &Y [Certificate
Management] > [Identity Certificates]Z®i{R L £ 3,

Thk. BAIRA OTAAIZY Vv I LET,
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Configuration > Remote Access YPN > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date I fssociated Trustpoints Usage I |

Show Details

Delete |

Export

Install |

FAdd Identity Certificate] 74 > KOARTEINBIDT, UTEHRELET,
Trustpoint Name [Z[XIEEDRHTIZ AN

[Import the identity certificate from a file:] % #1R

[Decryption Passphrase:] |2 PKCS#12 7 7 A ILD/INRAT— R & AR
[File to Import From:] 21X PKCS#12 7 7 4 IL~AD/NR%E AN

@ Add Identity Certificate x|

Trustpoint Name: Jeleas

' Import the identity certificate from a file:

Decryption Passphrase: [#kkk

File to Import From: |O:¥|servercertpl2 Browse... I

" Add a new identity certificate:

Key Pair: J<Default-RSA-Key

I_ Generate self-siened certificate

I~ Act as local certificate authority and issue dynamic certificates to TLS-Proxy.

Adyanced

Add Certificate I Cancel Help

ANk, [Add Certificate] &2 ) v LET, UTDA v E—INRRINNIETET
T,
(@ Information x|

@ Import PKCS 12 operation completed successfully.

Y—/GERAENUTOLSICRTEINFET,

Configuration > Remote Access VPN > Certificate Management > Identity Certificates C

Issued To Expiry Date Associated Trustpoints Add

dc=COM, de=JC.. {dc=JCC ..|21:57:45 JST Feb 2. |gleas General Purpo...
Show Details
Delete
Export
Install
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% R 51548 1%[Show Details]# o U w2 LEY,

T LR BETIL— FIAZLREABICA VR— SN TUWET,
ERRA > & Y[CAC Certificates] #BIRT B &, 41 Vi R— bk Ehiz)L— FEBAZDIE
WERBEMNTEET,

Configuration > Remote Access YPN > Certificate Management > CA Certificates C

Issued By Expiry Date Associated Trustpoints Usage Add
mo..ide=JCCH-SSS, d... |00:46:45 JST Jan 7. Signature
Edit
Show Details
Request CRL
Delete

% R 51548 1%[Show Details]# o U w2 LEY,

CDIREETIEAi)E Y 1) v o § % &. TEdit Options for CA Certificate] ™~ 1 > KA

ACDUTREZITVET,

® [Revocation Check]# 7 T. [Check Certificates for revocation]Z:EIRL. TD
Rw o XM 5 CRL # Revocation Methods (kA EDHEEAE) & LTHEE
EX)
ﬂ

Revacation Check | GRL Retrieval Palicy | GRL Retrieval Method | OCSP Rules | Advanced |

" Do not check certificates for revocation

& Check certificates. for revocatior

Revocation Methods

Specify the methods used for revocation checking and their order. If both methods are selected, the second
method will be used only if the first one returns error.

OCSP Add CRL
Remove

[V Consider certificate valid if revocation information cannot be retrieved

3 [Consider certificate valid if revocation information cannnot be retrieved|ZF v 7 9 5% &,
CRLEGRICIS—AEC - i55F T, ERAERDAZRYISEFET
® [CRL Retrieval Policy]? 7 T. [Use static URLs configured below]IZF = v ¥ %

At Static Configuration 7R 4 X2 CRL ZH183 %5 URI ZHXRELET
x|

Revocation Check CRL Retrieval Policy | GRL Retrieval Method | OGSP Rules | Advanced |

I”" Use CRL Distribution Paint from the certificate

[V Use Static URLs configured below

Static Configuration
Static URLs:
Add

Edit
Delete
Move Up
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¥Gléas DIZED CRL DEMARA 2 MIUTOEY &Y ET (hitp DIHFH)

http://Gléas MR R BB LML IP 7 K L X/crlfial.crl
[Advanced]% 7 T. CRL optons M [Cache refresh time:]IZ CRL D F v v & 1B
MEAALES (TTAILFTIE6057),

# Edit Options for CA Certificate x|

Revocation Check | GRL Retrieval Policy| GRL Retrieval Method | OGSP Rules Advanced |

GRL options
Specify the certificate revocation list parameters.
Cache Refresh Time: |60 minutes

OGCSP options
Specify the Online Certificate Status Protocol (OCSP) parameters.
Server URL:  http:// |

I Disable nonce extension

Validation Policy
Specify the type of client connections that can be validated by this CA.
" SSL ( IPSec * SSL and IPSec

Other Options
[V Accept certificates issued by this CA

IV Accept certificates issued by the subordinate Gés of this GA

ok | camce | hep |

¥[Enforce next CRLupdate][CF =z vV Z#AND L. EUNHRNIZHL CRLIMAES hEF
VOLET, FruvIENTLAYDHREZEE CRL TEHFv v a2 shTWAEIIEEN
BEDELTHRNET (B RKEE)

¥[Validation Policy]ld SSL AEFEN S L D ZFIRL FS ([SSLIH[SSL and IPSec))
$[Other Options] Tl&. [Accept certificates issued by this CAlIZF = v I NA D> TWEHE
NHYET

SET#. OKIZVZ Vv I 9H5ERDEEIZEY £,

[ApplylR2 > &V vy LEREZ RS E-&IC[Request CRLIZV U v o T 5L,
ASA5500 [% CRL ZENFFERIGL T, MIFHDA vtE—CICHEHEY. EEA=2

— & Y[Monitoring]& 2 ) v 2 L. EEIRA > & Y[Propertied] > [CRLIZZ ) v o F

2EMBLI-CRLOBEHRZRLZZENTEET,

Monitoring > Properties > CRL
CRL

Wiew or clear the CRLs of all or the selected CA certificates.

CA Certificate Na... eleas:de=JCCH..

Wiew CRL Clear CRL

CRL Info:

GRL Issuer Name:
de=JCCH-555,dc=C0Men=JCCH-SSS demo CA
LastUpdate: 19:10:35 JST Mar 1 2011
NextUpdate: 19:10:35 JST Mar 31 2011
Cached Until: 12:38:37 JST Mar 7 2011
Retrieved from CRL Distribution Point:

http://§ M =0 J0 8 W ialcrl
Size (bytes): 5154
Associated Trustpoints: gleas
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22. IP7 FLRT—ILDER

E# A =2 —& Y[Configuration]# o w9 LET,

ERIRA DR A= 21—k Y[Remote Access VPN]Zo ) w o L, INAZa—&Y
[Network (Client) Access] > [Address Assignment] > [Address Pools]Z % ') w9 LE
T, BRIRAVTAdZEI VYO LET,

TAdd IPPool] 4 Y FOMKRRENDEDT, 953472 MZEIYHTABIPTRL
RIEHERE LIOKIES U v o LET,
x

Name: Ipool-sa mple

Starting IP Address: |10.0.0.1 =
Ending IP Address: [ 10.0.0.10 =
Subnet Mask: | 255.255.255.0] =l

0K I Cancel | Help |

LERIZVPNSY SA4 72 Mzt L., 10.0.0.1~10/24% %Y X TBH TS,

2.3. AnyConnect [Z& % VPN EHDRE

CCTHEHYP4Y—FEFALTEY b7y TE#TVET,

A = a—/\—®[Wizard] > [VPN Wizards] > [AnyConnect VPN Wizard...]1& %2 1) v ¥
Lo+ —FERBLET,

B AnyConnect VPN Connection Setup Wizard x|

VPN Wizard

Introduction

Use this wizard to configure the ASA to accept WPN connections from the AnyConnect VPN Client. The
connections will be protected using either the IPsec or the SSL protocol. The ASA will automatically upload the
AnyConnect WPN Client to the end user's device when a VPN connection is established.

VPN Remote Access

L'oC‘dl f Remote
Ok Internet y
g ozl

)10 Help
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R—=T BE
Introduction [Next>1%o ) vs

Connection Profile Identification

(1) [Connection Profile Name:]IZEED#EH IO I 7
TIVBREAN

(2) [VPN Access Interface:] T VPN &t &= = (+{F(+ 5
AR —J1—R% (TI+JLkTlEoutside]) %
ER

UEDHEEETL. Next>]&7 ) vy

VPN Protocols

(1) [SSLIOHIZF T voEAND

(2) [Device Certificate]l<lf. 2.1 IETA »R— kL1
EBREEER

UEDEEZETL. Next>]&7 ) v

Client Images

AnyConnect (9 SA4TF7 YT b T7) DA A=Y
FBEINL., [Next>1Z20Uv9H

XiOS MIZEIEL. App Store KUY SA T MY T DT %
A VR =T B0, LB A—DFFASLFEEA

Authenticatoin Methods

(1) [AAA Server Group]IZEREEIZfE 5 H—/ & &R (K
WREITIX. O—AH)La—4 DB 2FHITHDT
[LOCAL]ZZEIRL. UTa—% ID DEREITS)

(2) [Local User Database Details] ©1—4 ID #{ERK

UEDEEZETL. Next>]&7 ) v

Client Address Assignment

[IP v4 Address Pool]IZ2 2IB TR L =7 FLR F—)L
Z%EEIRL. [Next>]Z20 vy

X[New]Z2 JwH L, CCTZ7RLRT—ILZEBMT S &
L ATRE

XARITIKIPVE FFERALTLWERA

Network Name Resolution Servers

DNS H—/N-WINS H—/\« KAL VY D4 v O R%E
BEIZRCTAR
LUEDBRFEETL. [Next>1E20 ) vy

NAT Exempt

NAT BINREZBHEIZHE LTV, Next>1Z27 U vy
XAIREETlL. ASA TEEIZ PAT AEMICSHTLSRTIRD T
&. [Exempt VPN Traffic from Network Address Translation] %
F v % L. [Inside Interface:]. [Local Network:]Z T 7+ JL b
BIZTHREETOTLET

AnyConnect Client Deployment

[Next>]%=45 1) w4

Summary

BENBERRL. [Finish&s v 7
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24. #0774 ILDETE

E# A =2 —& Y[Configuration]# o w9 LET,

ERIRA DR A= 21—k [Remote Access VPN]Zo ) wHo L, INAZa—&kY
[Network (Client) Access] > [AnyConnect Network Profiles|ZEBBE L £9,

ERIR A > D[Connection Profiles] T, 2.3 B TR L1=7 07 7 4 JL%:&ER L[Edit]
Vv ILET,

['Edit AnyConnect Connection Profile: (7R 7 7 A ILR) 17«4 > FOBBEEET,
EfRA U T[Basic]hMBIRSN TS E#MHEE L. AEIRA > D[Authentication]

DREEZEELET,
Authentication
Method: @ AAA O Certificate ¢ Both
AAA Server Group: ILOOF\L
® Method
[Certificate] ¥ 54 7> FEBAEZ T TR ZTHESE
[Both] D934T MEBRELI—YID- NRT— R TRIAZTSIHE

L2 T[Both)Z#:#ER L =15 & (X, ERINRA > T[Authentication|Z4 ) v o L. G
~R A > D[Username Mapping from Certificate] DERE 175 EY 54 7 > FERAE
DEBRZEOTA VIZHATEHIENTEET,

Username Mapping from Certificate

™ Pre~fill Username from Certificate

-

+ Specify the certificate fields to be used as the username

Primary Field: ION {Common Name) LI

Secondary Field: |OU {Oreganization Unit) ﬂ
" Use the entire DN as the username

" Use script to select username

® [Pre-fill Username from Certificate]# Fz v 935 &. V347> FEREL Y
A—YIDERELET

® [Hide username fromend userl#F Tz v /9 $5E. T FA—HDAT A VB
[C21—HIDZERKLET

® USATUNIBRENDH I Y k CN (Gléas IZRITEHTAHDU L) ZEH
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MGSEHEEFLEDEEND & 5 IZ[Specify the certificate fields to be
used as the username]%#1R L. [Primary Field] C[CN (Common Name)] % &
RLET

25 FUORLTIL—TDEIY

BHOEGE IO I 7ML EER LEBALBEIZVSA T MIBRAEFFALI=T Y
EVIL—ILEERELET,

L&A = 21— & Y[Configuration]z42 ') v LET,
ERARASDRA=a—&Y[Remote Access VPNIZ Y 1) v L, IhA=a—&Y
[Advanced] > [Certificate to SSL VPN Connection Profile Maps]Z B L £9 .

ERAZEDRBREHICEIYBER IO I 7MILEIYEL TS DI EMNARELDT, L
—ILEHRELET,

Configuration > Remote Access YPN > Advanced > Certificate to SSL VPN Connection Profile Maps (m]

Define rules to map certificates to desired connection profiles (tunnel eroups). Use the bottom table to configure certificate
fields together with their matching criteria for the selected rule.

Certificate to Connection Profile Maps

% Add | & Edit| i} Deletel

Map Name Rule Priority Mapped to Connection Profile

JS3MatchRule

Mapping Criteria
% Add | & Editl | Deletel

Field Component Operator Value

Organizational Unit (OU)

LFRIFVSAT7 2 FEHAEDY TP - FOU (organizationUnit) [Z Tsales] &Ly
IXFINEENDHZEICIE, js3-testE WHSERTAT 7 A ILIZI Y F U T T 54
T,

LLET. ASAS500D X EIX5E T T9 . [Apply]Z %2 V) w4 L TZEE #running-config
EFRATLIESL,

3. GléasDEEHERT
Gléas T, RITEHDY 4 7 > LIBAZEFE T AnyConnect DIERERTE (BT
B2774J)L) & iPhone |24 Vi R— T 5-ODHREEARETIIFTEHLET,
NTRRREIL. Gléas HABHFICBUHTRELZRIZITo-TWAEENHY T
X TOT7A4ILTOH VPN EESRTEIL Gléas TIEA TV avehoTHBYET, #L < (Hg
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HEFRBUETEHLEHLELEEW

3.1. UA (A—YHRAR) XE
GléasDRA (B8kB) IcOJ4 L., BEELEBLYERIERZY ) vy LIRR
ZEmEICHEH L., iPhoneAEHDHUA (BRIAR) 29Uy o LET,

B » Gleas Generic UA  Gleas 3*Ja )Lk BB
- » » o w.com  iPhone FHUA
- IE com  iPad FUA

LiEDGEIX, iPhoneAUALRBEDHHELDEV ) v LET,

[HARFHBEENARC DT, [BERAREMITUTOEREEZTVET,

-[Forva—REHAEFI VY

- [0 20— FaRERRE(2)DERE
[ UR—FIDUREFRATRICF VI EANTIDREZITS &, GléasDUA
MoA A—RFLTHASL, BELEERE (4) #8BLEERIC. BRIOD7
ANDFoA— FRARAREIZGEYET (T4 R—rAv Y] BEE) . C0A
UR— AV IICEYEHEDPhone~DBERTOT7MILDA VR F—ILEH|

BRI A5 EMNTEFET,
R 2N R 7 glTab—2, | Gemalto NETA-F ]
I SEBRZ AL PADA A - smREatToEsE  [2-Y27 5
W seon-pssray W -t DR EFIRTS
A0 — FaTRASRE) | 1 W BT

5|

[BREE T /31 R EER]D[iPhone/iPadDE&E]E TR Y B—JL L. [iPhone/iPad HUA % I
AT 3]#FzvoLET,
G BEEFISARIEI

P iPhone [ iPad®ZRE

™ iPhonefiPad B UASFIFETS
1#1F

BRIOJ7AIVERBICREBELLBIBEREANTIEEIEBASNLIOT, UTH
EEITVWET,
- [iPhone LA 7 FEFAT R ZF vy
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- iPhone OS 3#FALTWS1—YHWNBIIGEXOT A /SR T— KTIIHAE%
REZFI VY

iPhone OS 3TIXHER T O I 74 ILDA VR h—)LEFIZEIBAZED A > 7R— FAN
AD)—RERODONFTMN, CZZ2FzvPT5ILICKY,. UAANDB T A 2R
ATD—FZRATEET,

- [IPhonet#&B AT 7 A LEARREIDEEEZAS

X[&H]. [BAFIIHEEEERYET

X[EIRR/SRT— F1£8RET S &, iPhonel—HMBETO T 7 A LEHIRT RICEEENTE
BRRAT— KRB ELRYET (Phonel—HDBRIBHEZICLIERTOT7 M LOYIKRE
BIETEET)

P iPhone / iPadDRE

V' iPhoneiiPad A UAEFIFRE S

G P el

V' iPhone BLA 7oOM%(ERTS WV 051203 20— FTEIBAE#3eE
iPhone #&pR 7O 71 I EXRZFGE

BT A 2 LIZRT)

[554~—Fcacieas

SRR (9): com.jech-
sss.profile)

|com.jcch—sssﬁemo-proﬂle

ElEwrs O

[JCCH e alT - Wa—2alr VAT LZ
iR

|iPhone OBl

HIBR) S22~

[Cisco AnyConnectDERFE]E THEIL. UTHEZTVLET,

- [SSL-VPN ##a]lzlx. FED&MEAN

- [Cisco SSL-VPN7R R k&]IZ(E., #E#HE L DASAS500D KRR M4 (B ULMEIPF7 FLR)
AN

S[FUTRYRERKENICIE. VPNA U TIVRICHRAT S RAAMEEZ AR

(Domain List®Always ConnectlZxt i)

¥ TVPNA TR Lidk. BELIEZFAAS VICHERT HEEICVPNEY L 3 U EBIMICHE
BT HIOSOMEETT (FTUS—2 a3 UBVPNFUFI Y RIZRHIGELTWARBRENHY FT)

Cisco AnyConnectdRGE

SSL-VPN 1555 | J53-vPN

Cisco SSL-YPN R AFE | =¥ jech-sss.com
AT TR EEE I.jcch-sss.local
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LZEHODAAL D =6, [REIZVVYYILET,
LI ETGléasDHREITHLRT TY .,

4. iPhone TOER 7O 74 )L - SERAZEDA VX =)L

4.1. AnyConnect D1 VX b—JL

iPhone T AnyConnect #H#Ad 5B &IE. V547 YT Dz T7DFHo0—
FAMBETY, App Store &K UERTIZA VR F—ILETH>TLESELY,
AZTIEL AnyConnect DA VA F—ILAEIZDOWTIEFBEIZLET,

4.2. Gléas (UA) Do TOTI 74 ILDA VR b—JL

iPhone® 75 4 (Safari) TGléasDUAY A FIZF7HEALET,
O A VEBEARTEINDINDT, A—HFIDENSRT—FKEAALOTA U LET,

& 751 ~—hCA Gléas

| Ty

O I K1—¥nJ1> [UA]

@ > 1—HID, KZT—KEANL

TAFA Y ULTLEZL,

r2—wo (S

»oizo—r (D

O2—YID:- KNRT—KEZEhES..

OS54 95E. FOA—HFERAR—CNARTEINDZDT. [ForO0—KEE2y T
L. BERTOJ274 LD 0—FZRBLET,
A UR— POV IEAEMILTVEESR, COBEANLHYY FABEEShET
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s54~-rca (G1€AS

iPhone XEf SADNR—

a—4ID iphone
A=IL7KLRA iphone @jcch-sss.local
JCCH-SSS demo CA
B2HHAR 2014/03/08 Forva—K
A7 ok
T A N FCA Glés (C) 2010 JCCH Security Solutioe Systems Co., Lid

Aoon—FARTIT L. BEIMICTOT 7 LEEIC

_)l/]ég v jbi—g-o
BE. [FHEIYTTEHE A VR E—)
DT, BEICISCHEBLTSESL,

BT AHADT. [AVAR

LENDAAEZIRHMER D ENAIRETT

Froen | ZAZ 7L

: 77—(«—r~CA Gl..
¥ uiﬁ m:«sa

B iPhone O TOZ7 7L
#AD  StartCom Free Certificate
Member (229919-
eNvbxNMg3QwRFYul)
2{=H 2011/03/08
WE 2EDOFAE
HEDVPNEEE

UTDESBI— FERAEDA VR b—)
Vv LTHRITLTLSEEEL,
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