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1. TCHIC

11. REIZDOUT

AETE., VRAVATLREGRSHDOHELX 21T AT ISATUORTHD
FTASA5500] 1) —X &, B8R T TS5 4 R—FCAGléas] THERITLIZVSA
72 MEEBAZZFIA L T.AndroidifiRIZ TL2TP/IPseciEfi £ 1T S IBRIB#HET 5
FODOEERERHELET,

AEICERBORNRE., BHOBRIBRRICE T5EZHELEZIOTHY. H5
WRHRRTOHEZRAET DI LDTEHY FEA. BHERZAWEVRAT LR
EO—PlELTITERAVETETLS>BELLV-LET,

BUHTEIHABRADY 472 FMIAEOREHLITo-TEY EFT, RAFTRLER
BEIE. SHOBEWAEHLEEETERECTERI LS,

1.2. REIZBITIRIE

AKEIZBITAFIRE. UTORETCEHEERZITOTLET,
> Cisco ASA5505 (Version 8.4(1))
XLk, TASA5500) LE#LFET
¥ E%E (XAdaptive Security Device Manager (ASDM) #FFA L TITLVET, ASDMD/I—
S UF6A4N)TIT>TVET
> JS3 FT3 A4 R—FCAGléas (/A—2321.8)
MLk, [Gléas) LEBLET
» HTC Aria (A — - E/34 )L S31HT. Android 2.2.1)
L%, TAndroid) &ERELET
¥L2TP/IPsecy 54 7 > hIZAndroidiZE#D LD EFIALET
KU RAVRATLX#TIE., ASAS500D /N— 2 3 > 8.4(1) LLFE & Android2.1 LLBE 2 T
L2TP/IPsec iz Y R— b5 LTVET

UTIZOWTIE. AETHERAZIEBLET,

® ASA5S500DEARMGEY T v THE

® GlasTDI—HEHRPLY A7 FMIAZRITEDREKREE

® AndroidTORY FT—YBREFDEKRETE

INSIZDONTIK, FEBOI_aTILETSBNELIH, FEREFMYIE-
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TWABRFEEIZEBULELE LY,

1.3. RXFITHIT 18R
AETIE, UTOBRTRIEEFT>TLET,

AndroidiE=E5E
ASA5500

[=©§( A7y Ko7 |

‘ 77*(/\ ~CA Gleas

\ Gléas

XERA o8 —Fy bOBERSE. ERIEIWIifiZFI A

1. ASA5500(F A 2 —2 vy FELANDEBRIZHY— koA ELTHEREL.
L2TP/IPsec® #ind %
ASA5500% U*Android(&GléasIZ & Y FI{TS N -FIBREZFIAT %
BENGYSAT7 Y MEBAEZEF DAndroid 2 [T AAVPNIEHRZITS 2 &N TE
%

4. V54T MIRAEORMDHERICITFEASZEH ) X + (CRL) ZFAT S

2. ASA5500 (ASDM) DEETE

21, EFERAFDOS R—

ASA5500 [ZH—/N\SEBAZE L, SEIFRAT S5 5AT7 2V MEAED S A N7 UH
tfd:%))ll_ nL.nIE%E’r /—k I‘L/gs—d-o

AFIEZTSENHOMNLS Gléas K YH—/NEAEZ T 71 LR (PKCS#12
J74)) T vO—KLTEEET,

ASDM [2a%' 4 > L., E£&# & Y[Configuration]RZ >Z2 ) v L, ERIRA LD
RKA=Za—&UY[Remote Access VPNIZ D 1) v o, INA = a2 — &Y [Certificate
Management] > [Identity Certificates]Z®i{R L £ 3,

Thk. BAIRA OTAAIZY Vv I LET,
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Configuration > Remote Access YPN > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date I Associated Trustpoints Usage

FAdd Identity Certificate] 74 > KOARTEINBIDT, UTEHRELET,
[Trustpoint Name:]ICIZIEE D LRI EZ A A

[Import the identity certificate from a file:] % #1R

[Decryption Passphrase:] |2 PKCS#12 7 7 A ILD/INRAT— R & AR
[File to Import From:] 21X PKCS#12 7 7 4 IL~AD/NR%E AN

@ Add Identity Certificate x|

Trustpoint Name: Jeleas

' Import the identity certificate from a file:

Decryption Passphrase: [#kkk

File to Import From: |O:¥|servercertpl2 Browse... |

" Add a new identity certificate:

Key Pair: J<Default-RSA-Key

I~ Generate self-siened certificate

I~ Act as local certificate authority and issue dynamic certificates to TLS-Proxy.

fAdy

Add Certificate I Cancel Help

ANk, [Add Certificate] &2 ) v LET, UTDA v E—INRRINNIETET
T,
(@ Information x|

@ Import PKCS 12 operation completed successfully.

Y—/GERAENUTOLSICRTEINFET,

Configuration > Remote Access VPN > Certificate Management > Identity Certificates C
Issued To Issued By Expiry Date Associated Trustpoints Usage Add

dc=COM, de=JG... {dc=JC( . d..[21:57:45 JST Feb 2. |gleas General Purpo...
Show Details
Delete
Export
Install
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% R 51548 1%[Show Details]# o U w2 LEY,

T LR BETIL— FIAZLREABICA VR— SN TWET,
ERRA > & Y[CAC Certificates] #BIRT B &, 41 Vi R— bk Ehiz)L— FEBAZDIE
WERBEMNTEET,

Configuration > Remote Access YPN > Certificate Management > CA Certificates (u

Issued By Expiry Date Associated Trustpoints Add

mo..dc=JCCH-8SS, d... [00:46:45 JST Jan 7.. Signature
Edit
Show Details
Request CRL
Delete

% R 51548 1%[Show Details]# o U w2 LEY,

CDIREETIEAi)E Y 1) v o § % &. TEdit Options for CA Certificate] ™~ 1 > KA

MA<DT, UTHREZTVET,

® [Revocation Check]4 7 T. [Check Certificates for revocation]Z®E{RL. TD
Rw o A5 CRL # Revocation Methods (kA EDHEEAE) & LTHE
EX)
[ it Optons for G Corticate =

Revacation Check | GRL Retrieval Palicy | GRL Retrieval Method | OGSP Rules | Advanced |

" Do not check certificates for revacation

& Check certificates. for revocatior

Revocation Methods

Specify the methods used for revocation checking and their order. If both methods are selected, the second
method will be used only if the first one returns error.

QCSP &dd CRL Move U
Remave Mave Down

[V Consider certificate valid if revocation information cannot be retrieved

¥[Consider certificate valid if revocation information cannnot be retrieved|Z2F z v 7§ 5% &
CRLEGRICIS—AEC 55 F T, dERAEDAZRYISEFET

® [CRL Retrieval Policy]? 7 T. [Use static URLs configured below]IZF = v o %
At Static Configuration 7R 4 X[Z CRL ZH183 % URI ZHXRELET
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@ Edit Options for CA Certificate i x|

Revocation Check CRL Retrieval Policy | GRL Retrieval Method | OCSP Rules | Advanced |

I”" Use CRL Distribution Paint from the certificate
[V Use Static URLs configured below

Static Configuration
Static URLs:

Add

Edit

Delete
Move L
ilsve Uai

¥Gléas DIZED CRL DEMARA 2 MIUTDOEY &Y ET (hitp DIHFEH)

http://Gléas MHRRX F& LMK IP 7 K L X/crlfial.crl

[Advanced]% 7 T. CRL optons M [Cache refresh time:]IZ CRL D F v v & 2B
MEAALES (FTTAIILFTIE605),

@& Edit Options for CA Certificate x|

Revacation Check | GRL Retrieval Policy | GRL Retrieval Method | OGSP Rules Advanced |

GCRL options
Specify the certificate revocation list parameters.
Cache Refresh Time: |60 minutes

OGCSP options
Specify the Online Certificate Status Protocol (OCSP) parameters.

Server URL:  http:// |

I Disable nonce extension

Validation Policy
Specify the type of client connections that can be validated by this CA.

€ 8SL (" IPSec (* SSL and IPSec

Other Options
IV Accept certificates issued by this GA

IV Accept certificates issued by the subordinate Gés of this GA

0K I Cancel | Help |

¥[Enforce next CRLupdate][CF =z vV Z#AND L. EUNHRRNIZHL CRLAES hEF
VIOLET., Fruv I ENTLAYDHRZEE CRL TEHFv v PashTULHRIEED
BHEDELTHRWVET (BRAERIRED

¥[Validation Policy]Tl& IPsec WEENDEDICLTHEKDLENHY FT ([IPSec]h[SSL
and IPSec])

$[Other Options] Tl&. [Accept certificates issued by this CAIIZF = v I DBA D> TWDRHE
NHYET

ET#. OKIZ2 v dbHLnnBEREICRY FT,

C DIKRET[Request CRLIZ Y 1) w9 9 % & [ ASA5500 [& CRL ZENEE‘GFLE T,
WMEROAYE—VIZHBEY ., EEA =1 —& Y[Monitoring]Z2 ') v o L. E4
~RA > & Y[Propertied] > [CRLIZV J vV 5LEBLI-CRLDEHREZRSZ &
NTEFET,
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Monitoring > Properties > CRL
GRL

Wiew or clear the CRLs of all or the selected GA certificates.

CA Certificate Na.. eleas:de=JCCH..

View CRL Clear GRL

GRL Info:

CRL Issuer Name:
de=JCCH-S55,de=C0 Mcn=JCCH-SSS demo CA
LastUpdate: 19:10:35 JST Mar 1 2011
NextUpdate: 19:10:35 JST Mar 31 2011
Cached Until: 12:38:37 JST Mar 7 2011
Retrieved from CRL Distribution Point:
http://8 BB E 0 W fialerl
Size (bytes): 5154
Associated Trustpoints: gleas

22. IP7 FLRT—ILDOERK

E# A =21 —& Y[Configuration]# 4 U w9 LET,

ERIRA VDKA=—a—&Y[Remote Access VPN]ZH 1y v o L, INAZa—&kY
[Network (Client) Access] > [Address Assignment] > [Address Pools]Z % ') w9 LE
T, BRIRA VTAANZEI VY I LET,

TAdd IPPool] ™4 Y FOMKRRENDEDT, 953472 MZEIYHTABIPT KL
RIEHERELIOKIES U v o LET,
x

Name: [pool-sample
Starting IP Address: [10.0.0.1 -
Ending IP Address:  |10.0.0.10 |

Subnet Mask: | 255.255.255.0] =l

0K I Cancel I Help |
LERIZVPNY SA 72 Mxt L., 10.0.0.1~10/24%E|Y X THH TS,

2.3. L2TP/IPsec D& TE

CCTREIA4HF—FEFALTEHREZITVLET,

A = a—/\—®m[Wizard] > [VPN Wizards] > [IPsec (IKEv1) Remote Access VPN
Wizard...]1Z22 Vv o Lo« —FERIBLET,
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Use this wizard to

This wizard create:

authorization a

established by calls from remote users such as telecommuters is called remote access tunnel.

Remote Access h Internet %’\

VPN Tunnel Interface: |EISEE

v Enable inbound IPsec sessions to bypass interface access lists. Group policy and per-user

@& VPN Wizard x|

VPN Wizard IPsec IKEv1 Remote Access Wizard (Step 1 of )

configure new new IPsec (IKEV1) remote access VPN tunnels. A tunnel

s basic tunnel configurations that you can edit later using the ASDM.

VPN Remote Access

Local @) Remote

ccess lists still apply to the traffic.

< Back | Next > | Finish I Cancel | Help I

LUTEHEORAY. REZEDET.

R

|

IPsec IKEv1l Remote Access Wizard

(Step 1 of...)

TIAHIREEDEE[Next>]Z0 vy

Remote Access Client (Step 2 of...)

(1) [Microsoft Windows client using L2TP over IPsec]%
BRY S

(2) PPP R Ef 7 B bk O JL (& [MS-CHAP-V1] &
[MS-CHAP-V2]ZZ#{RL . [Next>]ZH v D
KUEHIRB TIT LR 2 DHIC[MS-CHAP-.. ] ERRShFE L

VPN Client Authentication Method and
Tunneling Group Name (Step 3 of...)

(1) Authentication Method T [Certificate] Z5&#R L .
[Certificate Name] T 2.1 I8 THERK L F= Trustpoint Name
ZEIRT S

(2) Tunnel Group IZIZVIL—T 4 (I8) BT
EEREHEL. Next>1Z2 0wy
KIZTHRELEPORLTL—TED. ZOFEEKETOD
FANEBIZHHBYES

Client Authentication (Step 4 of...)

Authenticate using the local user database %:#iR L .
[Next>]%5 1) v

KNMBL—FT—22FAT 2HEEEER/IC AAA Server
Group ZERELTHE. TIEER

User Accounts (Step 5 of ...)

2 —HEREFE#R (Username & Password) Z3Ef0L.
[Next>]%2 1) v
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I ZTHERLIz2—YILBEEMIC Step 3 TER LIz bR
LTL—TIZEYETONET

Address Pool (Step 6 of 11)

22 BTHERLEZ7 FLRAT—LEZZEEIRL., [Next >]
7Y

X[New]Z2 JwH L, CCTZ7RLRT—ILZEBMT ST &
+ATkE

Attributes Pushed to Client (Optional)
(Step 7 of 11)

TIHIEEEDEE[Next>]EY vy

XTS5 72 ZEYHTS DNS 4—/\ - WINS H—/RD7
FLROT I MDD RAS VEDOBZERFIBEISHELITOT
(fZEn

IKE Policy (Step 8 of 11)

TIHIEEEDEE[Next>]Z2Y vy

MEBEL - AvE—SHA DX b DH Y IL—TOHRETH
EIHELEELTLZEW

XSEFFA LT Android TIEDH FIL—F%£ 2L THEL BHE
NHYFELE

IPsec Settng (Step 9 of 11)

TIAIWMEEDEE [Next>]Z2V vy

XNAT B9t £ S RIOREIRE TIL. [Interface:]IZIERERA > &
—J1I—R (F74J) LTIL Internal) #/E L. [Exempt
Network]IZ &7 7 #+ JL b TR & h T L B [Inside-Network] A4
IOz FERELTVEY

ATy kb hURILIEL2TP/IPsec TIXFIATEEEA
XS EFIAL Android TI, Perfect Forwarding Security

(PFS)IZA 71T BHENHY EL1=

Summary (Step 10 of 11)

BENBERRL. [Finish&7 v 7

24 BBETY TDOEE

E# A =21 —& Y[Configuration]# o w9 LET,

ERIRA DK A=a2—& Y[Remote Access VPN]Z2 1) w o L, INAZa—&Y
[Network (Client) Access] > [Advanced] > [IPsec] > [Crypto Maps]Z B L £,
BRIRAVEYAAIZ I VI L. TIHILFEREICHLUTOEREERZTLE

-g-o

® [Policy Type:]%[dynamic]lZZ &
® [IKE v1 IPsec Proposal]lZ[TRANS _ESP_3DES _SHA] (DD 4 H—FIZ& Y
BEMICFS VR TA—Lty MIEBHNSATWEY) Z1EE

11720
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@ Create IPsec Rule x|

Tunnel Policy (Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced | Traffic Selection |

Interface: |outside N Policy Type:  |dynamic ¥ Priority: 1

IPsec Proposals (Transform Sets)

IKE v1 IPsec Proposal: |TRANS_ESP_SDES_SHA

IKE v2 IPsec Proposal: | Select...

Peer Settings - Optional for Dynamic Crypto Map Entries

The Connection Type is applicable to static tunnel policies only. Uni-directional connection type policies
are used for LAN-to-LAN redundancy. Tunnel policies of the 'Originate Only' connection type may
specify up to 10 redundant peers.

IP Address of Peer to Be Added:
I—. Add
Remove

I” Enable Perfect Forwarding Secrecy

Diffie-Hellman Group: v

0K | Cancel Help

[OKIZ2 ) w9 LTET#. [ApplylZ2 ) v LEEEZRBRLET,

25. {0 FAMILOER

E# A =2 —& Y[Configuration]# 4 v LET,

EBRIRA VDRA=1—&Y[Remote Access VPN]Zo ) w o L, INAZa—&Y

[Network (Client) Access] > [IPsec(IKEv1) Connection Profiles]# BB L £9,

EEIR 4 > D[Connection Profiles]ffll= 2.3 THERLE=TOT7 A ILBEHIDT,

[Edit]Z2 Uy o L. UTHRELEREETVET,

® ZXEfilR4 > T[Advanced] > [IPsec]Z BRI L. GBI A > D[Certificate Settings]
D[IKE Peer ID Validation:]%[Do not check]IZ%

® [IKE Keepalives] C[Disable keepalives] % #iR

@ Edit IPsec Remote Access Connection Profile: 12tp x|
Basic Certificate Settines
E-Advanced Send certificate chain: |~ Enable
General
Client Addressing IKE Peer ID Validation: IDD not check _ﬂ
Authentication )
Authorization KE Keepalive
Accounting ' Disable keepalives
EaRIPsect
PPP " Monitor keepalives
Confidence Interval seconds
Retry Interval seconds

" Headend will never initiate keepalive monitoring
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[OKIZ2 ) w9 LTET#. [ApplylZ 2 ) v LEREEZRBRLET,

26. FORLTIL—TDEIY

E# A =21 —& Y[Configuration]# o w9 LET,

ER/IRA DR A= 21—k Y[Remote Access VPN]Zo ) w o L, INAZa—&Y
[Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Policy]# BB L E 7,

AR A > D[Default to Connection Profile:]lCF = vy I MA-> TS Z & ZHEZEL.
23EMStep 3ITHRELER IO T 71 ILEBEBRLET,

Configuration > Remote Access VPN > Network (Client) Access > Advanced > IPsec > Certificate to
Connection Profile Maps > Policy

Configure the policy for certificate eroup matching. The device processes the policies in the order listed below until it
finds a match.

il

™ Use the certificate OU field to determine the Connection Profile
™ Use the IKE identity to determine the Connection Profile

™ Use the peer IP address to determine the Connection Profile

[V Default to Connection Profile: |js3test v I

BE. UTOBYI 5472 MIAZZRALEER IO 74 LOEIHEREL A
BETY,

[Use the configured rules to match a certificate to a Connection Profile]lIcF v L
1EHEE, MAEOEREFHICIYERTOIFAILEZRODZEMNAEETT,
EXAVEY[Rules]zBEL. ERA UTEHZEZHRELET,

Configuration > Remote Access VPN > Network {Client) Access > Advanced > IPsec > Certificate to
Connection Profile Maps > Rules

C

Define rules to map certificates to desired connection profiles (tunnel eroups). Use the bottom table to configure
certificate fields together with their matching criteria for the selected rule.

Certificate to Connection Profile Maps

& Addl & Edit| o Delete|

Map Name Rule Priority Mapped to Connection Profile
JS3MatchRule

Mappine Criteria
& Add| & Editl o Delete|

Field Component Operator Value

Domain Component (DC) Contains

LRERIFV AT FEEREDHY T2 £ FDC (domainComponent) (< Tjcchl & LY
IXFIMEENDHERICIE, jsBtestE WSEETA T 7 MILICT Y F T F B4
TY,
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[Use the certificate OU field to determine the Connection Profile]#F = v ¥ L =154
. 25472 FEEBBZ®MOU (organizatioinUnit) S TO 77/ ILBEET Y
FUULET,

LLET. ASAS500D X EIX5E T T3, [Apply]Z %2 ') w4 L TZEE #running-config
[CEZFRAATLESLY,

3. GléasDEEBEHERTE

Gléas TERITEHDY 54T > FIEBAZ % Android 124 VA R— S8 5-HDEKTE
FARETIIEEEHLET,
NTRREIL. Gléas HABFHFICBUHTRELZRIZITo-TWAEENHY T

3.1. UA (A—YHRAR) BF

GléasMRA (&8m) IcOJ 4 L., BEEmLEEBIY[ERIERZY Y vy LIRIEE—
BIE@EICHEH L. AndroidBIZERET HSUA (BAR) 2 Vvy I LET,

P Gleas Genetic UA  Gleas T 24 )FHEBIAR

[RARFHBEEARC DT, [BRAFEEIMAITUTOREZITVET,

-[Forva—REHEAEFI VY

- [0 20— FaRERRE(2)DERE
[ YUR— b IV REFATBIFIVIEANTIDREZEITS &, GléasDUA
Moo ro—FLThib, BELEEME (42) Z8@LERIC, SEHAEDOTY
vO—RFARARIZHYES (T41vR—bDvs | #EE) . O vKR—FDO
VI IZ& VIEHE DANDroid~DIERED A VR F—)LZFHIRT S5 ENTEET,

I b —soApf—t EBEHL -5 [Gemalto NETA—K +|
™ SEBRE AR PADA A mRgAtToEE  [2-Yabr o]
W seon-pssray W A=t AFR RS

A 00— FaTRERE ) [ 1 M iemEETnaL

il

RERT®R. REIZV VY I LET,
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[BREE T /34 RIEHR]D[Android DR FE]EF TR O—JL L. [Android HBUAZFIFET 3]
#Fzvo L. BREIZVUYILET,

P Android®=X7E

v Android B UAEFIIFES
%17

LIk TGléasDHZREIITET TY .

4. Android D&

4.1. Gléas M UA > DFEBAE A VR— k

AndroidDIZEHE T 5 94 TGléasDUAY A 7O A LET,
O 4 VEBEARTEINDINDT, A—HFIDENSRT—FKEAADLOTA U LET,

O IF1—¥OJ1> [UA]

»2—#ID. XRAD—KEATIL
TAIAYLTLEZN.

Da—#ID - XRO—KEEhED..

A4 %L, A—FEAR—IUARTEINSDT. [F7v0—RE2yTLE
ERS
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r Jvrx § "y
754~—~rCA Gleas (UA/
Android XEB SADR—

a—+ID android

A=LT FLZRA

Cloud Gleas CA

HINEARR 2012/05/11 Ayoa—Fk

= ol

(C) 2011 JCCH Security Solution Systems Co., Ltd.

BECEHEOPINSERTELEDT, [REIES Y TLET,
TZ34X—~bCA Gléﬁg W

Android KEf & ADR—T

a—+ID android

A—LT FLZR

Cloud Gleas CA

FERAE PIN: 8178 RE FrrL

=127 [

(C) 2011 JCCH Security Solution Systems Co., Ltd.

[PKCS12¥—R h7 M o HIH]ERTEINHD T, KEOEEICKTSNIZPINE AR
LET,
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@ PKCS12F — R b 7 H Dl

FERAE EHtHT 2O D/IKAT— FEA

FrL

FIAZEDRAEHEET D]ERTSINDINDT, EFEDBHEHEELFTT .

@ EREOREEEET 5

FEEREE:

CIT—

Ny r—JOAR:

FrrIL

MHT MRBEERRA L—21 (AndroidDF—R +7) IZ7VERTB5HEE. 52
SHEMA ML —CET7ITAR— T BRRAT—FOREEZROONFTTOT, EH
EDRBAICHNVIRT—FEERELET,

¥ ZTHRET H/3RT— FlZAndroidi2 g . RBEERR bL—ADHET Y L XBEICANZE
RKOENFET
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