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2. BIG-IPDOEEFE

2.1. Network Access DR

ARETIEY «H— F£EH L T Virtual Server > Network Access v 7 v 7L
T3, BEICERLTULNIE, RIBIEIEHETIVER>IHY EFEA. 22 ITEATLE
AN

EEH@mIZOS AL, A= a1—h 5 Wizards—Device Wizards DJEIZS ) w4 L
T. 94— FD—ExXRLZEI ., Network Access Setup Wizard for Remote
Access ZF|AL T.BEBIZE&PHHE T Network Access 2ty 7y TLTLEELY,

UTEFEERMELYET,

Basic Properties

The Policy Name specifies the name ofthe access policy to be created, and is used as the naming prefix for other objects tied to
the access policy (e.g. my_ap, my_ap_vs, my_ap_aaa_svr, my_ap_wehtop, etc.). This name must be unigue, and not already in
use on the system.

The Default Language specifies the language to be displayed to end users by default. Choices are English (en), Japanese (jp),
Simplified Chinese {zh-cn), and Traditional Chinese {zh-tw).

The Client Side Checks checkbox allows you to add a simple antivirus client-side check to the access paolicy, to ensure end users
connecting have antivirus software enabled. You can later configure this antivirus check for specific antivirus vendor products,
versions, and virus definition dates.

I Palicy Name | Edgecient
Default Language ja %
Full Webtop I” Enabled
Client Side Checks ["iEnable Antivirus Check in Access Policy

[Cancel] nex|
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Wizards » Device Wizards » Network Access Setup

Select Authentication

Please select the type of authentication you would like to configure for your access policy. When end users access the virtual
setver they will be shown a logon page to enter credentials. These credentials are checked against a preconfigured external

authentication server.

If you would like to test a basic access policy without authentication, you are not authenticating users at all, or you will configure
authentication later, you can select No Authentication. To add authentication later, create a new AAA server, then edit your access
policy and add an authentication action.

Authentication Options @ Create New © Use Existing

" RADIUS

 LDAP

" active Directary

C gecurlD

Select Authentication C HTTP

" OCSP Responder
' CRLDP

" TACACS+

Previouslml

X KETR. V5347V MIHAEOH L HBENREELHLET, IDINNRT—FEHAT
32 AFRAEEHET 51581F. = 2 T No Authentication LIS DRI EFBA T ESLY,

X Gléas DUATHR AT 7/ LESI 00— FTHHA. UAICATA VT 2HD/IRT—
K A% Edge Client ICIiRFFE . VPN EREFICRIRAESAET,

Wizards » Device Wizards »» Network Access Setup

Configure Lease Pool

Lease pools are collections of IP addresses that the system assigns to users who make network access connections {client PPP
addresses). A lease pool IP address is assigned to each client when the network access connection is established.

Create a lease pool that contains enough IP addresses to support your total number of expected concurrent connections. You
must also ensure that there is no overlap between the IP addresses you define, and other networks within your organization.

By defaultthese IP addresses are treated as a SNAT auto map pool and translated to the configured Self IP address when traffic
is sent to your internal network. With this configuration, a return route to the lease pool from your internal network is not required.
For more information on configuring SNAT and routing options, see the Configuration Guide for BIG-IP® Access Policy Manager.

Supported IP Version [1Pva -

Type: © IP Address @ IP Address Range
Start IP Addressl 1721611

End IP Address I 172.16.1.254

Add

IPV4 Member List

172161.1-172.16.1.254

Edi| Delete|

Previouslﬂl

6/20



754 _R—F CAGIkas KT A kR—/8—
~F5 BIG-IP Edge Gateway & #~
iPhone i BIG-IP Edge Client [Z& % BIG-IP ~® SSL-VPN kY1) ¥ JH#k

Wizards » Device Wizards »» Network Access Setup

Configure Network Access

Configure the network access resource. For a basic network access connection, use the default values. For more information on
these configuration options, click the Help tah in the navigation pane.

The lease pool you defined previously is assigned to this network access resource.

Compression ‘ |No Compression vl

Client Settings
e e et rou o
Allow Local Subnet I™ Enable
Client Side Security I Prohibit routing tahle changes during Network Access connection
DTLS r

Cancell Previuusl NextI
Wizards » Device Wizards »» Network Access Setup

Configure DNS Hosts for Network Access

Specify DNS name servers, WINS servers, and a DNS default domain suffix. These servers and seftings are assigned to end user
client machines as part of the network access connection process, and are used by the client when performing nhame resolution
for internal network resources.

These settings may be different than the BIG-IP system settings configured under System : Configuration : Device : DNS. For
mare information on these configuration options, click the Help tab on the navigation pane.

IPV4 Primary Name Server I 172.16.1.100

IPV4 Secondary Name Server | 172.16.1.101

Primary WINS Server |

Secondary WINS Server [

DNS Default Domain Suffix || jech-sss.local

Host Name |
IP Address |

Add]

Static Hosts

Edit| Delete

Previous| Next|
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Wizards »» Device Wizards »» Network Access Setup

Virtual Server (HTTPS connection)

Specify an IP address to create a local traffic virtual server that is correctly configured for network access. Your end users connect
to a DNS name representing this destination address to start a network access connection.

Check the option Create Redirect Virtual Server (HTTP to HTTPS) to create a local traffic virtual server that automatically redirects
users who connect using http:if instead of https:if with their web browser.

For information on installing a valid SSL server certificate and using this destination address behind a firewall, please see the
Configuration Guide for BIG-IP® Access Policy Manager.

I Virtual Server IP Address I 172.16.1.99

‘ Redirect Server V¥ Create Redirect vittual Server (HTTP to HTTPS)

Cancell Previouslml

2.2. )L— FEEBAE D Z 8%

93472 FEAEICK HSSLIBAEFAT S =OICIF. JL— FEEAZDEHE N
BTY, ChEF, 953472 PCHOALIRTEND IS4 T2 MEAENEL N &
ERELT ARICFIAT 5-0TY,

1. Local Traffic—SSL Certificate List—import DIEIZY ) v 9 3 3,

I Main I Help I Ahout Welcome

|"V1 Statistics L

@ iApp

Setup Support
a
==‘J Wizards
User Documentation Ask F5
&P I Technical documentation for this product, including user Ask F5 feat
f guides and release notes, is available on the Ask F§ product ma
Network Map Technical Supportweb site. generatar, :
) and produc
Virtual Servers * User Documentation customers
Prafiles Preferences * VisitAs
iRules On the System Preferences screen, you can customize the Solution ¢
aeneral preferences for the Configuration Utility. olution
Pools The Solutio
= System Preferences Guides, Wt
Nodes Stories, Tul
) Additional Setup Options
Monitors . - " " * Visitth
Use the following additional configuration options to refine
Trafiic Class the systemn setup, once you have initially configured the )
system using the Setup Utility. DevCentr:
SNATs DevCentral
- aaSLslecsliiaaaartificate application
1O) I Import... techniques
“NTF iControl de!
DNS Express Zones .« SNMP practices.
® llcar Anthanticatinn

2. Import Type IZT. Certificate ZERF 5,
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I Main I Help I About System »» File Management : SSL Certificate List »» Import SSL Certificates and Keys

V'&i Statistics

SSL Certificate/Key Source

4y 1A
@ ol I Import Type [Belect—zl
bal -
| wizards Free Space on Disk 46 MB
Q_ﬁ Local Traffic Cancel

Network Map

Virtual Servers
Profiles
iRules

Pools

3. IL— MEEAEZHEET b,

Certificate NamelZl&. EED&FIZ AN LF T, Certificate SourcelZld. JL— bEE
BREJ7MILDBMZEZEELFES .

ABAMNTETLES, Import RZVZEH Y wH LET,

I Main I Help I About System »» File Management : SSL Certificate List »» Import SSL Certificates and Keys

V'“i Statistics
SSL Certificate/Key Source

&y i
@ ) IlmponType Certificate =

—
::J Wizards

’ @ Create New © Overwrite Existing
Certificate Name
GleasCA

l"Aﬁ-
T Local Traffic
@ Upload File " Paste Text

I Certificate Source

Network Map [citempliat.pem 08
Virtual Servers Free Space on Disk 46 MB
Profiles
Cancel| Import
iRules

2.3. &%) A ¢ (CRL) D&%

GléasTEMLI=V 547V FaEAETOT7 VLR ZHCT=BIC.CRLOEHZ L F
ERS

HoMLHGlIéask YCRLEZEA Y O—KLTEHEE, UTORBREESZHVET,
¥ Gléas DHYZRETHO CRL 77 A4 IILDAFRIGFAIILUTDER Y T

http://hostname.example.local/crl/ia1.crl
1. Local Traffic—SSL Certificate List—import DIEIZY ) v 9 3 3,
2. Import Type IZT. Certificate Revocation List #3%iR 3 5.,
3. CRLZ¥EET %,

Certificate Revocation List NamelZIX, EFE D& EIZ A L £ 9, Certificate
Revocation List SourcelZld. CRLZ 7 A ILDIBFREIEELE T,
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ABANTETLES, Import RZVZES Y wH LET,

I Main I Help I About System » File Management : SSL Certificate List » Import SSL Certificates and Keys

V'“. Statistics

SSL Certificate/Key Source
L
j 5L I Import Type Certificate Revocation List
; Wizards Certificate Revocation List @ Create New  Overwrite Existing
Name gleascrl
:T\_‘: Local Traffic
Certificate Revocation List @ Upload File © Paste Text
Network Map Source |Ctemptiat.crl 82
Virtual Servers Free Space on Disk 46 MB
Profiles

nnnnnnn

CRLZE# Y 5i54& (. Certificate Revocation List Name T Overwrite Existing %
BIRL, EFISNFCRLI7A4LETYTA—KLET,

AU R34 (tmsh, BIG-IPOEERY TIL) MOCRLEHFHZEILES LT
BETY, UTEavr RHITT,
tmsh modify /sys file ssl-crl gleascrl.crl source-path

http://host.example.local/crl/ial.crl

¥ crontab TEANT Z & CEPHBDOHRELARETT

F=-k3hFEEIZIL. LDAP (Lightweight Directory Access Protocol) ¥2OCSP (Online
Certificate Status Protocol) ##fA3 A ELHY FI,

24.SSL 70771 ILDER
9547 MIREICESRIERET 5 TAT 7 A LEERLET .

1. Local Traffic — Virtual Servers — Profiles — SSL — Client DQIEIZH ) v o
LET,

2. Client Authentication D& BB Z#HXRELE T,
® Client Certification % request [CZE
¥ require &9 % & Edge Client b b o) U JHEfRICKE L 9, 3B5EEF . Access
Policy ICTY 547> FIFAEDEEMZRIALET,
® Trusted Certificate Authorities & 2.2 TE# L -/)L— FEIBAEIZER
Advertised Certificate Authorities & 2.2 TZ8k L1z/L— FEAZIZERE
Certificate Revocation List (CRL)% 2.3 T&E# L= CRLIZEE

3. Update R2 %0 vy LET,
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request v
once vI

1
gleas =
gleas =

gleascrl.crl 'I

25.SSL 7O 74ILO)EH
24 THER L7072 74 LER]EDN—F v LY —/NNIZERLET,

1.

Local Traffic — Virtual Servers — Virtual Server List QEIZZ v LET,

2. 21D 4 — FTHER SN T= Virtual Server #9 1) w9 LET,

3. SSL Profile (Client)% 2.4 TYERL L 1= Profile ICEE L F 7,

Configuration: | Basic :I'

Protocol

OneConnect Profile

NTLM Conn Pool

HTTP Profile

HTTP Compression Profile
Web Acceleration Profile

FTP Profile

SSL Profile (Client)

SSL Profile (Server)

VLAN and Tunnel Traffic

SNAT Pool

TCP 'I
None i
None ¥

http

v

| Nane

None &

[~

None =
Selected Available
/Common /Common
<= clientssl-insecure-compatible
wom-default-clientssl
== clientss|
Selected Available
/Common
<< serverssl
serverssl-insecure-compatible
== test

All'VLANS and Tunnels ¥
None v

wom-default-serverssl

4. Update R2 &2 v LET,

26. 7O ERRY O—DEKE
Access Policy #ZE&E L £ 9,
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debug tmm[xxxx]: 01260003:7: Certificate with serial xxxx revoked per CRL

from issuer Issuer DN

debug tmm[xxxx]: 01260006:7: Peer cert verify error: certificate revoked

(depth X; cert Subject DN)
debug tmm[xxxx]: 01260009:7: Connection error: ssl shim vfycert:2462:

certificate revoked (44)
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