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1. L ®HIC

11. REIZDOUT

ARETIH, BMHRE T TS5SAR—KCAGléas] THRITLI=YS54 7> FIBRE -
#FALT, TILkAEt (FILYZv Y4+ —)L) DDell Sonicwall Aventail ©
SSL-VPNiE&GE ICH T AR Z S C LS BRBEZEET A-HDOXREMNZESE L
7,

AEICERBORNRE., BHOBRIBRRICE T5EZHELEZIOTHY. H5
WRHRRTOHEZRAET DI LDTEHY FEA. BHERZAWEVRAT LR
EO—PlELTITERAVETETLS>BELLV-LET,

BUHTEIHABRADY 472 FMIAEOREHLITo-TEY EFT, RAFTRER
BEIF. RREOBSEVELEEETERBEICTERI LS,

1.2. REIZBITIRIE

AEICBTHFIRIE, UTOREBETHEERZT>TLET,
> SSL-VPNEE : Dell Sonicwall Aventail E-Class SRA EX6000
(/3—2 3 210.7.1-237)
%L, TAventail] @& LET
> FAA a2 kB—7F : Microsoft Windows Server 2012 R2 Standard
Lk, TRA/ Oy bO—F) LEHLET
> JS3 FT3 A4 R—FCAGléas (/N\—2321.12)
XLk, [Gléas] CREHLET
> 247>k (PC) : Microsoft Windows8.1 Pro /
Aventail Connect with Smart Tunneling 10.7.1.237
XLk, TPCl &RE&BLET
> 92472k (i0S) : iPad (=1, i0S7.1.2) /
SonicWALL Mobile Connect 3.0.10
XL, liPad) CREBLET
> 75472k (Android) : Nexus 7 (2013, Android 4.4.4) /
SonicWALL Mobile Connect 3.1.5
L%, TAndroid) &ERELET
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LUTFICDOWTIE, RETIHFHBAZEELET,

® Windows Server®®Windows KX A4 Dty k7 v

® Aventaildry kT—SFREL., SSL-VPNOEARME Y b7 v THE

® GlasTHDI—HYEHFOIV A7 MIAERTEOERETE

® PC-iPad - AndroidTO#Y b T—VREFOEAREE. V7347 VT
b 7ORAAE

INBIZDONTIE, BREDOI=_2T7ILEZSBLVE(,H, FEREIMYE-

TWARFEEIZEBULEHLE LY,

1.3. REITH TR

AETE, UTOBETRIEZIT>TLET,

Windows Server 2012R2
RXq>3a>bO—-3

Gléas
1. GléasTIX. AventaillZH—/\iEBAZE #%#. PC - iPad - AndroidIZY 5S4 7 > +
SERRAEERITT S
2. Aventall DFRBEEERTEILY 54 7 > FEEBAE & . Windows kA A > DID//XR T
—FZRAVA-EFREET S

2. AventailME%E

2.1. SSL —/\GEHAED A VR—k

AF|ERIIARIIC. Gléas DEBEEEM®E K Y H—/\FEAEZE T 74 )L (PKCS#12 774
L) EEHoa0—KLET,
Aoo0— KT BRICRENRT—FDODANZRDONFIT A, Aventail (24 VR
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Eg)
axX &

— FFBBIZCDINRT—KRKAREELELZY EFT,

SANABEREITHEDO ARV -FEAHDL TWEI |

NAD=FDAN

NRAD—F

A O-F  Fewl

AMC (Aventail B>V —JL) (A5 4 > L. Efl 4= 1—System Configuratio

M 5[SSL Settings]22 v LET,
AR 4 > M Default appliance certificate D HIZHB[Edi|ZF 7 ) v LET,

Security Administration
Access Control
Resources

Users & Groups

User Access

Realms

Aventail WorkPlace
Agent Configuration
End Point Control

System Configuration
General Settings
Network Settings

SSL Settings
Authentication Servers

SSL Settings ‘

SSL certificates

Default appliance certificate (WorkPlace and other access methods)
192.168.20.222 (self-signed)
Valid through: 10 Jul 2019

m
a
=

Management console certificate (AMC)
192.168.0.10 (self-signed)
Valid through: 10 Jul 2019

Virtual hosting certificates for WorkPlace sites and URL resources
192.168.0.10, 192.168.20.222, gateway.jcch-sss.com

ROEETIL[+New]Z 2 1) v % L. [Import certificate...]Z# B UV E T,

X[Certificate signing requests]ZER LAEHEEZEL )V T X b (CSR) #/ER L. Gléas [ZTEEEA

ERTETOIELHLARETY

SSL Certificates

SSL Settings > SSL Certificates

General

| Certificate signing requests

Certificates

Manage SSL server certificates used to access WorkPlace and AMC.

\ <F New | X Delete ‘ 4 Move Up ‘ ¥ Move Down | =) Export ’

Import certificate...

Create self-signed certificate...

[ | #192.168.20.222 —
SSL Certificates

Valid through Used ~
10 Jul 2019 o
10 Jul 2019 o

KIFEEFIO—FLET7ALDEERY., RE/IRT—FEAALET,
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Import Certificate SSL Certificates > Import Certificate

Import a certificate and its private key to the appliance. The certificate must be in PKCS#12 format.

Certificate file: *

= jech-sss.com.p12

Password: *
e0ccccsccccce Type the password used to decrypt the
private key.
Import Cancel

HLEDEHEIZEY A viR— F LIZEIBAZEMEBME NS0 T, Certificate Usage (2%
BLARDT—I TLARAOY—/N\GHAEEZA VR—FLEZLDITEELET,
Certificate usage

Certificates are matched in the following order: FQDN, subject alternative name (SAN), wildcard

FQDN, then wildcard SAN. If more than one certificate matches a hosthname, you can change the
order of the certificates above. Certificates higher in the list will be preferred.

Hosts Certificate A
Default (WorkPlace/access methods) 192.168.20.222 <
192.168.0.10
AMC 192.168.20.222

A Ld[Pending changes]& 2 ) w9V 3 5 LERLARMEN, REDT—Y TLA R
[CT7 9 ERTHEG—NEHAENEEIN TSI ENHERTEET,

Apply or discard pending configuration changes. Depending on your
configuration, applying changes may take a few minutes to restart services.

Advanced

<«

j) Your configuration changes were successfully submitted.

Click the following link(s) to log in to WorkPlace and test user access.

Default WorkPlace site

Close

2.2. )L— FREHAED A VR—+

AFIEFIIC., Gléas DEEEEE (RA) &Y/)L— FEAEFAHO0—FLET,
XTI bDIL— FEAZFLUTURL K YA O— KA[RETT .

http://hostname/crl/ial.pem

AMC M E ] # — 1 —System Configuration , 5[SSL Settings]z=4 ') v o L. HI&
<R A > @ CA Certificates D[Edit]Z 2 J v o LET,
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System Configuration
General Settings
Network Settings

SSL Settings
Authentication Servers
Services

Virtual Assist
Maintenance

Monitoring
User Sessiopse

System Stal Menu items

192.168.0.10 (self-signed)
Valid through: 10 Jul 2019

Virtual hosting certificates for WorkPlace sites and URL resources
192.168.0.10, 192.168.20.222, gateway.jcch-sss.com

&= CA certificates
E=r

135 certificates Edit

ROE@ETIX[+NewlZ22 v o L, FooA—FKLfz/)L— bEAEZT7 Yy TO—

FLET,

Import CA Certificate CA Certificates > Import CA Certificate

Usage

To import CA certificates, either click Browse to import a certificate file (in PKCS#7 or X509
format), or copy the certificate text and paste it in the area provided.

(®) Certificate file:

£88  ial.cer

Certificate text:

Specify the connection types the certificate is used to secure.

Authentication server connections (LDAPS)
Web server connections (HTTPS)
Device profiling (End Point Control)

D OCSP response verification

Import Cancel

LEDEEAICRDDT, 41 v R—bLzL— FEREZI VYOI LET,
Certificate revocation checking TRINHEREEDREEZH ZHLVET,

® [Use Certificate Revocation List (CRL)IICF = v ¥

® [Use this certificate distribution point (CDP)]ICF = v ¥
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% _E 50 certificate (X, crl MERY EBbHhFET

® Primary CDP URL IZI&, CRLEEHRA > FE AR
¥Gléas DT 7+ bD CRLEHRA » MILUTDBEY TT
http://hostname/crl/ia1.crl
B O CRLEMARA > F45, LDAP T CRL #24B L TL %4 —X Tl Aventail A¥ CRL # A
FCELLSBULBREESCLHVET

® Download CRLevery: [ | hours IZI&. &%) X FOBBRIREEE

® If no CDP is accessible [ZI&, $EE L= CDPIZ7 VR TET X% X FHER
BCTERWVGEDRIRAEZTIETE

BRENEDHL-=5, [Save]#V v I LTEREERELET,

Certificate revocation checking

Use these options to validate of client certificates.

| Use Certificate Revocation List (CRL)

Use this certifcate distribution point (CDP)

Primary CDP URL:*
http://hostname/crl/ial.crl

Administrator DN: Password:

Backup CDP URL:

Administrator DN: Password:

Download CRL every: 24 hours|

[v] Validate the entire chain

If no CDP is accessible:

® Allow user access () Block user access

Save Cancel

2.3. BEY—/\DEE
& A —a—® System Configuration & Y [Authentication Servers]&% 1) v % L. &
RAR A D Authentication Servers M[New...]122 ) v o LET,
LTOBRYEELFET,
® Authentication Directory TIl&. [Public key infrastructure (PKI)] % # 1R
® Credential Type Tl&. [Digital Certificate] & &R
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[Continue]Z#2 1y v o LET,

New Authentication Server Authentication Servers > New Authentication Server

Choose the protocol used to access your user store, and specify how users will authenticate. Click
Continue to configure the authentication server.

User store
Choose the directory type or authentication method:
Authentication directory
| ) Microsoft Active Directory (Basic) A single dor
) Microsoft Active Directory (Advanced) Multiple domains ir
) LDAP
| RADIUS
) RSA Authentication Manager
®) Ppublic key infrastructure (PKI)
) CA SiteMinder

Single sign-on server
) RSA ClearTrust ‘:;Iy"v[ 1 to ClearTrust is supported only from
Local user storage

) Local users
Credential type
Specify how users will authenticate:
(®) Digital certificate
Token/SecurID

Username/Password

Continue... Cancel

ROBEETIELUTZEZEELET,

® Namellld, FEDRY—N\EHEZAN

® Trusted CA certificates 121, EIFES VAR— bk Liz)L— FEERAEZIERE

® Advanced % ERB L Username Attribute:[Z[cn]Z#ET D & . Gléas DT Ho v
F&% Aventail DOS A o aA—HELTH/S S ENAREICHRYET

¥ Aventail TIERERFEL L TOCSP #9HR—bLTWET, §E¥E TIE OCSP O

ZLTHEYVEREAD., FIRAZHREINDGEEFEEETESBOEHLECEEL,
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Configure Authentication Server

Authentication Servers > Configure Authentication Server

Credential type: Certificate

Name:* gleas

Trusted CA certificates

device.

All CA certificates
A-Trust-nQual-03

AAA Certificate Services

AC Raiz Certicdmara S.A.
ACEDICOM Root

Actalis Authentication Root CA
AddTrust Class 1 CA Root
AddTrust External CA Root
AddTrust Public CA Root
AddTrust Qualified CA Root

OO OO o

AffirmTrust Commercial

Advanced

Username attribute:

cnl

>>

<<

|:| Use OCSP to verify client certificates

Configure authentication settings for a certificate server.

Choose the CA certificate(s) you want to use in establishing a trust relationship with the client

[ ] Trust intermediate CAs without verifying the entire chain

| | Trusted CA certificates*
| | JCCH-SSS demo CA

e in the DN is

»

[ L A = 21— Active Directory DB H —/N\REL B CHVWETHA. KAETIX

SHBAZERIELES,

24. LILLADTRYEVY

B3

EA=—a2—® UserAccess & Y[Realm]|Z 4V vy L FRABRTEEFERAT HLILLE
)9 LET, (BAIWIFHRICLUILLEERLET)
BRELEFIAY—N\EEELET,

Authentication Server [Z 2.3 IET
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= Ak,

Configure Realm - test_realm Realms > Configure Realm

General | Communities

Configure the general settings for the realm.

Name:* Description: Your users will select or type the realm

test_realm JS3test Name during login. Choose a name that
clearly describes the user community.

Status: (® Enabled () Disabled

Display this realm Hiding a realm removes its name from

the list on the login page, and requires

Authentication the user to type the realm name.

server: gleas v New

Advanced #EB L. Second authentication server: [Z Active Directory DERE % &
CHoRIHY—NEHEELET,

[Usernames must match]lCF z vV 2L\ bd &, GléasDT7ho U vE (V9547
VMIEREOY IV b en ) &, ATA VA HFRO—HEHRETHLSIC
TEFEFFT(23EMNEY Username Attribute [Ccn ZREL THE L BERHY FT),

Advanced

»

Chained authentication

For increased security, you can require users to provide more than one set of credentials in order
to authenticate.

Secondary authentication server: | js3-ad-test v New

[] Audit username from this server The audit logs and accounting records

will contain the username from this
server.

v Forward credentials from this server These credentials will be forwarded for

single sign-on.

Usernames must match Authentication will fail if usernames

differ between primary and secondary
authentication servers.

RETDE. UTDESIBLILLNRTENET,

& test_realm* < Authentication server
* —_ - gleas, js3-ad-test
e -

Default community

A EdD[Pending changes]Z ) vy LT, REEZFRZRBLET,

12726
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Apply or discard pending configuration changes. Depending on your
configuration, applying changes may take a few minutes to restart services.

Advanced

«

j) Your configuration changes were successfully submitted.

Click the following link(s) to log in to WorkPlace and test user access.

Default WorkPlace site

Close

3. GléasDEEEHHRTE (PC)

GléasDUA (FRAD) LY RITHEAMAEZIPadlcS U R—FTEDHEIR/ELFE
ERS
HKTEREL. CléastmRFFICHEA THREZRICT O -TWSBEENHYFT

3.1. UA (A—YHRAR) BF

GléasDRA (&8kB) IcOJ4 L., BEELEBLYERIERZY ) vy LIRER—
EEmIcBEL. REZTOUA (BAR) 29 UvHLET,

u ==BlAY
P Gleas Generic UA Gleas T2+ ) HEBIAR

[FARFMBEEARC DT, [BEAREMITUTOREEZITVET,

® [FIREXRF7ADAUKR—MNEFI VY

® [FEBAEX F7DFERT[A—H R FTIEER

o IHEDA UR—FE—EDOHIZHIRT HEEF. [1VR—FIREFAT
BllzFzv¥y

P SRZ R PADA A RERtTomE  [1-VAN7 5

I seroO—p#sreT WV A=t EfETS

RERTHR. (RTFIZVUYY I LEREERELET,
FEEHEODAAN L =6. [REIEIVVILET,
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4. PC h o DHEERTIR1E

41. 9 547 > MEEBAED A VR— b

Internet Explorer T Gléas ® UA YA M7 A LET,
O 4 VEENRREINIZDT.A—HID ERRT—KEZEAALOTSAVLET,

O I>ra1—¥nOJ1> [UA]

AJAVTdE, A—FEAR—IUNRREINFET,

GERAZD A vR—RREVED VDT HE. V54T MERAEDA VR—
NIbhhET,

XYEOS A DORRIE. ActiveX 32 FA—ILDA VR —ILERDLNZD T, BEDIETRIC
WA VR P—ILETETLTLESEL,

IR
®) 2% 01 SADR—

& 115
-t Bi3EeF - 2011/07/19 13:48

» 2—41D : user01
BT —f  me

KETBEIBE -

ST L AR § EBRERb AR

el
el

JCCH-SSS demo CA © #1085 20170421 | EEBEOAK—F

A VR—FIOUR] ZEMILTVWSEEEIE. 1 v R— FETRICHEKMWIZOS
TOrSELONET, BATA VL THEIAZED A VA R—FAREZ VIERTESNT,
BEDAVKR—FETS52EIETEEEA
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2t
& 21— 01 SADR—T

> 21 Z3AEEF - 2011/07/19 13:48

» 211D : user01
>}\'2'j ._F_' H AZEXEEXREXRERREL

» FEITRHIAE
' ok bl ©SERREREPAA A
f#1 i JCCH-SSS demo CA w0865 | 2017/04i21 A O— kg

4.2. Aventail ~D 72 X (Aventail Connect)

954 F > kY7 FAventail Connect TR T 5 &, 4.1IBTA viR— kb LI-FIBHE
MERAEEICHE > TVWETOT, BEIRLTEHRC)IZV )Yy I LET,

@ SonicWALL | Aventail Connect™

CCBodA LT Ay b= VY -2ADEELERERELET.

SEAEQ) |userot v|
(EFIT B AR ERIRL UL, >

BEQO | | et | J08FAQ | | A

ActiveDirectorylZ & 5/3X 7 — REREEZE TVPNERAHEILINET,
(GléasDT7Hh o FER—DA—HRBEANLLGEWVWEIS—ITHYFET)

@ SonicWALL ‘ Aventail Connect™

CCMBOHAUUT, Ay hI=h VY- 2NOE2RIERERELET.
2% [yser01

1A0-F ] |

| et | o0 [ AN |

Fo2)UC)
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SEAEN G WVRETT VR 5H &, AAEERBRIHCENTETRICEL &
ATEFEFEA,

SonicWALL | Aventail Connect™

CIMbDHA LT, Ay - VY- 2ADE 2 HIEEERELES.

SHAZO) | <(ERETRLSIEASNBEEE Ao >
<IFHPTBERIHHENEN Y A > ;

-0 7(0)] Xt 7014740 ANFHH

KMSNFFERAETT7 IV ERTDHE UTOBYIS—ERYET,

Q " mmsmuaLe

~ Your certificate is invalid. Contact your helpdesk for more
information.

5. GléasDEEERT (iPad)

GléasDUA (BRAR) &Y RETEHMAEZIPadIcA Y R—FTEHLIRELFE
D
XTRREE. CléashBBFICHAE TREEHRISIT>TLIBENHY ET

51. UA (A—¥FHRAR) BE

GléasDRA (&) o4 L. BELAKY[REBIZY Y v o LERER—
EEmEICHHL. REZITOUA (BRAR) V) vILFES,

i » Gleas Generic UA Gleas T+ JLFBIAR

[RARFHBEENRC DT, [BEAREHMITUTOEREEZTVET,

o [ForA—F&EHANEFI VY

® [4> 00— Fa[HERRE(5)DERTE
CDHREFITI L. GléasDUAMNBL A A—RLTHA L, EE LFHE (4)
FRBLEZEZIC. BERTOI74LDF 00— KRFRAREICHEYET (T4
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viR—bkOvo ] BEE) . DA UER—FrOYTICKYEREDIPhone~DE
RTOT77AILDA R M—LEZFHIBITHENTEET,

I b —onmA st —t

I SEERE AL FADA A=

W s m—pasgeT
A0 — FaTaEREG) [1

[BREE T /31 R EHR]D[iPhone/iPadDE&E]E TR Y B—JL L. [iPhone/iPad HUA % I
RAT312FzvI LET,
@ BETISARTEI

P iPhone /iPad®DzXE

I” iPhonefiPad B UAFFIFES
1#7F

R TO 77 A LVERISREE B BEHREANT ZEANEMSLZ0T, UTH
EEFVNET.

E@ELA7Y b

® [iPhoneBLA 7Y EFETBHIZF vy

® [OJ4AVIRT—RTIAHELREEF VY
EEL 72k

iPhone AL 7L #{#RET2 OS5 A2 A D — TR RS {58
[] Mac 0S X 10.7L\B&MI8sxA5F0T

iPhone##m 707 7 1 LEKRKTE

o [&RFI. EAF]. [FTRI7AIILOMBRIEEOXFEASL (WEER)

® [HIBR/SRT—F|1ZHRET S & iPhonel—FNBRETOT 7 M IILEHIRT DB
[CEEENED/NRT—FRIRELLY FT (iPhonel—HDRIBEFICK
BB TOT7AILDHIBREHLETEEY)

iPhone # BRI 271 I EASE

2T i ALIZRT) [J5~—FCA Gleas ‘

SRIF (f7: com jech- [ com jech-sss.profile \
sss.profile)

SO DR [JCCH 2 aliF 4 o =22 VAT LA |
538 IAventailﬁajl:lj'?“f)l/ l
BIBR 2~ F | l

RENEDo L, REFEIZEVIVYILFET,

17126



TS54R—k CAGléas KT A FR—/8—
Sonicwall Aventail TD Y 5 4 7 > FEEBREREIERE

5. iPad 5 D EGEE

5. BEK7O274ILDA X =)L

iPad® 7 5 4 (Safari) TGléasDUAY A M7V 2ALET,
AJA VEENRRENSGDT, 21—FIDENRRT—FEZADLATA 2V LET,

O IV F1—¥nJ4> [UA]

G‘\ » 1—HID, X2 T—KEAAL

TATAVULTLEZ W,

y SULP2
»2—vo ([
»rzo— (N e S
- =

D21—YID - RRT—REENES...

RTA2VFHE. TRA—HFERR-—UHARTENLDOT, BRIOT7MLDF
VoR—RESYTL. Forn—FERBLET.
XA UR—bOv I EBEHCLTNRBEE. COBRRNSDIY bHBIBShETS

754~R—KCAGléas | 1—H 01 SADR—Y

7sa~-ren G1€3S &

[—H 01 SADNR—Y] oosror
a—iRR

@ A—% 01 SAhDOR—-Y

& 115

= BIRER : 2011/07/19 13:48

=¥ 21— £:01
» 1—ID : user01
A=)

X EIAEEE
» STHHERR

WBRTIOT77ALOY I O—R

a1 JCCH-SSS demo CA #10969 2017/07/05

BEMICTO 77/ LEEICEBRTHDT, [1 VA M-ILEZ Y TLET,
BHE.[FHZEIYTTEE A VAL INSAHERBRER D ENARETT
DT, BEICISCHEBL TS,
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Frrell

S

’f/Z l'“_)l/ I:F"ss UT@JZDEEEM

70774l

7Z54~—KCA Gleas
JCCH - &

2T+ -V a—3ay -  YATLX

O RIBEH

Aventail7 A NBZ7B 7 7 AL

GlobalSign PersonalSign 2 CA
- G2
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Close Enter Credentials

Log in to establish a secure connection to your network
resources.

Username:

Password:

Cancel Login

12:17

Connection

SONICWALL

Connection JS3Test
VPN [ )
Status Connected
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Login Error

Cannot authenticate. There are no
matching client certificates present
on your device. Please retry and
select a different realm or contact
your system adminisrator.

OK
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Login Error

Access Denied. Invalid Client Identity
Certificate.

OK
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Log in here to establish a secure connection to your
network resources.
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A Login Error

Access Denied. Invalid Client Identity Certificate.
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