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1. TCHIC

11. REIZDOUT

KETIH, BHEGF [ TS5AR—CAGIéas] THRITLEYSA 7Y MIBEES
AWT. A0y kD=9 ZAB%RAEHBOT7TTYSr— 3 VEEaIY FA—3F
[Thunder ADC] TWebBRADICEITEI 472 FMIRERAZHLSER
BEBETL-OOBREFNELHLET,

AEICERBORNRE., BHOBRIBRRICE T5EZHELEZIOTHY. H5
WRHRRTOHEZRAET DI LDTEHY FEA. BHERZAWEVRATLRE
EO—PlELTITERAVETETLS>BELLV-LET,

BUHTEIHABRADY 472 FMIAEOREHLITo-TEY EFT, RAFTRER
BEIF. RREOBSEVELEEETERBEICTERI LS,

1.2. REIZBITIRIE

AKEIZBITAFIRE. UTORETCEHEERZITOTLET,

» O— k/\NZ 23— : A10 Thunder ADC (AX vThunder 4.0.1 build214)
L%, TThunderADC| &EEHLEY

> JS3 FT3 A4 R—FKCAGléas (/N—2321.12)
XLk, [Gléas) LEHLET

> Webt—/\: Ubuntu 14.04.2 LTS / Apache/2.4.7

» 25472 bk : Windows 8.1 Pro / Internet Explorer 11
XL, TPCl LEHBLET

UTIZOWTIE. AETHERAZIEBLET,

® Thunder ADCOtw b7 v J, B— KNSV REE

® GlasTDI—HEHRPLYI A7 FMIAZRITEDREKREE

& WebH—n\Dty b7y TOERE. V5347 FPCOBERELRE
INSIZDONTIK, FEBOI_aTILETSBNVELH, FEREFMYIE-
TWARFEEIZEBULEHLE L FZELY,
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Thnuder ADC OEEE®EICAS (4 L, BELEO A =1—& Y[ADC] > [SSL
Management] &% ') w4 L SSL Certificates DEIEZF KT, [Import]#5 ') v
JLET,
Import DEIE &L Y LLTFDREYIZL T, [Import]ZZ Jws LET,

[File Name] : COY—/\GREODEEDEZHEAN

® [Import] : [Certificate] & 1R
® [Import Certificate from] : [Local] Z#iR
® [SSL or CA Certificate] : [SSL Certificate] & # R
® [Certificate Format] : [PFX]% &R
® [PFX Password] : Y—/\FIAE T 7ML E GléashbF o rA—
FgdHEEFITRELIZ/ANART—FEARD
® [Certificate Source] : Gléas K YHFHA—RKLIET7M4ILEERE
q ,./"7 Dashboard v ADC v GSLB~ WAF~ AAM~ CGN~ Network v System v Integration~ Partition: sharedv @ v @ B) & &
SSL Certificates Cert Revocation Lis Expiration Ema AXvThunder 4.0.1 build 214
ADC >> SSL Management >> SSL Certificates >> Import oHe\p
SSL Certificates
File Name * servercert-gleas
Import * @© certificate O Key O certificate and Key
Import Certificate from * @ Local ORemote O Text
SSL or CA Certificate * @ ssL certificate O CA Certificate
CSR Generate O
Certificate Format PFX M
PFX Password ecoe
Certificate Source * Ci\Temp\servercert.gleas Z£3...
EBOEL

AVR=—FRRTIDE, UTDEIIZRTESNFET,
ELLAvR—bENTVENHERLET,

WAF v AAM v CGN v Network v System v Integrationv Partition: shared v @ v @ - ®

m

SSL Certificates Cert Revocation List Expiration AXvThunder 4.0.1 build 214

ADC >> SSL Management >> SSL Certificates © Help

Certificate Name v Search Search Reset  Refresh 1 Delete =+ Create m m

SSL Certificat . e
O N:mlelca € Type Common Name Organization Expiration Issuer

Jul 6 14:20:45 2018 /CN=JCCH-SSS demo CA/DC=COM/DC=JCCH-
GMT SSS

First Previous - Next Last Page 1 of1 ﬂ Total 1 item, Items per page: 25

[ servercert-gleas certificate/key servercert.gleas.example
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2.2. L— FREBAED A ViR— b+

AFEREIIZ, Gléas D& Y I)L— FEEAZE (PEM 74—< v k) 40— FKLE
ERR
XTITAIbDIL— FEAZFLUTURL K YA O0— KRA[RETT .

http://hostname/crl/ia1.pem

21 &L R L < SSL Certificates DEE #RAS . [Import]Z 2 Vv o LET,
Import DEIE & Y LLTDEYIZLT, [Import]Z2 Uy o LET,

[File Name] : COIL— FMERAEDEEDEZHEAS
® [Import] : [Certificate] % & iR
® [Import Certificate from] : [Local] & ER
® [SSL or CA Certificate] : [CA Certificate] & # R
® [Certificate Format] : [PEM] % &R
® [Certificate Source] : Gléas K YHFHAO—RKLET77MILEEE

A@ Dashboard v ADC v GSLB v WAF~v AAM~v CGN v Network v System v Integration~ Partition: sharedv Q v @ ) & @

SSL Certificates AXvThunder 4.0.1 build 214

ADC >> SSL Management >> SSL Certificates >> Import eHe\p

SSL Certificates

File Name * gleas

Import * @ certificate O Key O certificate and Key

Import Certificate from * @Local ORemote O Text

SSL or CA Certificate * O ssL certificate @ CA Certificate

CSR Generate ]

Certificate Format PEM ﬂ
Certificate Source * C:\Templiat.cer i

BOHEL

AVR=—FRRTIEE UTDEIIZRTESNFT,
ELLAvR—bENTVSEIHERLET,
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A@ Dashboard v ADC v GSLB v WAF v AAM v CGN v Network v System v Integrationv Partiion: sharedv Q v @ [ & @&

SSL Certificates Cert Revocation List Expiration Email AXvThunder 4.0.1 build 214
ADC >> SSL Management >> SSL Certificates © Help
Certificate Name v Search Search Reset  Refresh 1 Delete =+ Create m m
SSL Certificats . L
O N:mlelca € Type Common Name Organization Expiration Issuer
§ Jul 6 14:20:45 2018 /CN=JCCH-SSS demo CA/DC=COM/DC=JCCH-
[ servercert-gleas certificate/key servercert.gleas.example
GMT SSS
CA- Jan 6 15:46:45 2030 /CN=JCCH-SSS demo CA/DC=COM/DC=JCCH-
O gleas e JCCH-SSS demo CA e -

First Previous - Next Last Page 1 of1 a Total 2 items, Items per page: 25

23. %)Xk (CRL) A1 vR—F

AFEHTIZ. Gléas &Y CRL (PEM Z7#+#—< v k) #8Ho0—FLZET,
XTITHILFDCRLIZUTURL KYAHO—KREEETY,

http://hostname/crl/crl_ia1.pem

22 IHER L < SSL Management OEHE #&R xSt L& A =2 — & Y [Cert
Revocation List]&# % 1) v o L. [Import]Z 42 1) v o LET,
Import DEIE &L YLLTFDOREYIZL T, [Import]ZZ Jws LET,

® [Local or Remote] : [Local] % #ER
® [Name] : EEDOHEANZEAN
® [Source] : Gléas K YHFHAO—KLET77M4ILEERE

A@ Dashboard v ADC v GSLB v WAF v AAM~ CGN v Network v System v Integrationv Partition: shared v @ v @ & @

SSL Certificates Cert Revocation List Expiration Email AXvThunder 4.0.1 build 214

ADC >> SSL Management >> Cert Revocation List >> Import O Help
Cert Revocation List

Local or Remote * ®Local O Remote

Name * gleas_crl

Source * C:ATemplerl_ia.cer S8,

BO#EL

AVR=—FRRTIEE UTDEIIZRTESNFT,
ELLAR— SN TLEIHERLET,
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Dashboard v ADC v GSLB v WAF~ AAM~ CGN v Network v System v Integrationv Partition: shared v @ v @ &

Cert Revocation List AXvThunder 4.0.1 build 214
ADC >> SSL Management >> Cert Revocation List © Help
FileName v | Search Search | Reset Refresh | 1 Delete SExport
O Cert Revocation Issuer
O gleas_crl /CN=JCCH-SSS demo CA/DC=COM/DC=JCCH-SSS

First Previous - Next Last Page 1 of1 ﬂ Total 1 item, Items per page: 25

CRL [& Thunder ADC flITEBIMIICE#H SN EHIFT TEHGE LD T, Gléas T CRL A
BHiehfz64 v R—bRUTUVITL— bADOERBHEBESZLSLENHY
F9.

MCRLOBHHMEBETLES &, ARERLE TN TELT ZOTERNBETT

F 1= Thunder ADC M {E#:Tlk. OCSP (Online Certificate Status Protocol) &4 7~
—hrLTHEYET (BEHRKRED

24.SSLTUFTL—FDERE

[ADC] > [Templates] > [SSL]Z#4Y U w4 L SSL T~ 7L — FDOE@EIZHEH . [Create]
>[ClientSSL]Z2 U v LFET,

UTOBRYBRELET,
® [Name] : EEDHEANEZEAN
® [CA Certs] > Name : 22ITA viR— b Lfz/L— MEEBAE R 2ER

® [CACerts] > Client OCSP :  [Disable]%#iR
ZD#%. [Add]ZY ) vy

® [Server Certificate] : 21ETA viR— b LIz Y —/\GEBAE R ZER
® [Server Private Key] : 21BTA UiR— b LfzY—/\FIBAE R E:#IR
® [Client Certificate] : [Require] % #1R

® [Close Notify] : Fvy

® [Cert-Revocation List] : 23IETA viR— k L1 CRL & % &R
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Create Client SSL Template

General Fields

Name * clientcert_auth

Auth Username [] common-name

O subject-alt-name-email

O subject-alt-name-othername

CA Certs Enable

- Client OCSP
Name Client OCSP .
Service Group
gleas Disable ‘
Chain Certificate
Server Certificate servercert-gleas
Server Private Key servercert-gleas
Server Private Key
Password Phrase
Server Name List servercert-gleas servercert—gleas
Name Cert Private Key
Cipher Selection @ Individual Ciphers @] Cipher Template
Cipher without Priority List SSL3_RSA_DES_192_CBC3_SHA

Cipher without Priority

Client Certificate Require
Close Notify
Cert-Revocation List gleas_crl

Forward Proxy CA Cert

Forward Proxy CA Private
Key

Forward Proxy CA Private
Key Pass Phrase

Forward Proxy Enable O
Session Cache Size

Session Cache Timeout
(seconds)

Session Ticket Lifetime
(seconds)

SSL False Start O

Reject Client Requests for O
SSLv3

Service Group Bypass
SSLv2

EC Name X9_62_prime256v1 O
EC Name secp384r1 O

Forward Proxy Bypass
Forward Proxy Bypass Client Auth
OCSP

LDAP

10/15

Client OCSP
Server

JARI—R

Add

@ x

Add

Add

Cancel n



T4 ~_R—h CA Gléas KT AbR—/3—
Thunder ADCIZ #1754 54 7 > FEEBABRI DR EFIE

RE®R. OKIZZ v LFET, UTDESIZRTINFET,

A‘E Dashboard v ADC v GSLB v WAF v AAM~v CGN v Network v System v Integrationv Partition: sharedv @ v @ ) & @
:

SLB Application Persistence L4 Protocols L7 Protocols SSL Genera AXvThunder 4.0.1 build 214
ADC >> Templates >> SSL © Help
Name v < Refresh 10 Delete + Create
Search Search Reset
O Name Type Total Configured ltems Actions
[ clientcert_auth Client SSL 0 Edit

First Previous - Next Last Page 1 of1 a Total 1 item, Items per page: 25

25 N—F v I)ILH—ERXRADTFTL— bDEH

[ADC] > [SLB] > [Virtual Servicel# 2 Vv L. ¥ 54 7> FIAZRAERAT S
N—F v LY —/\OKR— FDEdiI)ZI ) v I LET,

Update Virtual Service EIE® Template Z BRI L. UTZ%ELET.

® [Template Client SSL] : 24IBTHRELETYTL— B EER

Templates e
Template Virtual Port ﬂ Add+
Template Policy ll Add+
Template Scaleout ﬂ
Template Connection Reuse ﬂ Add+
Template Client SSL clientcert_auth ﬂ Add+
Template Cache i] Add+
Template TCP Proxy Client i] Add+
Template HTTP ﬂ Add+
Template WAF ﬂ
Template TCP Proxy Server ﬂ Add+
Template External Service ﬂ Add+
Template HTTP Policy ﬂ
Template Server Ss| ﬂ Add+
Template TCP Proxy ﬂ Add+
Persist Type O pestination P O source P O cookie
moHL | | \

J/E®R. [Update] 22 v I LET,

BET. Thunder ADC DREFETTF. BECHLT. Badssy vy LTH
TERELET,
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3. Gléas DEEEHRE (PC)

GléasDUA (HAR) K YRITEAFIIHAEZFPadlc4 VR—FTESLIRELE
ERR
XTRBREIL. CléasBEA L CHYTREERIH->TLIEEAHYET

3.1. UA (A—YHRAR) BF

GléasDRA (B#B) IO/ L. BEELEBEY[RERZY ) v o LIEZRER—
BElEEICEHL. REZTOUA (BRAR) 209 v I LET,

UA

P Gleas Generic UA Gleas T2+ )L FEBAR

[FABFHEEI A DOT, [BEAEREIIAPTUTOERELITLVET,

® [FIAZER F7ADAVER—KZEFzvY

® [FIBHEX F7OEFER|TA—Y R FTIEER

® JIAEDNA VR—FE—EDHICHIBT HEFEE. [1VR—FIREFAT
BllZFzvy

¥ SERERFTAD-A K=t SR TOESE  [2-FAk7 =

™ &voo—pk#srs] W A=+ DURERIRTS

RERTHR. (RTFIZVUYY I LEREERELET,
FEEHEDODAANEL>=b. [REIEIVVILET,

4. PC o DR

41. 2347 2 FEEAED A VR— k

Internet Explorer T Gléas ® UAH A M7 EALET,
QYA VEENARTEINDEZDT.A—FID ERXRT—FKEAALOTAVLET,
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O I>ra1—¥nOJ1> [UA]

AJAVTdE, A—FEAR—IUNRTEINFET,

GERAZD A viR—RREVED VY DT HE. V54T MERAEDA VR—
NIbhhET,

XYEOS A DORRIE. ActiveX I2 FA—LDA VR —ILERDLNDZDT. BEDIETRIC
WA VR P—ILETETLTLESEL,

I—iEHR

®) 12— 01 FADN—

& 115
-t Bi3EeF - 2011/07/19 13:48

» 2—41D : user01
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HIhEAR : SEREA R TR =

g1 JCCH-SSS demo CA © #0865 | 2017041 | EEEBOACAK—F |

A VR—FT VR ZAMLTVSHRIE. 4 VR— FETRISEFMICOY
ToLESELNFET, BAOTA U LTHEIAZED A VR— FRE VERTESAT .
BEOAVR—FETI ERFTEEEA,

IR
®) 2% 01 SADR—T
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4.2. Web Y—/\~DHEHt

Thunder ADCOD/N—F v JLH—/N[ZTWeb T SHYHFTEHELET,
9547V FMIBAZNIRTERDONDIDTIRTET 5 EWebR—UHARFTEINFE
ES

Windows t+1Y7¢ | x|

SEEBAE DR
[OK] ZHUyHU T, COIIBASEEEZELET . COMMBASHEL(RIES. [Fv
S BOWHL TS

user01
F{7&: JCCH-SSS demo CA

EREAM: 2014/04/21 H'5
2017/04/21

©
|

OK ool

SERAEZH > TLWRVNEEL, KMNEADAAENHEFI IS —KRRELBYFT,
UTREMENAEZRRTLEBEORTELGYFET,

ai ZD Web U+ btz U1 SIHECERIENSHDET.
//

COFEBDIAE RN L TNET,

TFIVUFAASOMBACL ST, FFRPO. BEVOIDE1—F-h5H—)(—(OXEENZER
EEHMBZBERNREREN TS EAENHNET,

ZONR—ZBEUT. 0 Web U1 FOBIBEZEITURWC EZHELET,

9 ccmIVUYOLTID Web R—S%B U3,

v FHBIER

5 RBLghHht
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