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�şŪjiďŎh�p5C>´��Å��ª¶Çm®j�lj�
�
�pi5C>ďŎ|4�9��B{éƸƲ¡�ÅoCYBTp`�_fyzfw�Öƌvlj�
ÍÔ|�¼É®ƾvlj�
CYBT�Y[PURe��BeB�RUX4�BBX�OAX�SX4MBOAX�OAX�B[aAO4�?MCT�TCC?0��T[BC=MY4�OAX�UM
�OAX�
wOA[=CMNvŉó�ĳđl�fwvi5C>{ŶðĶƆ�_fyzśŶ�l�fw�Öƌvl�
wƷƲű{5C>|iÍÔ�¼É®vàƊl�fwaÖƌvl�

CYBT�XUBC��BeB�RUX4�BBX�OAX�SX4MBOAX�OAX�

�
�pĲčàƊz|i>63Bo>USTCc4USTC�6UA4OC[Ae�3OO4BB�BA[C[O[Xp�A5DBoA=XU=4�
54ACURUOMC4�DCMCaB�BA[C[O[Xp�ƷƲl�Ƥƥ�x��lj�
�

(��� DD>¶Ç´��Å{Ġŕ�
�Ã��É­ņƫŀz��Ɗņ�ĳħl�¶Ç´��Å�Ġŕj�lj�
�
Ęţ¾¯Àm`� >[OMX�EAMRRUO�1�GUACaMX�D4Ab4AB�1�BA[RUX4B�1�DD>�1�5XU4=C�� wŐ
�iÑŉzx�K5A4MC4nLº§É��Äª�j�loÌy|ïť{¶Ç´��Å{
śŶƠď�_fyy�lpj�
�
ÍÔ{śŶƠď�_fyy�lj�
oƠďl�ØĿ{Ñţzx� 5aBC[Y ©�ª�ºª�£�©�ª�juƠďj�
lp�
�
s5[=RUSaAMCU[=t�
l 54ACURUOMC4� 4e�5TMU=l54ACURUOMC4 w  4e z (�( vśŶjp�m±ņƫŀ�ş

ŪjiK3PPLvŴÕ�
s5XU4=C�3aCT4=CUOMCU[=t�
l 5XU4=C�54ACURUOMC4l� C4]a4BC� �şŪ�
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l EAaBC4P�54ACURUOMC4�3aCT[AUCU4Bl(�) vśŶjpÅm­ņƫŀ�şŪ�
l 3Pb4ACUB4P�54ACURUOMC4�3aCT[AUCU4Bl(�) vśŶjpÅm­ņƫŀ�şŪ�
l 54ACURUOMC4�C4b[OMCU[=�>UBCo5C>pl(�
 vśŶjp 5C> �şŪ�
l 3XX[c�7d?UA4P�5C>lƕƳzÓk©�ª�oƞĴƩĂņp�
śŶĈzK8U=UBT4PLoÌy|iKF?PMC4Lp��Äª�jiƢťj�lj�

�

�

(�,� DD>¶Ç´��Å{ŹƲ�
(�� vĠŕjp¶Ç´��Å�Ŧň{±m©¿Å�m±zŹƲj�lj�
�
Ęţ¾¯Àm`� >[OMX�EAMRRUO�1�GUACaMX�D4Ab4AB�1�GUACaMX�D4Ab4A�>UBC� wŐ�i(�

vśŶjp±m©¿Å�m±o:EEBD {�{p��Äª�j�lj�
o{±m©¿Å�m±{ DD>�BA[RUX4� 5XU4=C�� (�
 vĠŕjp DD> ¶Ç´��Åz
ƠďjiKF?PMC4L��Äª�jƢťj�lj�
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�

(�-� 3OCUb4�6UA4OC[Aeo®¾�É�É­ÇmÃp{ſǁ�
Ęţ¾¯Àm`� 3OO4BB�B[XUOe�1�333�D4Ab4AB�1�3OCUb4�6UA4OC[Ae� wŐ�iÑŉ
{K5A4MC4nL��Äª�jiƊņ�_fyz®¾�É�É­ÇmÃ{Ōƣ�ſǁj
�lj�

�
�

(�.� ��¥£»Ä¡m{śŶ�
Ęţ¾¯Àm`� 3OO4BB�B[XUOe�1�3OO4BB�BA[RUX4B�1�3OO4BB�BA[RUX4B�>UBC� wŐ�i
(�
 vśŶjp 3OO4BB�BA[RUX4 �ơĺl�p�i3OO4BB�B[XUOe { 7PUC ��Äª�j
³¢À�Å»Ä¡m�¬�§oGB7p�Ýb�lj�
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�
GB7 v��¥£»Ä¡m�śŶj�ljÍÔ|ėÜ{śŶƾwy��lj�
wGB7 {ŢĠƤƥzsyu|iƧŀv|ńƹj�l�

�
�
5XU4=C�54AC��=B?4OCU[=� �Ã��É­ DD> ¶Ç´��ÅvśŶh�p�Ã��É­ņƫŀƊ

ņ{Ā×�©�ª�j�lo¬´�Å­{��pj�

GMAUMNX4�3BBUS=�

�

K
 đƭL�

�£§½ƠŒ B4BBU[=�X[S[=�XMBC�aB4A=MY4 zņƫŀ�µ¢��­

O= ŬoÁm  �6p�ŧƈl��zzśŶj�lj�

�

set subj [split [mcget {session.ssl.cert.subject}] ","]; 

foreach cn $subj { if { [ string first -nocase "CN=" $cn ] >= 0 } { return 

[ lindex [ split $cn "=" ] 1 ] } }�

� � K( đƭL�

ƠŒ B4BBU[=�X[S[=�XMBC�aB4A=MY4 �Ɵ{�£§½ƠŒz�ŧƈj

u_b�ljoB4BBU[=�X[S[=�XMBC�aB4A=MY4 |Ám z��Ç��É

ŢĠĭzŮçh�uj�zp�p�

�
>[S[=�BMS4� Ee?4 � K=[=4L z Ơ ď l � f w v i Ç � � É �6 z Ơ Œ

B4BBU[=�X[S[=�XMBC�aB4A=MY4 zŧƈh�pƝīƿ�įƄŸzŹƲl

�fwavb�ljoÁm {ÚƬz|ƖĮh��n�p�
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�

� x�y|iC4MP�A=Xe �KJ4BLzśŶl�fwvi�Æm��­jp

oƠďƘÖƌypÁm  �6 �ƖĮhn�fw�Öƌvlj�

�

36�3aCT� Ç��É¸m¢vƈƼh�p²£Èm®{Ɗņ�_fyz®¾�É

�É­ÇmÃwjuiKD4Ab4ALz (�- vśŶjp 3OCUb4�6UA4OC[Ae �

śŶj�lj�

h�zi4AM=OT�CaX4 zÁm  �6 wiņƫŀ�µ¢��­ 5@ �Ɣ

ál�ōā�Õ^�lj�

�
expr { [mcget {session.ad.last.authresult}] == 1 } && { [mcget 

{session.logon.last.username} ] == [mcget {session.logon.last.subjectcn} ]  } 

C4B[aAO4�3BBUS=� śŶĜ�{°ª­Èm���¥£Ä¦m£�śŶj�lj�

�
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śŶæƻĈiK3??Xe�3OO4BB�B[XUOeL��Äª�ju±m©¿Å�m±zŹƲj�lj�
�
Íŉv4�9��B{śŶ|Ĺƻvlj�
�
�

)� 9XhMB {éƸĵśŶoB5p�
9XhMB{F3oŏĖüp��ƐđĜ�ņƫŀ�B5z�É»m­vb��zśŶj�lj�
wÔóśŶ|i9XhMB{ƋƗĭzƞĴvśŶ�_fyruy�ŊĔax��l�

�

9XhMB{C3oſǁüpzÇ��ÉjiÚƬŉƚ��KƊņüL��Äª�jKƊņüÐ
ƶLÚƬzÏƄjiśŶ�đzF3��Äª�j�lj�

�
�
KŏĖüŇĝLÚƬaÝc{viKîƧśŶLƚƜvÍÔ{śŶ�đy�lj�
l Kņƫŀ£­�~{�É»m­L�©�ª��
l Kņƫŀ£­�{şŪLvKÁm £­�L�şŪ�
l ņƫŀ{�É»m­�ÐƁ{�zŔćl�ŊĔ|iK�É»m­ÈÉ£�ƷƲl

�Lz©�ª��

�
� �

śŶĹƻĈiKƢťL��Äª�jśŶ�Ƣťj�lj�
�
�


� B5 `�{ŚŤŢĠ�


�
� �Ã��É­ņƫŀ{�É»m­�
�=C4A=4C�7d?X[A4A v 9XhMB { F3 z��¥£j�lj�
Ç��ÉÚƬaƖĮh��{viÁm  �6 w²£Èm®�ƈƼjÇ��Éj�lj�
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Ç��Él�wiÁm ŞƲ¸m¢aƖĮh��lj�
Kņƫŀ{�É»m­Lº§É��Äª�l�wi�Ã��É­ņƫŀaņƫŀ£­
�z�É»m­h��lj�
wľÜÇ��É{ğ|i3OCUb4I �É­ÇmÅ{�É£­mÅ�õ����{viÚƬ{ĦĮzĻ

y�É£­mÅ�æƻjuc›hyj�

�

�

q�É»m­ÈÉ£r�ưčzjuy�ŊĔ|i�É»m­æƻĈzúŔŸzÇ�
��­hn���ljĚÇ��Éju�Kņƫŀ{�É»m­Lº§É|ƖĮh�mi
ĚƁ{�É»m­�đzfw|vb�n�j�
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�(� �Ã��É­`�{GB@ŚŤoB5p�
3B"{±m©¿Å�m±zH4NµÃ� vŚŤj�lj�
�Ã��É­ņƫŀ{ŷĮ�õ����{vŷĮ�l�wH4N¸m¢aƖĮh��
lj�

�
�
ņƫŀƊņa_fy���wÇ��ÉÚƬzŠÏj�lai²£Èm®ƈƼƵ{�
aƖĮh��lj�
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²£Èm®ƊņzŕČl�wGB@ŚŤa_fy���lj�

�
�

ņƫŀ�ĬruyyyŊĔ�iĲčh�pņƫŀ�ŷĮjpŊĔ|ŚŤĲƍ{ƖĮ
zy��lj�

�

�
�

�� 9XhMB {éƸĵśŶoUBMPp�
9XhMB viƐđĜ�{�Ã��É­ņƫŀ�ì� 7PS4�5XU4=C śŶoĐŕ¶Ç´��
Åp� UBMP z�É»m­l�p�{śŶ�Ƨŀv|óĞj�lj�
�� ÔóśŶ|i9XhMB ƋƗĭƃzƞĴvśŶ�ïzđruy�ŊĔax��l�

�� 7PS4�5XU4=C Ʋ{Đŕ¶Ç´��ÅĠŕñƌ|�¶¡ÂÉwy��ljŇĝ|ƞĴÒû�v_
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ƯyĔ�nc›hyj�

�

��
� F3oÁm ŏĖüpśŶ�
9XhMB{C3oſǁüpzÇ��ÉjiÚƬŉƚ��KƊņüL��Äª�jKƊņüÐ
ƶLÚƬzÏƄjiśŶ�đzF3oŏĖüp��Äª�j�lj�
KŏĖüŇĝLÚƬaÝc{viKîƧśŶLƚƜvÍÔ{śŶ�đy�lj�
l K¨�ÉÇm®�÷ÖL�©�ª��
l K¨�ÉÇm®Öƌĭê Ɯ�L{śŶkK�É»m­ÈÉ£�ƷƲl�Lz©�ª��

f{śŶ�đzwi9XhMB{F3`��É»m­`�ĦŶjpĭêoƜp�ýÙj
pĈ|iĐŕ¶Ç´��Å{¨�ÉÇm®aƘÖƌzy��lo�É»m­Çª
�ñƌpjf�z��ƛŒŨ{¬±�£~{Đŕ¶Ç´��Å{�É£­mÅ�
Ŕćl�fwavb�lj�

�
śŶĹƻĈiKƢťL��Äª�jśŶ�Ƣťj�lj�

�
KƊņ¬±�£ŌƣL{KUBT[=4�UBMP{śŶL�v£�ÇmÅjiKUBT[=4�UBMPƲF3
�ƷƲl�L�©�ª�j�lj�

�
�
Đŕ¶Ç´��ÅŗŕzƕƳwy�Ōƣ�ƈƼl�ÚƬaźÝh��{viÍÔś
Ŷ�đy�lj�
�
ÚƬÆ���­�
l KUBT[=4ƲÆ���­�ƷƲl�L�©�ª��
l KÇ��É²£Èm®vņƫŀ�ƢĊL�©�ª��

�
�

UBT[=4Đŕ¶Ç´��ÅîƧśŶ�
l KƪšLiKıƟĥLzƉÎ{Ɲī�ƈƼoƕőĒƭp�
l KġŁ²£Èm®L�śŶl�wiUBT[=4Ám aśŶ¶Ç´��Å�ġŁl�
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ğzéƸĵaŶ�p²£Èm®aƕƳwy��loUBT[=4Ám {ĉŢĠƃz
��Đŕ¶Ç´��Å{ġŁ�ƦĨvb�lp�

�

�
8��DD>�GB@{śŶ�
l KDD>�GB@ŚŤƪLzƉÎ{ƪš�ƈƼo7PS4�5XU4=Cŉv|64BOAU?CU[=zŦÓp�
l K8��DD>�GB@� ¹£­ƪLz4�9��B{¹£­ƪ�ƈƼo7PS4�5XU4=Cŉv|D4Ab4A

zŦÓp�
l K�É¬¼É®ŚŤŝLz�É¬¼É®ŚŤzƷƲl�®¾�Éƪ�ƈƼo7PS4�

5XU4=Cŉv|®¾�ÉÄ£­{KƕƳzÓkuŚŤLzŦÓp�
l KŚŤśŶzÁm �6�²£Èm®{Ōƣ�ƈ��Lz©�ª��

�
�
ßĒƭ{ƈƼaĹ�rp�i� KƢťL��Äª�j�lj�
�
Íŉv9XhMB{śŶ|Ĺƻvlj�
�
�

,� �Ã��É­`�{ GB@ ŚŤoUBMPp�

,�
� 7PS4�5XU4=C{�É£­mÅ�
UBT[=4v7PS4�5XU4=C�ƷƲl�ŊĔ|i�Ã��É­¦´­���{¨�ÉÇm®
aƕƳvlj3??�DC[A4� ��Īšz�É£­mÅ�đruc›hyj�
Ƨŀv|7PS4�5XU4=C{�É£­mÅƤƥzsyu|âÊj�lj�
�
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,�(� 9XhMB{F3`�Ǝƙ�
UBT[=4{µÃ� oDMRMAUpv9XhMB{F3��­z��¥£j�lj�
Ç��ÉÚƬaƖĮh��{viÁm �6w²£Èm®�ƈƼjÇ��Éj�lj�

�
� �

Ç��Él�wio{Ám ŞƲ¸m¢aƖĮh��{viK¨�ÉÇm®L�§ª
¶jiĐŕ¶Ç´��Å{¨�ÉÇm®�ÝĤj�lj�
w�É»m­Çª��ưčzjuy�ŊĔ|if{ĭż`���É­aÝĤh��l�

�
�

įƄŸz¶Ç´��ÅÚƬzŠÏl�{viK�É£­mÅL�§ª¶j�lj�
y_iKŇĝL�§ª¶l�wi�É£­mÅh��ņƫŀŌƣ�ă�fwaÖƌv
l{viƕƳzÓkàƊjuc›hyj�
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�

ÍÔ{�zyÅm­ņƫŀ{�É£­mÅàƊÚƬaĆ��l{viK�É£­m
ÅL��Äª�juŤđjuc›hyj�
wffv�É£­mÅh��Åm­ņƫŀ|iŵŋ{�m£v|9XhMB{Åm­Ɗņüņƫŀz

y��lj�

�
�

�É£­mÅæƻÚƬzy��l{viKæƻL�§ª¶juc›hyj�

�
�
ą{F3ÚƬzƮ��l{viKÇ���­L�§ª¶juF3`�Ç���­j�
lj�
�
ÍŉviUBT[=4v{Đŕ¶Ç´��Å{�É£­mÅ|Ĺƻvlj�
y_i�É»m­Çª��ưčzjuy�ŊĔiK¨�ÉÇm®L�§ª¶jpĭż
��éƸĵ{ĦŶjpĭê�ýÙjpĈzF3zĚÇ��Él�wiÍÔ{ŵ�
q¨�ÉÇm®Ĝ�rwyzƖózƠ��iÍĈ{¨�ÉÇm®|ÐřƘÖwy�
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�lj�

�
�

,�)� AE3�ÉÇmÅ¾É­�ƷƲjpņƫŀƐđzsyu�
9XhMBv|iUAD¬±�£zŦl�Ab4A�ET4�3UAoAE3p�ÉÇmÅ¾É­�ƷƲj
pņƫŀ{ƐđkĐŕ¶Ç´��Å{Ǝƙ�Öƌvlj�
AE3�ƷƲl�wĪšzĦŶjpūƨıƟƓē�Ĭsūƨ›ezņƫŀ{Ɛđ�ć
Ŷl�fw�Öƌzy��lj�

�
�
Ňĝ|ěĹĒ{_ƯyĔ�nŝ�v_ƯyĔ�nc›hyj�
�

,�
� 7PS4�5XU4=C`�ŚŤ�
�É£­mÅaæƻl�wi3B"~{ŚŤzƷƲl��Ã��É­ņƫŀ�Ám
 �6iGB@ŚŤŝaśŶh�uy�lj�
7PS4�5XU4=C�ôƄjKŚŤLº§É�§ª¶l�wi�Ã��É­ņƫŀ�ƷƲjp
Ɗņ�đyGB@{ŚŤa_fy���lj� �

� �
ÍÔ|7PS4�5XU4=C`�ŚŤjpÚƬvlj�
ŚŤl�wiUBT[=4{ŵŭ�Ä�z� � GB@� � ���ÉaƖĮh��lj�
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�
ņƫŀ�ĬruyyyŊĔiĲčh�pņƫŀ�ŷĮjpŊĔowpiÇ��Éĭ
zÁm ƪ�ƠďjpŊĔ|ŚŤĲƍ{ƖĮzy��lj�
wĲčŌƣ�ì�5C>a4�9��BzŽƑh�uy�ƕƳax��l�
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�
�
�

-� 9XhMB {éƸĵśŶo3=PA[UPp�
9XhMB viƐđĜ�{�Ã��É­ņƫŀ�ì� 7PS4�5XU4=C śŶ� 3=PA[UP z�
É»m­l�p�{śŶ�Ƨŀv|óĞj�lj�
�� ÔóśŶ|i9XhMB ƋƗĭƃzƞĴvśŶ�ïzđruy�ŊĔax��l�

�

-�
� F3oÁm ŏĖüpśŶ�
9XhMB{C3oſǁüpzÇ��ÉjiÚƬŉƚ��KƊņüL��Äª�jKƊņüÐ
ƶLÚƬzÏƄjiśŶ�đzF3oŏĖüp��Äª�j�lj�
KŏĖüŇĝLÚƬaÝc{viKîƧśŶLƚƜvÍÔ{śŶ�đy�lj�
l K¨�ÉÇm®�÷ÖL�©�ª��
l K¨�ÉÇm®Öƌĭê Ɯ�L{śŶkK�É»m­ÈÉ£�ƷƲl�Lz©�ª��

f{śŶ�đzwi9XhMB{F3`��É»m­`�ĦŶjpĭêoƜp�ýÙj
pĈ|i�Ã��É­ņƫŀ{¨�ÉÇm®aƘÖƌzy��lo�É»m­Ç
ª�ñƌpjf�z��ƛŒŨ{3=PA[UP~{�Ã��É­ņƫŀ{�É£­m
Å�Ŕćl�fwavb�lj�

�
śŶĹƻĈiKƢťL��Äª�jśŶ�Ƣťj�lj�

�
KƊņ¬±�£ŌƣL{K3=PA[UP� �� HU=P[cB� BT[=4� {śŶL�v£�ÇmÅji
K3=PA[UP�HU=P[cB�BT[=4ƲF3�ƷƲl�L�©�ª�j�lj�

�
�
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3=PA[UP`�{ŚŤzƕƳwy�Ōƣ�ƈƼl�ÚƬaźÝh��{viÍÔśŶ�
đy�lj�
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