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1. U &I

1.1. &AFIZDOWT

RETIF, BHESH 74— CAGléas TREITLI-V 74T~ MEBAEAF]
BLT, F5xy b7 =27 2KAESH D BIG-IP Access Policy Manager (APM)
VPN Z A7 vV 7 b7 27 THs BIG-IP Edge Client #F]JHLTD k>~
FU v TERESIBORREZHEBRI Z-ODREFZLHL £,

AEZIZZHORNBIZ, BHOBRITBEICBT2EEZHEILE-bDOTHY ., Hb
WARBRIEBETCOEFARIET DL OTIEHY FHA, BHERERAW -V X T LE
TR & LTTFRW LA ITETLOEBEBONWLCL T,

BHTEARADI 747~ FIRAZEDREDLIT-oTHEY £7T, RAFTHER
Hald, RREOBHVEHOERE TEREICTERKR LS L,

1.2. XFICHITHIRE

AEE, UTORBETRILEZS I B >TEY X,

» BIG-IP Access Policy Manager (BIG-IP 12.0.0 Build 0.0.606)
&, [APM] @& L £9

> JS3 774 ~_—FCAGléas (/¥— 3 ,1.12.96)
K&, [Gléas] c@REHL XY

» Windows Server 2012 R2 Standard
B, [FxXAvarybn—=7] ERBHLET

» Windows10 Pro / BIG-IP Ede Client Components (71.2015.0804.0314)
L. [Windows| & S&EH L £9

> iPad #3114 (i0OS 9.0.1) / BIG-IP Edge Client (/N—< 3 > 2.0.5
7060.2015.0508.1)
g, [iPad] ¢REHLET

> Nexus7 2012 (Android 5.1) / BIG-IP Edge Client (/N—<< 3 >2.0.7
7000.2015.0403.1247)
Bl#g. [Android] & @ZHEHLET

UFIZ2WTik, RETIERBEZREZL £7,
® APMOERXRRETE (v hT7—VHBEREARNALVPNET)
Fo5xy b7 —2 X Tld. U TFTURLTAPMDIEEAA FEZRABELTWET,
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http://www.f5networks.co.jp/depot/
[BIG-IP APM v b7 =0T 0 12R NATAEY T v 7THA R ORiRE
& AP R
® GléasTDIA—YEIFPLT 747~ MEAERTR & OEKIRE
& REBY—N-IF7A4AT7 VM HERICETZ2FRY T —0RELE
INBHIZDOVWTI, FRFOYZaTIILEZSBW 12 Hh, FEERBEEY K->
TWBIRFEEICEMULEhE LT W,

1.3. KEIZH T DK

AETIE, UTOBRTRIEZIT> TWET,

Gleas

BIG-IP APM

Active Directory
Fx4>vavribn—3

and=0ID

1. GléasTlx. APMIZH —/\EERBE %, PC-iPad - AndroidiZZ 7 4 7> MEERR
EEFHITT D,

2. HBimKlEGléasL VEIAEZ A v R— FT %,
iPad*>Android(CBE L TlE., VPNOERRE B RIFFICA R — 9 5,

3. BIEKRIZAPMICVPNT 72X L APMIZZ 54 7> bEERAERLEA B T4 D,
SFRAZ VA% [CActive Directory TO 2 —HID - /XX 7 — RERE A2 H T 75 D A,
1—YIDIEZ 747> bEEBBEDY 72 2 7 FCNA LT 5,

(A—VIDOFMAB IR B NELSICT D)

1.4. EEBRZE AT T5HEEEE

Gléas TBFIIAEZRITTI2RICUTORICERET 20EN’HY £,
& KREDWEMTIE, GléasThU v & (=0 747> MEAZEDOY 7V <
2 FCN) &, Active Directory® 2 —+44% (sAMAccountName) & —E&
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HERLELNHY FT,
(GléasTlE. Active Directory & ) 7Hho v bEHREA VR—bEE8ZZ &
HLATRETY)
& KE220HETY—/NIEAEZHRITTSHEE. BrIICH—A"TAT b
ZIER L THELSREIDHY £9,

2. BIG-IP D E

2.1. b x U v IVPNOETE
EAETIEY 4+ Y — FAEAL T Virtual Server ¥ Network Access v b7 v 7

LEXxY,
(TTITER L TONIE AREIEEET 20FIEHY FEA22 ICEATLIZE W)

BEEBEEmICAS A > L, EflXZ1—7H% Wizards > Device Wizards & A, 7 1
Y—RD—8BA2FKRL XTI, Network Access Setup Wizard for Remote Access %
FALT, BEBICAEHY T Network Access vy b7y 7 LET,
UTFIERERE Y £9,

Wizards » Device Wizards » Network Access Setup

Basic Properties

The Policy Name specifies the name of the access policy to be created, and is used as the naming prefix for other objects tied to the
access policy (e.9. my_ap, my_ap_vs, my_ap_aaa_svr, my_ap_webtop, etc.). This name must be unique, and not already in use on
the system.

The Default Language specifies the language to be displayed to end users by default. Choices are English (en), Japanese (jp),
Simplified Chinese (zh-cn), and Traditional Chinese (zh-tw).

The Client Side Checks checkbox allows you to add a simple antivirus client-side check to the access policy, to ensure end users
connecting have antivirus software enabled. You can later configure this antivirus check for specific antivirus vendor products,
versions, and virus definition dates.

Policy Name | JsaTest

Default Language ja v

Full Webtop [JEnabled

Caption | Js3Test

Client Side Checks r Enable Antivirus Check in Access Policy
Cancel || Next
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Wizards » Device Wizards » Network Access Setup

Select Authentication

Please select the type of authentication you would like to configure for your access policy. When end users| access the virtual server
they will be shown a logon page to enter credentials. These credentials are checked against a preconfigured external authentication
Server.

If you would like to test a basic access policy without authentication, you are not authenticating users at all, or you will configure
authentication later, you can select No Authentication. To add authentication later, create a new AAA server, then edit your access policy
and add an authentication action.

Authentication Options @® Create New O Use Existing

ORADIUS

OLpap

O Active Directory
O securlD

Select Authentication OHTTP

Oocsp Responder
O cRLDP
OTAcACS+

@® No Authentication

i Cancel Previous Next

¥ Z Z Tl No Authentication Z &R L T E 3 4% Active Directory I & 2 REARTEIERIES Z
TWEYT

rds » Device Wizards » Network Access Setup

Configure Lease Pool

Lease pools are collections of IP addresses that the system assigns to users who make network access connections (client PPP
addresses). Alease pool IP address is assigned to each client when the network access connection is established.

Create a lease pool that contains enough IP addresses to support your total number of expected concurrent connections. You must
also ensure thatthere is no overlap between the IP addresses you define, and other networks within your organization.

By defaultthese IP addresses are treated as a SNAT auto map pool and translated to the configured Self IP address when traffic is
sent to your internal network. With this configuration, a return route to the lease pool from your internal network is not required. For
more information on configuring SNAT and routing options, see the Configuration Guide for BIG-IP® Access Policy Manager.

Supported IP Version IPV4 v

Type: O IP Address @ IP Address Range
Start IP Address | 10.10.20.1]

End IP Address I 10.10.20.254

Add]

10.10.20.1 - 10.10.20.254

IPV4 Member List

|Edit| | Delete

: Cancel || Previous Next
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Wizards » Device Wizards < A Setup

Configure Network Access

Configure the network access resource. For a basic network access connection, use the default values. For more information on
these configuration options, click the Help tab in the navigation pane.

The lease pool you defined previously is assigned to this network access resource.

Compression ‘ No Compression v |

Client Settings
Traffic Options OForce al! traffic through tunnel
®use splittunneling for traffic
IP Address | 10.10.10.0
Mask | 255.255.255.0
Add |
IPV4 LAN Address Space 10.10.10.0/255.255.255.0
Edit| | Delete
DNS|
Add|
DNS Address Space
Edit| | Delete
Allow Local Subnet [Enable
Client Side Security [ Prohibit routing table changes during Network Access connection
DTLS O

‘ Cancel ‘ Previous ] Next ‘

Wizards » Device Wizards » Network Ac Setup

Configure DNS Hosts for Network Access

Specify DNS name servers, WINS servers, and a DNS default domain suffix. These servers and settings are assigned to end user
client machines as part of the network access connection process, and are used by the client when performing name resolution for
internal network resources.

These settings may be different than the BIG-IP system settings configured under System : Configuration : Device : DNS. For more
information on these configuration options, click the Help tab on the navigation pane.

IPV4 Primary Name Server I 192.168.20.100
IPV4 Secondary Name Server I
Primary WINS Server |
Secondary WINS Server |
DNS Default Domain Suffix | jech-sss.local
Host Name|
IP Address |
|Add|
Static Hosts
Edit| | Delete |

Cancel Previous Next
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Wizards » Device Wizards » Network Access Setup

Virtual Server (HTTPS connection)

Specify an IP address to create a local traffic virtual server that is correctly configured for network access. Your end users connectto a
DNS name representing this destination address to start a network access connection.

Check the option Create Redirect Virtual Server (HTTP to HTTPS) to create a local traffic virtual server that automatically redirects
users who connect using http:// instead of https:// with their web browser.

For information on installing a valid SSL server certificate and using this destination address behind a firewall, please see the
Configuration Guide for BIG-IP® Access Policy Manager.

Virtual Server IP Address I 192.168.20.244

Redirect Server Create Redirect Virtual Server (HTTP to HTTPS)

Cancel Previous Next

2.2. Y —/\EERAE D E K

APM®D N —=F v LY —NIZBAT 52— NiEREZRITLE T,

XAFIETIE, GléasTHFNICY —N"THV Y bEERLTHE I ENFHRTT

XAFIETIE, APMTIEBRZEHRTY 7 T X kb (CSR) #FITLTWLWETA. Gléasflilcan i —
BLTHBIHIZLLAETT

EB A =2 —7h 5 System » File Management : SSL Certificate List &E#H, &
FicH B ([Create ] R&>%#o7 Uy o LET,

Name %> Common Name 72 & M EERRE 1B > Key Properties (S EFRIEA A S]
L. [Finished] R&>%2o Uy o L%T,

LUF 1L Key Properties (Z RSA 2048bit S8R % &R L 7z T3,

¥Subject Alternative Name I$3%F L T1H. Gléas B iERBEARITIT DL ZICT 7L — MK
DEEEELET
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System » File Management : SSL Certificate List » New SSL Certificate...

General Properties

I Name l ServerCert_by_Gleas
Certificate Properties

Issuer |Certificate Authority |V |
I Common Name I apm-test.jcch-sss.local
Division | sales

Organization | JCCH-SSS

Locality |

State Or Province I

Country IJapan I JP

E-mail Address |

Subject Alternative Name I

Challenge Password I

Confirm Password I

Key Properties

Key Type lRSA .
Size |2048 . bits

[Cancel | [ Finished |

CSR " #iTE N5 DT, Request File #8125 % [Download--] R %> &) CSR 7
FANEZ7O—-RLET,
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System » File Management : SSL Certificate List » Certificate Signing Request

Certificate Signing Request

————— BEGIN CERTIFICATE REQUEST-—-
MIICgDCCRAZACAQAWUJELMARGAIUEBRMC: A
DAYDVOQLEWVZYWx1czEgMB4GA1UEAXMX!
S gEiMAOGCSQGSIb3DQEBAQUALRS IEDwAwW:
PSpYpMRrZ23Jg+r100xULa6kRKrHJ11COk!
21T17]JxkTEADk3r=slGnuc2g9sJsdckIgqiV
=MNEr7V8wxnpNDFS525470k/1T=sGbR12:

< >

Request Text

Request File Download ServerCert_by_Gleas.csf

IdenTrust
Entrust
GlobalSign
VeriSign

Certificate Authorities

Gléas (RA) (AT A Y L. ZEDY—NRTHIY bOR—IS~ABEHL ET,
IWNAZ 2 —DEERREHRITIZEZ Yy 7 LET,

OfF¥% : APMZ 2L LR
oBEE : YUILEIE 754X—PCA GleaS
[PHOUhowa O:is Doy Oex 0AL7 Oos7r (Ot B

! ¢ 7rovr | (R
Account —
[.) apm-testjcch-sss.local
5 IN-=T —
Group | ~
J . .
e & 7hoV MER DusrEE O IV —T 1B
* Certificate J »H— E$2H8¥F:2015/11/17 20:11 PI—HIIL—T 0zn
B A2 | | vaz—sz.mw 370
Device J
. FUTL—h ] >R BARFHT:2015/11/17 20:11 {EsE O —T DZ=n
Template J 7Rk : apm-testjcch-sss.local » H —)\SFERE Bk
O7no Mife
(zoovb-r | | K ERERTOME
(enems-r |
(Zovrwmem | o7 oh 8 7—5 EEEE]
rumags | SERERRTINTUEE A,
[rznozimm_] _
————— L W7V AR
| PE22RANS |
- » YIS oh
apm-test.jcch-sss.local
1R{EFEE 5~ —}CAGléas Copyright (C)2010-2014 JCCH Security Solution Systems Co.,Ltd. All rights reserved.

ERERTREZRAL. UTOREZEIHRVWET,

® GFBAEEK (CSR) 774A4 L7y 7A—FT 5 D[R --]KavLU&EY
»A— K L7 CSR 7 7 1 /L% &R

® [CSR7V7ANDODARZHERTDIFzv Y

Z0%, [BITIRE2>E2I7Uv o LES,
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OfFs% : APMZ L 7 ovra
oBEE . YUILEIRE T54X—pCA GleaS m

[PHOY M > aemss

rrovh | R
& Account |
[.] apm-testjcch-sss.local
ﬁ IN-F =
Group J ~

e | *EFAERT
ﬁ e itiesiomy OB TR EAEERDIFRETET,
ERIO TSz TR ORS TS ERA LA T,

' D'e'}c’e""f 2 | BEOF I O LB OEERL TIRATIERL T,

. FoIL—b » SEAERAT
Template J _ N - ;
SREERITLET, SALTNIRRATIEML TS,
O7hoV Mtk > Usiaaan it TR e s
;771')7!‘—. j » SFERRER(CSR) 77 (L& »TO—FT3: servercert_by_gleas.csr
(ensmz-r | » MlcsRo7 L oMEERRTS
EZE Ly 7 |

> CN=apm-test jcch-sss.local
> DC=JCCH-SSS, COM

BMERE 751~} CAGiéas Copyright (C)2010-2014 JCCH Security Solution Systems Co. Ltd. Al rights reserved

SEAEZEDBERANBRINERINDDTHERL., (PIORBTERITTS]120 ) vy
L. SEFREZEORITEZE I HWET,
o ey zs4x—rca (31638 (D

[PDHoU o547 Doy DEEE 0Ly Oos7or (O 8

PhHOVE
| & Account — ¥ Q 1+
-~ =l |[.| apm-testjcch-sss.local FEBIEER(CSR) DS bl > 2=EE
5 gh—7 ﬂv )
¢ .
L oup J Certificate Request:
Data:
~ - Subject: C=JP, 0=JCCH-SSS, OU=sales, CN=apm-test.jcch-sss.local
[ BHFI AR Subject Public Key Info:
' Device Public Key Algorithm: rsaEncryption
~ _ RSA Public Key: (2048 bit)
B 27— Modulus (2048 bit):
Template
O7ho Mife
ST
(7rovb-& )
L. BRE-R
—_————
(ZAovrumsR )
B{EEE 751~ —} CAGléas Copyright (C)2010-2014 JCCH Security Solution Systems Co. Ltd. Al rights reserved

AREXRTRE TR, RSHFREROLRE 7 74 VEO [FEBAE HY] 227V
v L, BITSNIERAEZLS 7O —-FLET,
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ERE : TR r AT
e e s51~-rca GlEAS
[GERE]-#n

g

L] JccH-sss demo CA#11178

 Badd

R EAENE
J
»E:Pp > 1FARE : 201511117 2018
»§l# : JoCH-885 > FAHEH : 1006

>IRETE
HRKE < BAVAERE

> MBEDIKE : AR
>h—RE:
>8—vavia

> HAVEREFAYL ; sha2sé
>80 5 2048
WA TTES B

> 512 : Dis& apmiesticch-ssslocal

»ERET7 A
> ERBER ¢
1'ﬁ"EII§ 20151117 2018
>
1’$EI.EIII§ ;msmm 2020
> BB+ 4l

IR 55<-FCAGigas Lo

APM DEIBEE T, System » File Management : SSL Certificate List (2 T4 (%
EVERL L 7= CSR o #FMBIE <. [Import- R4 %27 v 7 LEY,

System » File Management : SSL Certificate List » ServerCert_by_Gleas

¥+ + | Certificate Certificate Signing Request

General Properties

Name ServerCert_by_Gleas
Certificate Subject(s) No certificate

Gléas o X7 A— N LEFEAEY 7 4 L& #EIR L, [Import—-] K&z y
7LET,

System » File Management : SSL Certificate List » /Common/ServerCert_by_Gleas

SSL Certificate/Key Source

Import Type Certificate

Certificate Name /Common/ServerCert_by_Gleas

® Upload File O Paste Text

Certificate Source .
C:\Temp\download.crt | 8. |

Free Space on Disk 226 MB

DLETY—NERAEDEF AT T T,
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Contents ##(C. RSA Certificate, Key and Certificate Signing Request & &R RE 1
gi‘g—o

System » File Management : SSL Certificate List

¥ v | Data Group File List | iFile List External Monitor Program File List | SSL Certificate List | Apache Certificate List

t | search

[v| ‘ “« Name < Contents < Common Name < Organization | = Expiratior

[0 serverCert_by_Gleas RSA Certificate, Key & Certificate Signing Request apm-testjcch-sss.local JCCH-SSS Oct2,2018

2.3. L— FEIRAE DB

5547 MEBEIC L BSSLREEFNAT 270101k, L— FERBOBHAL
ETT, N 7T TV FPCHBRRENE Y 54 7 MEHBHEL N &
ERIET BBICHIAT 270 TT,

AFIEDOFIICGléasL Y IIL— bEEABEZ X7 >O—FLET,
XGléasDT 7 I FCADKX 7> O — RURLIZUUTF &Y £9,
http://hostname/crl/ial.der

EB A =2 —h 5 System » File Management : SSL Certificate List &E#H, &

ricHh B Import---Jh& a2 Uy 7 LET,

UToBEEsIm0ET,

® Import Type &, [Certificate] % E1R

® Certificate Name (£, [Create New] % &R LIEZE D LKA AN

® Certificate Source |Z. [Upload File]#&IR L[ZE--]L VKX o7>n— KL
7 7 AL ERR

Z 0%, [Import]Zz2 Uy 7 LET,

System » File Management : SSL Certificate List » Import SSL Certificates and Keys

SSL Certificate/Key Source

Import Type |Certificate [v|

® Create New O Overwrite Existing

| GleasRoot

® Upload File O Paste Text
C:\Templial.cer  BE.

Certificate Name

Certificate Source

Free Space on Disk 226 MB
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UETIL— FEBRBZEDEFZNTT T,
Contents 1812, RSA Certificate & ‘&N F 7,

System » File Management : SSL Certificate List

% v Data Group File List

iFile List External Monitor Program File List | SSL Certificate List | Apache Certificate List

F | search

\Zl { 4 Name + Contents < Common Name < Organization |+ Expiration

O GleasRoot RSA Certificate JCCH-SSS demo CA Jan7,2030

2.4. £5h) X b (CRL) D&k

RWEHDI Z7AT > FEAETOT VX% <CHIC, CRLOBSHEZ L £T,

HoNLHGléasE YCRLEZZX 7 A—FLTHEE, UTOBREEZEIHRVET,

¥ Gléas DWHARETD CRL 7 7 A LORFEBAIEUATDOE B Y TT
http://hostname/crl/ial.crl

EBI X = a2 —h 5 System » File Management : SSL Certificate List & &, &

FicHh B Import---]Jh&vm2 s Uy 7 LET,

UToBEesIm0Ed,

® Import Type (. [Certificate Revocation List] % 3R

® Certificate Name (£, [Create New] % &R LIEZE DL E AL

® Certificate Source |£. [Upload File]# 2R L [BRB-]& VX7 va—FKL7%
7 7 AL ERR

Z 0%, [Import]Zz2 Uy 7 LET,

System » File Management : SSL Certificate List » Import SSL Certificates and Keys

SSL Certificate/Key Source

Import Type |Certificate Revocation List| v |

® Create New O Overwrite Existing

| gleascrl

Certificate Revocation List Name

Certificate Revocation List ® Upload File O Paste Text
Source C:\Temptia1.crl S8
Free Space on Disk 226 MB

W ETCRLOEHENNTT T,
Contents #8(2. Certificate Revocation List & RixRS N F 7,
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System > File Management : SSL Certificate List

£ v | Data Group File List | iFile List External Monitor Program File List | SSL Certificate List | Apache Certificate List
—

[ | search

[v] ‘ 4 Name + Contents < Common Name < Organization | = Expiration

O GleasRoot RSA Certificate JCCH-SSS demo CA Jan 7, 2030

[0 sererCert_by_Gleas RSA Certificate, Key & Certificate Signing Request apm-testjcch-ssslocal JCCH-SSS Oct2,2018
O gleaser Certificate Revocation List

CRLZEH 9 53545, Certificate Revocation List Name T Overwrite Existing
BEIRL, B SINFZCRLZ 74 LxT7 vy 7H—FLET,

F7-. CRLEHFHIIBIG-IPOEER> /L (tmsh) "oBIHS5 2 & HAIEETT,
UTFiFa~xy Ffltd,

tmsh modify /sys file ssl-crl gleascrl.crl source-path http://hostname/crl/ial.crl
XcrontabT L% EITT 2T & T, CRLOEHEEZS I AHIREETH I L HAETY
XFHEPFDOCRLIZ, A TFa~> FTHERTZZENAETT

tmsh list /sys file ssl-crl gleascrl.crl

F -k ah#EERIZ 1E. LDAP (Lightweight Directory Access Protocol) X>OCSP (Online
Certificate Status Protocol) #F|HT 2 HELH Y £,

25.SSL7A7 7 A4 ILDIERK

AT NERAEICL AR EERT D TA T 7 AL EERL T,

ERl X =2 —7h 5 Local Traffic > Virtual Servers > Profiles > SSL > Client & #
H#. BLIZH D ([Create] R & rzx2s7 Uy 7 LET EHWIEFEOCTOT774LD
REZFEEHIRWVWET)

UTDEREEEHAH I hWWET,
(ZEETHEFROEMICHS CustomF vy /Ry IR E2Fzv I LTERLE
¥)

[Configuration]
® Certificate Key Chain : Certificate & Key (2 2.2 TRE L7z —/NGEAE % &
R L. [Add]Tem
[Client Authentication]
® Client Certificate : Request % 3&iR
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Trusted Certificate Authorities : 2.3 T&E L 72/ — FEEEAE % iR
Advertised Certificate Authorities : 2.3 TE L 7z/b— P AERAE % &R
Certificate Revocation List (CRL) : 2.4 TRE L 7= CRL % &R
Allow Expired CRL : RZEICGLF = v o (BEAHERIRAD)
REHIC[Finished] (Wi, [Update]) #2Uv oL, REFELET,

Local Traffic » Profiles : SSL : Client » New Client SSL Profile...

General Properties

I Name ‘ js3test

Parent Profile clientssl v

Configuration: | Basic v Custom __

v

Certificate ServerCert_by_Gleas v 2
Key ServerCert_by_Gleas v
Chain None v
Passphrase |
OCSP Stapling Parameters | None v

Certificate Key Chail

CrEBlE =D Add || Replace

/Common/ServerCert_by_Gleas.crt /Common/ServerCert_by_Gleas.key

Delete

Enabled Options
Don't insert empty fragments

Options List pEaeli
Available Options
Netscape® reuse cipher change bug workarour A
Microsoft® big SSLv3 buffer
Microsoft® IE SSLv2 RSA padding
SSLeay 080 client DH bug workaround
TLS D5 bug workaround v
Enable
Proxy SSL O
Proxy SSL Passthrough [
Client Authentication Custom ]
Client Certificate request v v
Frequency once [
Retain Certificate ¥ Enabled O
Certificate Chain Traversal v
Depth 1 ‘
Trusted Certificate Authorities GleasRoot v v
Certificate i v v
Certificate Revocation List (CRL) | gleascrl.crl v v
Allow Expired CRL v v

2.6.SSL7A 7 74 IILD@ER
25 THERLT=7 A7 7 AL ER{RON—F v LY —NICHEAL X,
LRI X = 2 —H 5 Local Traffic > Virtual Servers > Virtual Server List & &4, 2.1
THEELIN—F v ¥ —n (HTTPSOHD) 22U v o LET,

ZFD/N—F v LY —/3D SSL Profile (Client) % 2.4 TEEK L 7=SSL 70 7 7 A JLIZ
ZE L. [Update]®2 Uy 7 LIREFELET,
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Configuration: I Basic v
Protocol TCP v
Protocol Profile (Client) |tcp v
Protocol Profile (Server) | (Use Client Profile) v
HTTP Profile http v
FTP Profile |None
Selected Available
Common Common A
SSL Profile (Client) js3test01 == clientss| _
clientsskinsecure-compatible
> clientssksecure
crypto-server-default-clientssl v
Selected Available
‘Common A
<< apm-default-serverss|
SSL Profile (Server) crypto-client-default-serverss|
o pcoip-default-serverss|
serverss v

2.7. Active Directory (FXA4>arbta—75) OB

A X = 2 —7H 5 Access Policy > AAA Servers > Active Directory &4, A E
D[Create- 127Uy s L, RAEBILI RAA>Ar bO—T7DEREZHFL
ij—o

Access Policy » AAA Servers » New Server...

General Properties

I Name TestAD

Type Active Directory
Configuration
I Domain Name | js3-test local

Server Connection _) Use Pool ‘® Direct

Domain Controller |

Admin Name | administrator
Admin Password I oy
Verify Admin Password I esscccscsssce

28. TV ARY L —DHTE

KAl X = 2 —H 5 Access Policy > Access Profiles > Access Profiles List & #E &,
2.1 TE&ZIE L 7= Access Profile ##R&Ed % 7-%. Access Policy ® EditZ#27 U v o7 L
EYa7ILRY =274 4% (VPE) 2B £9,
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VPETT7 7R RYS—%RELEFT, UTESEDOEREME R £5,
MVPE OBESEICOWTIE, RETIZAKLEY

faback | Successfl | )_| Verlable, Aol ifaﬂback ILo on Page Ifaﬂback Successful _]l i Resource Assign 12iback +_»_) Ton |
AD Auth
falback :|
Client Cert Inspection Deny.
falback
Deny

Client Cert Inspection | 2547 rSSL7 A7 7 A ILTRESNIZT AT~ MEAER
MOEREF v o LET (F7ALEDEF),

Variable Assign [1178]
h X% LZH session.logon.last.username (CEERAEH 7Y 7 b
cnf (Z—H1D) Z2RAT DL ICKRELET,

Custom Variable v IUnsecure v = ICustom Expression Vv

session.logon.last.username set subj [split [mcget {session.ssl.cert.subject}] ","];
foreach cn $subj { if { [ string first -nocase "CN=" $cn ]
>=07}{ return [ lindex [ split$cn"="]111} }

L

set subj [split [mcget {session.ssl.cert.subject}]

foreach cn $subj { if { [ string first -nocase "CN=" $cn ] >= 0 } { return
[ lindex [ split $cn "=" 11 1 } }
[247E]

Z % session.logon.last.username ZBIDH X X AZIZHEARAL
TH & £7,(session.logon.last.username [F 2 —Hic k2074 ~
BIUEBICBERINTLES 0)

Custom Variable v IUnsecure v = ISession Variable v
session.logon last subjectcn Session Variable [session.logon.last.usernamd
Logon Page Type Z[nonelICZE T 3 2T, AT F > ID ITEH
session.logon.last.username ICRA I N7-XFF %z BEIMICERY

22ENTEEYT, (A—VYOEEICIERTINELA)
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Properties || Branch Rules

Name: |Logon Page I

Logon Page Agent

Split domain from full Username No |v

CAPTCHA Configuration [Nore [<]

Type Post Variable Name Session Variable Name Values Read Only

1 I none username [ET
2 I password password No |v
3 | none field3 m
4 | none field4 m
5 I none fields No |v

%L, Read Only Z[Yes]ICRRET 22 ¢ T, ZL—7T7 kL7
(ZERAHER) 1—Y IDERRSEDHILHARETT,

—

Properties® | | Branch Rules

Name: ILogon Page l

Logon Page Agent

Split domain from full Username No |v
CAPTCHA Configuration None |+
Type Post Variable Name Session Variable Name Values Read Only
1 [ex Fsermame Mo 1
2 | password password No .
3 [none field3 No [v
4 Jnone field4 No |v
5 [oone fecs o o
AD Auth ATA Y R=ISTARNINFZNRRT—FORIAZE IR F XAV

ay bA—5 & LT, [Server]iZ 2.7 TERE L 7= Active Directory %

BRELET,
X512, BranchRule ic2—%ID &, fEHEHY 7Y 7 FCN %L1t
BIHEEZMAES,
[‘properties | [Branch Rules |
Add Branch Rule Insert Before: [ 1: Successful v |
Name: [Successful | x|

Expression: expr { [mcget {session.ad.last.authresult}] == 1 } && { [mcget {session.logon.last.username} ] == [mcget
{session.logon.last.subjectcn} ] } change

Name: fallback

expr { [mcget {session.ad.last.authresult}] == 1 } && { [mcget

{session.logon.last.username} ] == [mcget {session.logon.last.subjectcn} ] }

Resource Assign RERADIXY NT—0TF 7RV Y —X%RELEFT,
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HTEST T #. [Apply Access Policyl# 27 )y 7 L TR—=F v LY —NIZEALFT,

W ETBIG-IPDOERE TR T TT,

3. Gléas D EEEHZT (PC)

GléasDUA (FIAR) & V) BITHEAMEAELZPCICA » R— b TE2LIRELET,
HTFRBEIR, GléasDMBHICHH TREEB B> TLEBEANHY ET

GléasdRA (B#R) IcR7 4>~ L, BERLILVIRIERIZ2 Y v o LIRER—
ElEmEICBEL. REZITOUAZZUY I LET,

- » Gleas GenericUA Gleas 37+ JLHBIAR

[FABFMIEEARC DT, [EXRERE]IHFDS TUTOREZTVET,

o [GIAEXNT7ADAVR—FEF v

® [FFRAEX b7 mER]|T[Z—H X b 7]% 2R

® IAEDAVER— b E—EORIHRT 2HBEE. [V R—F7 v 2%2F]BT

3llzF vy
M SEERE R FADA AR - smREAtToEE  [2-FAh? o]
™ srn—p#sseT WV f—tou2#ERIRETS

RERTH., (REFE]Z7 Vv LEREEZREFELET,

4. PC o DEHKTIRE

41. 7747 FEEBAED A YR —h

Internet Explorer T Gléas ® UAICT7 /AL 9,
A4 YEBAFRRENDIDT, 2—FID E/NXRT—FEAALBIA Y LET,
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O I F1—4¥OJ1> [UA]

AN »2-HiD. JIRT—REAAL
UA <orroucrzn.

»a-+o0 [

vzo-+~ [

D2—HID - JIRD—REENES...

A7Avd 5, A—HHERAXR-IHPERRINET,

[BERAZE DA v R—MRE Y Z I Vv I 2E. 7747 MEAENIRAEX b
TICAYHR—bENET,

XAEO T A > ORIE, ActiveX I FE—LDA VR b—ILEKRHOSND DT, BIEDIERICKE

WA VR E=LERT LTSN,

T34X—=pCA Gléﬁ’é m

(MY 31— ShOR—J] wosror
YR
B BYTN 1Y SADOR—S

& 1—H1ER
» 1—Y Z$RAE : 2011/07/19 13:48

UYL & 1Y
» 1—4ID : user01

» A—LFRLZR :
T (o M e—
* GIEAE AR
» RITRHAWRE
BRNHAR SEAS A R AA R—
a1 JCCH-SSS demo CA #11167 2018/10/29 SEERE DA > A— b

(MY R=FT VR ZEHICLTWEREEIR. 4 Vv R— FRTHICEFHNICOS
TrSEoNET, BASA VY LTHEERED A v R— MAREZVIFRRINT,
BEOAVYR—F2T52LIETEEH A,
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7sa~-ren G1EAS

By 1—5 ShOR—J] Q@ouFor
1—YE&

& 9T 1Y EAOR—S

& 18R

»1-Y BFEE : 2011/07/19 13:48
YL & 1Y

» 1—1ID : user01

» A=) RLX :

>}<le_|~i  REKRRRERKRRRERR

 ENLE S

U7 SEBAER B ZR—

#1 ! JCGH-SSS demo CA Lomer i 20181029 P AU O—RES

42. 547> A H5DOVPNESR (PC)

APM®D/N—F v LY —RZWeb 7 I 94Tl L £ 97,
74T FFBBEDRTAROONDIDTIRETRZ T HEWebR—IAHARREINE
ERS

Windows 7417 ¢ “

SEBRE RS
[OK] ZHUyIUT, ZOIEBBEERERBUET . COMEABNIELCRLISA. [+
SL] BIUYILTLERL,

user01
F478: JCCH-SSS demo CA

PS——
o= BEART: 2015/10/29 5
2018/10/29
FEBE0T0) (T2 FnLET

ol

ARERAL B b0 4 vBEICEELETH. NXT - FASRHDOA
NERRENET,
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f5

F5 Networks
FarrOoA>

[/(Z'D—F
|

INA T — REREFICAINT 5 EVPNEEAB I AbNE T,

O ERShELE

+ SFEF=R

AAE R > TLWAWEEY, KMESN/REZRR LS IIERAROERR
i) £,

f5

Ty a>oEGEICKRBULE
Uiz,

v 3> ERES: 71bbish
FOUINESSNELZ. 7R

RS —DEEICEERLTLRWVEE
Hh'BDET.

FLWEY >3 ZBRT 3(CE
_'! _'! z:zl!\\!le _CS E—EL\

5. Gléas DEIEEZT (iPad)
Gléas T, BITEHDI 747~ FEAE% ST Edge Client 3%E (K707 7 4
L) ZiPad ICA VR— T B-HDEREEAETCIEHIZHLES,
X TRRTIE. Gléas MREFEICBMETEREZERICITo TWAIHEELH Y £5
X EdgeClient HOBER 7R 7 7 A WAERMEEREIE A T a v e h ) £9, FHIIBEEEETh
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FLEbhE <720,

5.1. UA (—¥HARF) KRE

GléasDRA (B8/E) A /4> L, BEEBLVYI[RIERIZ27Y v o LIRER—

BElEEICEEL, REETHOUA (BAR) 27Uy o LET,

[FABFMIEEARC DT, [EXREFRE]IHFS TUTOREZTVET,

® (X O—R%EHAEFzv 7

o [XvrOo— FagERRAG)IDHRE - [1 > FR— b7 REZFBT2ICFzv s
ZDEREZEITI &, GléasDUADL LA v R— A BIEE LM (9) #&BL
BRI BR 7B 7 7 ALDOR Ty O— EARAEICHRY EFT (A KR—tAYy
THEBE) o CNICKVEBEDT NAZANDERTA7 7ALDA VX b= %
FRT D ENTEET,

M & 0—FEseT A=+ 2EFIRTS
A0 FaTHSRA () 1 | BREEFTOLL

RERTH., (RE]Z7 Vv LBREEZREFELET,

[FREET /N1 ZIBM] D [iPhone/iPad DR E]F T©X 27 O —J L. [iPhone/iPadEUA
MBI 22 Fzv o LET,
§ BETISARTEI

P iPhone /iPad®XE

I” iPhoneliPad B UAFFIFES
{#7%

BR7O7 7 A LVERICHEERDIEREANT 2EEI’ERIND DT, UTK

EZTVWET,
BEmEmLAT77 b
® [iPhoneAL A7V AFBT2]5Fzv s
® (O AV IRRA7—FTiAEAREIZF v Y
L1 72
iPhone L 7t EERTS RS AT - FTEHREE ReE

[] Mac OS X 10.7LABG DR = o]

iPhonefp 707 7 4 WEKREHTE
o [z, [HErFlEEOoxFEASL (WEEBEER)
® [HIBp/XX7—F]Z2HETEE, iPhonel—HAZRES A7 74 L EHIBRT S
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BRICBEBEATEDI AT —FPBEEARY £F (iPhone —H DRI
L BB A ILDOYIBERBILETEET)

iPhone # 5% 70071 L EARSGE

ZH(TIAALITRT)  [FF1X—FCAGleas |

BT (f51: com jcch- |com jech-sss profile |
sss.profile)

SO L OHERER [JCCH 2 alF - Ua—al VAT LR |
558R [BIG-PIEETOZA L |
Bl S0 —F | |

F5 SSL-VPN®D R E
® [SSL-VPNEHRLZIICEEDN4FI % AN (Edge ClientETlEDescription(ZX/it)
® [F5SSL-VPN =X F&Z]ICBIG-IPDR X %% A7 (Edge Client ETlEServer
i oiny
o [FrFwr NERAICA YT Y FERICHATS KA1 2% A (Edge
ClientETIE KX A > U X FDIBEIE L TERISHIG)
® [EHMEATICI—YID//XZAT—RDIFBHREANDIZF v Y
F5 SSL-VPNOZE

SSL-VPN 15654, JS3_BIGP |
F5 SSL-VPN FAH4 lapm-test cch-sss.local |
AT | |

M #RERE 2 —HIDY I AT - FOBEIREAND

FEEHODAN b6, [REIZ7V Yy LET,

L ETGléasDERTE IR T T,

6. 7547 kA HdD VPN EE (iPad)

6.1. Edge Cliento 4 > X b —JL

iPhone TEdge Client=fB 4 25&81E. 7 747 Y7 72 T7D&7a—F
NHETT, App Store K UFEFIICA VA F—ILEIT-> TLEE LY,
AETlIEdge Clientd 4 Y X b —ILHERICOWTIFEIEL £,
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6.2. GléasDUAN S Ee#

iPhone® 77 w4 (Safari) TGléasOUAY A 27 o +ERXLET,
A7 A vBERHARRENDIOT, 2—HIDENSXT—REAADLOZTA Y LET,

O I Fa1-HnJ1> [UA]

UR"

Gleas

PN N

AJAYT5E ZOA—HYEHAR—IARREINDIDOT, [ >rO—FKR]ELxy
T, R T77ANLDR A —FAERBLES,
MAVHE— IOy 7 AFEDICLTWEREEIR, COBErSAYT Y FABKBENET

TF4X—~PCA G’léﬁ’é m

[2—% 01 2hDOR—-] Qozzok
11—

& 1501 2h0OR-Y

& 1-HRE

>4 BRER | 2011/07/18 13:48
1Y &:01

> 2—4ID : user01

»X—L

* EEEAEE
» RITEHERE

#

@1 JCCH-SSS demo CA H #1139 i 2018/10/02 i mRTnTrL0yyYO—K

BEMIC7A7 7ALNEEICEBTIZOT, (MR b—L]E2Ey T LET,
HE, [FHERYy ST AVAP—ILENIAREERERE D2 EHAAET
TOT, BEIZIGLCHERL TS0,
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Fr ot 7a771 A A=) 1VAN=IL

774 ~X—KCAGleas
| | JCCH: &*2VUF« - YUa—vyay  YRFALRX

E&E  support@jcch-sss.com
RIEFH vV

HiE BIG-IPEHE O 7 7L

WE MEDVPNEE
2 GiteAE

2

UTFDOLS — FEAEDA Y X b—LEZREBEIBENETOT, [1 X b=
WZEZ )y 7 LTERITLTLIZE W,
KIZTAVYRb—LENZIL— FEEREIL. BEDT — X TlEGléasD /L — FRILFBIERZE(IC
HYET,

Frrtl BE AVAM=I

Ju— hFEERE

SEAAE JCCH-SSS demo CA" %« Y A h—)LF % &, iPadic®H 21548
TESMHEOY A MTEBMENET,

VPN

BEVWDPadDRY NT—I K57 14 v 7 IFVPNY—/NEDRE T«
WEIT FFERBINTWSHREELHD ET,

AVRAM—LRTEAEICAEYFTOT, [RT]1EZXy 7L TLEE L,

A1YAR—ILET =T

754 R—KCA Gleas
| JCCH: t*2UF < YUa—vay:  YRAFLR

E&E  support@jcch-sss.com
REEH Vv

HiE BIG-IPEEE IO 7 AL

HE MADVPNRE
2 GERAE

i

TOUAEEICEY 23 07T, [AIT7 Y MNE42y 7L TUALr SO T R LE
EIR

LIk, iPhoneTOER 7O 7 74 ILDA VA F—ILIFKRTTT,
BEAVE=FAYIEEHCLTWESEE, [FvryB—Rla2y T L-BSa
FVEBEOEE L-FEEZRZBLZRICUAICBRIZIA Y T5L, UToaEY
[F7va—REHR] EWIKRZBICEDLY, UEOX7yO— FiE—URaJexm
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ECI

s34n-rca G16AS @

[2—5 01 ZADR—Y] Doszok
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® 101 2hOR—Y

& 1-FEE
(= BBEK : 2011/07/19 13:48
a1 £:01

> 2—ID : user01
]

R EIAEE

» HATEHERE

#
21 JCCH-SSS demo CA #1139 2018/10/02 FoV0—KEH

6.3. OTAZT > A— L X v F&FAL7ZEEAERITICOWNT

GléasTlE, i0ST /N4 Z (23T 5 0ver The Air (OTA) T>rO—I x> h%=FBL
TAEREZEDORIT - BT A7 7 A L OBEH D AEETT,

OTAZHMAY 2 LFFICHRE L cim KRB ES 2 H 2R T ICGRAZEORITZIR
ETHIEHAREICAY X9,

774 ~—hCA

R [ &i2sn
ID//{ZD—KT1—Y—BE(UA)IcOS1 G cas

_ v MERERS
FIBAE - 70771 IL%EA 2V AR—)L BRIO77CIVER

# iR 13 UDID. IMEI. ICCID.MAC 7 FLA

FREIFEREOSHVEDEEE TERLaEhbE (LT,

6.4. Edge Clienth » s

AVAP=LARTTSE. APMADERICARBET 27747~ MEAEY1—
HID, VPNERRLENZREINTULET,

Fdge Clientx#&2®8 L IR & v 22y 742 &, 0547 FEBAEEMAL T
FAEZITLWWPNOERA B Z b Ed,

LUF IZEdge Clienth bkt L - BE T,
B9 5 & iPhoneDBAIT Y 712 TAAVHRRENET,
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R

VPN Connection

Please enter your authentication
information.

user01|

Cancel

JS3_BIG-IP

BES %

iPad = VPN

wEdgeClients""

_

-

JS3_BIG-IP

mzhE L 00:00:01 (7))

SAEEF > TLWAWESE, KNS NIREARRLIEEE K) . 074 U
ICI—HYEZAEZTELBAIIEREIBRORRICHY 7,
MEMERZ ST CRLABIG-IPIZIEREINTWAREAHY £
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£5

EdgeClient

F5 Edge Client

BATEFHATU, 1—HE - /(27
—RER R REEREL TS
[

7. Gléas DEHEELTE (Android)

Gléas T, BITEH»DYV 747> MiEBAEZ & Edge Client 327 % Android (24
VR— TR DOEREEARETIEIREL T,
X TERHREIL. Gléas MMEFEICEMHTHREEZRICITTo-TWAEELH Y £T

7.1. UA (2—¥HAR) |/E
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7-lE. 7747V FEBBEDO X T O— RHARAJEEICHR Y £3 (4 v R—=bt0O
v JHEEE) o TS K W EERA DAndroid~ND Y T AT FEEAED A R b —
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