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PingFederate 7 7 4 7> MIERRERALRE  (Office365 JoiEEREL)

1. XL &HIC

1.1. KEIZDOWT

RETIE, BHER [F74—FCAGléas] TRITL=V 747~ MlBEEA
A A L T. Ping ldentity#t ® SSO % — /N [ PingFederate | #* FH T Microsoft
Corporation® 2 57 K4 —E X [Office 365] DRI AH IO EBIEAERET S
T-HDEEPNZLRFHL £,

AEICEHOARIE, BHORIBRBEICE I 28E2HIL-bDTHY ., H5
WELRIBETOEEZRIATHHDTEHY F A, BHEREAWRT LB
KO-l LTTERAWLETET LD BBLWLET,

B TIRIEBRAD I 74 7Y FIRBORELT-THY £Y, RIAFTLHER
HBald., RREOBMVEOEEE TEREICTER LS,

1.2. KEZICH T HBE

AEICBIZFIRIE. AT ORETHFER ZIT>TWET,
> SAML IDP : Windows Server 2012 R2 Standard / PingFederate 8.2.2
L%, [PingFederate] ¢ HLET
KUTDART Z%EBMA Y A= LTVWET
< Office365 Connector 2.0.2
< X.509 Integration Kit 1.2
» SaaSH —E X : Office 365 Enterprise E3
L%, [Office365) ¢ EH L ET
XOffice365% H—EX7ANA L E LTHAT 2101, EVRRT I8 T7R7 YT
avhREBICHEYET
> FAXA>arbB—7 " Microsoft Windows Server 2012 R2 Standard
XLk, [AD] c@RELEY
MUTOY —ZA VA= LTWET
< Microsoft Online Services ¥4 >4 > 7YX &> b
< Windows PowerShellF8 Microsoft Azure Active Directory £ 2 —JL
< Azure AD Connect
> JS3 74 R—=}FCAGléas (NN—=2 3 1.14.6)
XLk, [Gléas] CRELET
> 7747 >k Windows 10 Pro / Internet Explorer 11 / Excel 2016
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PingFederate 7 7 4 7> MIERRERALRE  (Office365 JoiEEREL)

XD, [PCl &2Z&EHLET
> 2547k iPhone 5¢c (i0S 10.2) /

QOutlook 2.12.0 / Microsoft Authenticator 5.1.2

¥, [iPhone] ¢ RHL ET

¥iOSTl&. Microsoft AuthenticatorAMHEIZA DD TERNCA VA —ILLTHEET

LTFIZ2oWTlE, AETIEHBEINEL XS,

® PingDEAXWAHZTE (F—X X b7 (Active Directory) ODEREEL) .

Connector*>Integration Kitd 4 > X k —JL

RBARETIE, PingFederateDhttps®R— FEREIZLLTOBY 2/ - TWA Z & %ETIR
& LTWE 7 (<pfinstall_directory>¥pingfederate¥bin¥run.properties THESRRIBETY )

https 77 4 ¥ U K— bk (pf.https.port) : 9031
httpst 1>~ &V R— b+ (pf.secondary.https.port) : 9032
® GléasTDTH7Y v M EFCRELREHT
SENTUT DFFRE % H1TT 2RI TT
>  SSLY—/\ZEEEE
> SAMLTH%—>ar0BZAHE
> T4 TV NIERE
Windows Server¥?Windows KX A > Dty 7 v 7
Azure AD Connect B\ 7-0ffice3660 1 —H# 70y 3 =>4
® PC, iPhoneTOx v b7 — 7 REZFEDOERKTE

INBIZ2WT, BEROY =272 TRV Ch, RERERY -

TWBERFEEICEMWEHLE IS0,

1.3. KEICH TRk
AKETIE, UTFOEBRTHRIEZIT>TWET,

Microsoft®

- "
£a.0ffice 365 .
windows Server 2012 R2
g AD DS { Azure AD Connect
(F AT bO—2 /IDEED

— Windows Server 2012 R2
E PingFederate

Gléas
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PingFederate 7 7 4 7> MIERRERALRE  (Office365 JoiEEREL)

1. GléasTld. PingFederateIZSSLY —/NZIRRE - 7Y —3> 3 v DELZ A
E%. PC-iPadDMAEICY 74 7~ FEREZRITT 2

2. PC:UZ4T7 > ET7Z7H00ffice7” U —3 3y (RETIEEXcel 2016
%FA) TOffice365I27 7t X9 % & iFsc & L CPingFederatel V) & A
L7 bEN3%

3. i0S: Office®E/NA LT 7Y (ARZETIFO0utlookZF]F) TOffice365127 7t
295 &, AL L TPingFederatelC XA/ L7 h&n3d

4. PingFederate Tld27 24 7~ FAEBAERALZ B 70 D, AEAAEICERHINT
WARI—HYT7hHT7 Y MERICEDEADL Y MELRBERZEUS L. Office365
ICXELBRTA T 5,

1.4, BFIEAS DHIT BIISEEFEEA

REDZRENRICEW T, GléasTEFAREORITIRIEE T 2BICITLUT O &IC

BETH2RENHY £,

® U747 ERE
Y727 bR EL (Subject Alt Name) (2, ADDI—H%
(userPrincipalNameB1%) &. BMAHRCRLEEHRRA > bAEENE LD (1
LTHEET,

2. PingFederateDE&E
PingFederate DEE Web BIEICAZ A1 > L. UTOXREEZHIHWLET,
2.1. Y—/\FERRE DEERTE

EHNCGléasTHY —/NEEAEZHITL., 4V A—FLTHEET,

Server Configuration > CERTIFICATE MANAGEMENT > SSL Server Certificate &
EAET,

[Import]#2 Vv o L, Gléask W &7 >aO— KLY —NEBET7 7ALET v/
O— KL %9, PASSWORDIEICIXGléash HAIBAE 7 7 ML Z X7 > H— K L7z
ICRELINRT—FZEANLET,

3’4‘:‘1
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PingFederate 7 7 4 7> FIERAERAIRE  (Office365 JoiERRELD)

Certificate Management | Import Certificate
Please select the file containing the desired certificate.

FILENAME servercert.gleas.example.p12 Choose file

PASSWORD cons o

[Nextlz 7V v o423~ ERNRRINET,
“MAKE THIS THE ACTIVE CERTIFICATE FOR THE RUNTIME SERVER"A'F = v
JINTWBI E%zHERL., [Savelz27 Vv 7 LTRELE T,

Certificate Management | Import Certificate

{mport Ceriiate m

Summary information for your new certificate. Select the checkbox to make this new certificate the active certificate. Unselecting
the checkbox preserves the current active certificate.

¥| MAKE THIS THE ACTIVE CERTIFICATE FOR THE RUNTIME SERVER

¥| MAKE THIS THE ACTIVE CERTIFICATE FOR THE ADMIN CONSOLE

ELRLAZEDHRE

FRICGléasTERLADARAEZREITL. ¥V vA—FLTHEET,

Server Configuration > CERTIFICATE MANAGEMENT > Signing & Decryption
Keys & Certificates & A £ 9,

[Import]Z# 2 Vw7 L, Gléas& W X7 > O—RK LIz —NGEBEET 7ML ET v S
A— kKL %9, PASSWORDIEICIXGléash HABAE 7 7 ML & X7 > H— F L7
ICRELINRT—FZANLET,

Certificate Management | Import Certificate

SpeRESEE m

Please select the file containing the desired certificate.

FILENAME pf-sign.p12 Choose file

PASSWORD eoss

[Next]# 2 ) v o33y~ BENLRTINDG DT, NEZHEZ LT[Save] %7
Uy 7 LTRELET,
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PingFederate 7 7 4 7> FIERAERAIRE  (Office365 JoiERRELD)

2.3. b— FEEBAZE DT

EFJIC Gléas K WIL— FEERAEA A O—RLTHEZTET,
¥ Gléas IZ http://hostname/ (http TH DT EITEE) TV 7ERATDHE, X7 vA— KA RIEE
<7

ON—titABOY v 0—F

NP ITATIEHD
T ET )WL TYD

OEERD by TS ED

Server Configuration > CERTIFICATE MANAGEMENT > Trusted CAs & A X 9,
[Import]# 2 U w2 L, Gléas& W XA —KL/)— b EFBREZ 7 ALET v T
A—kFLET

Certificate Management | Import Certificate
o

Please select the file containing the desired certificate.

FILENAME ial.cer Choose file

[Next]# 27 Uy 79207 BEEARRINDDT, NEXHEZ LT[Save]® 7
Uy 7 LTRELET,

2.4. FFRRE O KINETERTE

Server Configuration > CERTIFICATE MANAGEMENT > Certificate Revocation
Checking& A, LUTOREEZBIRWVWET,

® [Enable CRL Checking]®F = v 7

® [Verify CRL Signature]®#F = v 7
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PingFederate 7 7 4 7> FIERAERAIRE  (Office365 JoiERRELD)

Certificate Revocation Checking
Specify the certificate validation mechanism. For OCSP-based validation, specify the settings.
ENABLE OCSP
¥ | ENABLE CRL CHECKING

TREAT UNRETRIEVABELE CRLS AS REVOKED

NEXT RETRY ON RESOLUTION FAILURE (MIN) 1440
NEXT RETRY ON NEXT UPDATE EXPIRATION (MIN) 50
+|  VERIFY CRL SIGNATURE

F7-Z DJREET[Enable OCSP]%2#F v 7 LETEZH I D T & T, KHERIC
OCSPECRLAEMAT A Z L HAIEETY (MR RIREE),

2.5. X.509 Connector D& E

IDP Configuration > APPLICATION INTEGRATION > Adaptors#*ZEIR L £,
Manage |dP Adaptor InstancesT [Create New Instance]® 2V v o7 L9,
Zo%k, UTZERELET,

TypeXR 7 TUTZRELF T,
® [INSTANCE NAME : {FEDEZIR

® [INSTANCEID: EEDHAIID
® Type: [X.509 Certificate |dP Adaptor] % &R

Manage |dP Adapter Instances | Create Adapter Instance

Enter an Adapter Instance Name and Id, select the Adapter Type, and a parent if applicable. The Adapter Type is limited to the
adapters currently installed on your server.

INSTANCE NAME CertAuth

NSTANCE ID CertAuth

TYPE X.509 Certificate IdP Adapter 1.2 v Visit Pingldentity.com for additional types
PARENT INSTANCE None ~

IdP AdaptorZ 7 CLU T =R EL £T,

® CLIENTAUTHPORT : 9032 (xh > &Y DHR—+ES) %AN
Show Advance Fields% EBd L.

® [NCLUDE SUBJECT ALTERNATIVE NAME (SAN)% F = v &
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PingFederate 7 7 4 7> FIERAERAIRE  (Office365 JoiERRELD)

Manage |dP Adapter Instances | Create Adapter Instance

Type | 1P Adapter X ! Adapter Attit A Cantract Mapping

Complete the configuration necossary to look up user security contexts In your environment. This configuration was designed into the adapte for use at your site
X509 Certificate IdP Adapter
CONSTRAI EPTABLE ROOT ISSUEF

(ARl trusted CAs of the Java Virtual Machine and the PingFederate server are used to validate the cient certificate at the TLS layer. Optionally, you can use this table to designate a subset of those trusted CAs for end-user certificate authentication by the
ndapter. M issuers are specified in this table, then only those issuers will be considered valid for SSO purposes.)

s Actic
{An acceptable root CA issuer DN)

Add a new row to ‘Constrain Acceptable Root Issuers'

Field Name Field Value Description
CLIENT AUTH POR 9032

Tha PingFoderate port configured to use cllent.certificate authentication.

CLIENT AUTH HOSTNAME The PingFederate hostname configured to use client-certficate authentication.

Indicates whether the client certificate Subject and Issuer DNs are parsed, treating thelr components as separate atiibutes. This allows you to add

PARSE CLIENT CERT SUBJECT AND ISSUERDNS v common attributes such as CN or UID to the Extended Adapter Contract and use for assertion mapping. Prefix Issuer DN atiributes with ‘lssuer._, for
example, Issuer_CN. To use the Subject DN "emall” attribute In the Core Contract, this box must be selected.
e = Retums an automatic success message on a single-logout event. Note that SLO ks not supported for this adapter, and the user's session is not
B R terminated. This option is provided solely to prevent SLO failure at other sites that may be involved In the same logout request.
® Defavtt
The value used to populate the *Authentication Context" field In a SAML token. By selecting “Default’, the value i set to “TLSClient", by selectin
AUTHENTICATION CONTEXT Policy OID e i s by. o

"Policy OID", the identfier for the policy populbtes the field, and "Custom” allows for a specified static value.
Custom

CUSTOM AUTHENTICATION CONTEXT Static value for specifying a custom Authentication Context value in your SAML tokens.

NG UBJECT ALTERNATIVE NAME (SAN) Include the decoded SAN attributes from the certificate to make them avaiable in the attrbute contract

de Advanced Fiekls

Extend ContractX 7 CIU TR EL X T,
® Extend the ContractiZ. "cn” & "userPrincipalName” % &N

Manage IdP Adapter Instances | Create Adapter Instance

ter | Extended Contract Adapter Attributes Adapter Contract Mapping Summary

This adapter type supports the creation of an Extended Adapter Contract after initial deployment of the adapter instance. This
Adapter Contract may be used to fulfill the Attribute Contract, look up additional attributes from a local data store, or create a
persistent name identifier which uniquely identifies the user passed to your SP partners.

Type IdP A

Core Contract

ClientCertificateChain

email

IssuerDN

SubjectDN

Extend the Contract Action

cn Edit | Delete
userPrincipalName Edit | Delete

Add

Adaptor Attributes 2 7 ¢, UTZEEL T,
® userPrincipalName®PseudonymzF = v 7

Summary % 7 C%E = HER L [Done] > [Savel& 7 ) v 7 LTEHREEREFELET,
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SFRAERRAIERTE  (Office365 FoHERRAL)

Manage IdP Adapter Instances | Create Adapter Instance

IdP Adapter Extended Contract Adapter Attributes Adapter Contract Mapping m

IdP adapter instance summary information.

Create Adapter Instance

Type

Instance Name
Instance Id

Type

Class Name

Parent Instance Name
IdP Adapter

Client Auth Port

Client Auth Hostname

Parse Client Cert Subject and Issuer DNs

Return Success On SLO

Authentication Context

Custom Authentication Context

Include Subject Alternative Name (SAN)

Extended Contract
Attribute
Attribute
Attribute
Attribute
Attribute

Attribute

Adapter Attributes

Mask all OGNL expression log values

Pseudonym

CertAuth

CertAuth

X.509 Certificate IdP Adapter 1.2
com.pingidentity.adapters.idp.clientcert.ClientCertldpAuthnAdapter

None

9032

true
true

Default

false

IssuerDN

SubjectDN

email
ClientCertificateChain
cn

userPrincipalName

false

userPrincipalName

Adapter Contract Mapping

Attribute Sources & User Lookup

Data Sources

Adapter Contract Fulfillment

IssuerDN

cn

SubjectDN

email
userPrincipalName
ClientCertificateChain
Issuance Criteria

Criterion

(None)

IssuerDN (Adapter)

cn (Adapter)

SubjectDN (Adapter)

email (Adapter)
userPrincipalName (Adapter)

ClientCertificateChain (Adapter)

(None)
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PingFederate 7 7 4 7> FIERAERAIRE  (Office365 JoiERRELD)

26. U —EX7ONA XDETE

IDP Configuration > SP CONNECTIONS & 4., [Create New] R&Z > &7 U v 7 L
LTOREEZHIHVWET,

SP Connections > Connection Template X 7'

® USE ATEMPLATE FOR THIS CONNECTION % 2##R

® CONNECTION TEMPLATEIZ, Office 365 Connector % 3R
® METADATA FILEIZ. Office 365D X X F—%%7 v 7O—F
¥Office366M X X 7— & ix, 2017TFE2BBAEUT OURL TR INTWET

https://nexus.microsoftonline-p.com/federationmetadata/samli20/federationmetadata.xml

SP Connection

PingFederate provides quick-configuration templates, available separately with SaaS Connectors, for specific Service Providers. If
applicable, please select a template for this connection; otherwise, continue to the next screen for more options.

Office 365 Connector v

Click Browse below to locate the SAML 2.0 metadata file exported from Azure Active
Directory:

Choose file

Browser SSO% 7. [Configure Browser SSO] K& > %27 Uy o LET,

SP Connection | Browser SSO > Assertion Creation& 7. [Configure Assertion
Creation]’R& > %o Uy o LET,

SP Connection | Browser SSO | Assertion Creation > Authentication Source
Mapping % 7 [Map New Adaptor Instance] rh & >% 27U v o7 L £7,

SP Connection | Browser SSO | Assertion Creation | IdP Adaptor Mapping >
Adaptor Instance X 7 TUTAZREL £,

® ADAPTOR INSTANCET, 25 BTHRE L7=1 v XA X > X% &R

Mapping Method 2 7 T T EL £ 9,

® “RETRIVE ADDITIONAL ATTRIBUTES FROM MULTIPLE DATA STORES
USING ONE MAPPING” % B3R

12/28
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PingFederate 7 7 4 7> FIERAERAIRE  (Office365 JoiERRELD)

AR

SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Mapping Method Attribute Sources & User Lookup Attribute Contract Fulfillment

Issuance Criteria

You can choose to fulfill the Attribute Contract with your partner using either the values provided by the "X.509 Certificate IdP
Adapter 1.2" adapter, or you can use these values plus additional attributes retrieved from local data stores.

Adapter Contract
ClientCertificateChain
cn

email

IssuerDN

SubjectDN

userPrincipalName

USE ONLY THE ADAP

ONTRACT VALUES IN THE SAML ASSERTION

Attribute Sources & User Lookup&Z 7 Tld. [Add Attribute Source] R > %7 U
7 LT,

SP Connection | Browser SSO | Assertion Creation | IdP Adaptor Mapping |

Attribute Sources & User Lookup > Data Store X 7 Tld, REBHADT —XK A 7T
(Active Directory) #IETL £7,

LDAP Directory Search&Z 7 Tlt, LDAPDIRREHAREL £9, T Z TAttribute

to return from search(Z, "ObjectGUID” & "userPrincipalName"%#E&MML 9,

SP Connections | SP Connection | Browser SSO | Assertion Creation | IdP
Adapter Mapping | Attribute Sources & User Lookup

LDAP Directory Search DAP Binary Attribute Enco:

Please configure your directory search. This information, along with the attributes supplied in the contract, will be used to fulfill the
contract.

BASE DN CN=Users,dc=example dc=local

SEARCH SCOPE

Subtree v
Attributes to return from search
ROOT OBJECT CLASS ATTRIBUTE Action
Subject DN
objectGUID Remove
userPrincipalName Remove
<Show All Attributes> v Enabled v Add Attribute

View Attribute Contract

LDAP Binary Attribute Encoding Type % 7'(Z T, objectGUIDO > 3—F 1 > 7%
A 7%, "Basebd"ITHREL T,

¥ LDAP Binary Attribute Encoding Type&Z 7HHIE L R WAL, T—X X F 7DADDEEM
TobjectGUIDEZNA FUEME LTERET2HELHY ET

==
AaX AR
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PingFederate 7 7 4 7> FIERAERAIRE  (Office365 JoiERRELD)

LDAP FilterZ 7. Filterf(Z“userPrincipalName=${userPrincipalName}"% A 1
L9,

SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping | Attribute Sources & User
Lookup

LDAP Directory Search | LDAP Binary Attribute Encoding Types | LDAP Fifter

Please enter a Filter for extracting data from your directory.
HLTER

userPrincipalName=${userPrincipalNa
me}

Summary X 7 CHREANREHEE L[Donelx 27 U v 7 LET,
SP Connection | Browser SSO | Assertion Creation | IdP Adaptor Mapping >
Attribute Contract Fulfillment& 7 TLLF % &2 E
® |DPEmail
Source: Adaptor

Value: userPrincipalName
® SAML_NAME_FORMAT
Source: Text
Value: urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

® SAML_SUBJECT
Source: LDAP(F—& X b 74)
Value: objectGUID

SP Connections | SP Connection | Browser SSO | Assertion Creation | IdP
Adapter Mapping

Mapping Method Attribute Sources & User Lookup Attribute Contract Fulfillment

Fulfill your Attribute Contract with values from one or more data stores, the authentication adapter, or dynamic text values.

Attribute Contract Source Value Actions

IDPEmail Adapter v userPrincipalName v None available
SAML_NAME_FORMAT Text v ameid-format:persistent None available
SAML_SUBJECT LDAP (js3test) v objectGUID v None available

Summary & 7 CHREANR =L L[Donelz 7V v o7 LET,

SP Connection | Browser SSO | Assertion Creation > Summary X 7 TR ERNA %
#ZR L. [Donelx2v Uy LET,
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PingFederate 7 2 4 7> FAERAZERIIRE  (Office365 FiEFREL)

SP Connection | Browser SSO > Protocol Setting& 7' - SAML Profiles % 7 D E&7E
ZIFRBICHHOETHE IRV, SummaryX 7 CERENBZHER L. [Donelz 2 U v
JL%E9d,

SP Connection > Credentials % 77 ©[Configure Credentials]® 2 J v~ L. SP
Connection | Credentials > Digital Signature Settings% 7 CUTDHXREZH I 7
WEd,

® SIGNING CERTIFICATEIX. 2218 CRTFE L /-BLFAIAE % EIR

® SIGNING ALGORITHMIZL, "RSA SHA256" % 38R

SummaryX 7 TR ENB =R L. [Donelxzo Vv LET,

SP Connection > Activation & Summary& 7 ¢, ACTIVE% %R L [Save]lx 27 VU v
JLERETRTFLET,

SP Connection

Summary information for your SP connection. Click a heading in a section to edit a particular configuration setting.

Connection Status )

PingFederate M EIZ U ETT,

3. Office365 (Azure AD) DERTE

Office365 MEREL%# H Z 75 Azure Active Directory DEREZE D78, [Windows
PowerShell F§ Windows Azure Active Directory £ 2 —JL] #&8EL 7,

UF 0wy FAH L, Office365 DEBREMERE/OTHY Y bTASA Y LET,
Connect-MsolService

> ]

S C:¥WINDOWS¥System32> Gonnect-MsolService

Please enter credentials

1-¥-2w: (@
HAD-F@): \

Fe )l
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PingFederate 7 7 4 7> MIERRERALRE  (Office365 JoiEEREL)

O7A VBICUTAEANL, WREXA V%2 72TL—vay EXAVIZEBELET,

$domainName = "<Federated Domain Name>"
Spingfederate = "https://<Hostname>:9031"
SbrandName = "PingFederate"

Sissuer = "<PingFederate SAML 2 entity id>"
SspId = "urn:federation:MicrosoftOnline"
SactiveLogOn = "S$pingfederate/idp/sts.wst"

$logOff="$pingfederate/idp/SLO.saml2"
SmetaData="$pingfederate/pf/sts _mex.ping?PartnerSpld=$spId"
SpassiveLogOnPF="S$pingfederate/idp/SSO.saml2"

$certData="<2.2 JETHE L BLAMBAE (TFXER) >
Set-MsolDomainAuthentication -DomainName "$domainName"
-FederationBrandName "$brandName" -Authentication Federated °
-PassiveLogOnUri "S$passiveLogOnPF" -SigningCertificate "S$certData"
-IssuerUri "$issuer" -ActiveLogOnUri "S$activeLogOn"

-LogOffUri "$1logOff" -MetadataExchangeUri "S$metaData"

-PreferredAuthenticationProtocol SAMLP

X <PingFederate_SAML_2_entity_id>|%. PingFederate DX EBEMUTEBEICHRESINTWLS D
DEBYET
Server Configuration > System Settings > Server Settings > Federation Info > SAML 2.0 Entity ID

NTFoavy FEEFTS L CRENBOERATETT,

Get-MsolDomainFederationSettings -DomainName <DomainName>

¥ Exchange Online THRERIEZBMICTH7-DICIE. UTOBRIENBETT,
https://support.office.com/en-us/article/Enable-Exchange-Online-for-modern-authentication-

58018196-f918-49cd-8238-56f57f38d662

4. GléasDEEERTE (PC)

GléasDUA (FBIAE) & V) RITHEAIAEAPCICA Vv R—FTEDLHOXELET,
K TERHRE L. GléasimFE MY CHRELEICIT>TWAIEALRH Y £
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