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1. (T C®IC

1.1. &

[CDWT

AETIE, BHRR [ 7714 X—=FCAGléas] THRITLIZV 747~ MEFAE %R
FA L T, Pulse Securett®SSL-VPNZEE [Connect Secure] #&H TMicrosoft
Corporation® 7 57 K4 —E X [Office 365] DRI xH I hHBIELEET S
T-HDFREFELELET,

AREICEHONRIE., BHORIBREICH T 28FzHEZLT-bOTHY ., Ho
WEIRBETOBFERIATL2LDTEHY FHA, BEHERERW/V T LE
ROl LTTERWLLTET LS BEVLALLET,

M TIIRBER DI 247~ FMIEBAZDRHBEDH T THEY £, RIEFTHER

HElt, BREOBEMVLWELELTI TEREBICTEKR LI W,

1.2. KEICH T HIBE

ARZICBIZFIEEL, UTORECHFEERZ{T>TWET,

>

SAML IDP : Pulse Connect Secure 8.2R5 (build 49363)

XL, [Pulse Secure] ¢ HHELET

MKAEZOZX 7Y —r a3y blEClassicUIER—RELEZbDERY T
SaaSH—E X : Office 365 Enterprise E3

L%, [Office365] ¢ ZEHLFT

XOffice 3652 ¥ —EX7ANA L E LTHBTBICIE, EVRRT I8 TR0 YT
avAMEICEY £ T

FXA>2ar bBE—7 " Microsoft Windows Server 2012 R2 Standard
XUk, [ADJ) ¢@ZHLET

HKUTDOY =LAV A =L LTWET

< Microsoft Online Services ¥4 >4 > 7 X2+

< Windows PowerShellF3 Microsoft Azure Active Directory £+ 2 —JL

< Azure AD Connect (ID7BEY3=vJH)

1S3 774 X—FCAGléas (/N—< 3 1.14.6)

XUk, [Gléas] LREHELET

2724 7> bk Windows 10 Pro / Internet Explorer 11 / Excel 2016
XU, [PCl &@E&EHLET

2 247> bk tiPhone 5¢ (i0S10.3.1) /
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Outlook 2.20.0 / Microsoft Authenticator 5.2.5
L%, [iPhone] ¢ ZHEHLET
XiOSTIlx. Microsoft Authenticator® i EICHE DD THENIA VA M—ILLTHEEFT

UTFIZ2WTIE, AETIEFAZEZL £,
® Pulse SecureDEXRMN KT
XARZDOFIEIZ, LLFURLTARBL TWBHRT A k~_—/s¢— [Pulse Connect Secure 7 7
AT > FEERAEBICL ZRARTE] OFIELE b TWE T EZFHRICERL TWET
https://www.gleas.jp/news/whitepaper/pulse-connect-secure
® GléasTODT h Vv FEFPEEIHERT
AEZHOARTIE. UTOMBAELZHKITT 28112 TY
>  SSLY—EEEAE Gk 7Y —a v EBELZARB)
> 74TV MEERE
® Windows Server®Windows kXA > Dty b7 v 7
® Azure AD ConnectZ AL 7=0ffice 3650 1—H# ALy 3 =7
® PC., iPhoneThx v b7 =V REFDOERKE
INDIZO2VTIE, FHERBOY 27 LE2ITSBL <4 h, RERZTERY K-
TLWARFEICBEAVEDE S,

1.3. KEICH T 21K
AETIE, UTOBRTRIET> TV ET,

Microsoft*
50 Office 365 |
Windows Server 2012 R2
AD DS / Azure AD Connect
(FAS avr0—3/ D6 R)

o \“ Pulse Connect Secure

Gleas

1. GléasTld, Pulse SecureBIZSSLY —/\iEAAZE %, PC - iPadDF|AEIC Y
ZAT > MEBEZRITTS

2. PC:UZAT7 > MET7Z 7800 fice7” 74— ar (RETIEExcel 2016
%ZHA) TOffice 365ICT7 7R 5 &, FiEF & L CTPulse Securell U &
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AL bEINB

3. i0S: Office®E/NA LT 71 (KRETIEO0utlook%=FFH) TOffice 365(C7 7+
A4 B e, FEF & L TPulse Securell XA L7 bEnd

4. Pulse SecureTlE7 747> FAEAEENXR T —FICK B ZERFTAE B T
B, ZORFIZ, B A VIDIFEEAEDOY 72 27 FDCN (GléasTD T H
7y &) L YHET %, SREISE T ICPulse SecurelFAD L Y 1B A BV L
Office 36bIZXfEL RV A 9 5,

14, EFAREORITRICE T 2BEER

AKEDHREARICE T, GléasTEFIAEAZE D HKITIREZ T 2BICIIUT O RIS

BET20EL’HY £,

e H—/\iEEAE
Y77 FOREL (Subject Alt Name) (2. Pulse Secure®H—/\7k
2 b b AEZTSAMLAORE R X +4 (Alternate Host FQDN for
SAML) OlADHRR FEADZBHINTWEIRELH Y £T,

=JLr==

2. Pulse Secure®MzxE

Pulse Secure DEB Web E@EICOZ A L. UTOHRTEABIHAWET,

2.1. BRIRTENBDHET.
PulseSecure A& D Office 365 HIEXRTFICIIHOHNLCOLUTDEREINHB LY £
ER

1. RR MEZERE
System > Network BEA® Network Identity lB T, Hostname AAA T TWL
5 &,

2. DNS ¥ —/\2%7F
EEmEm_E® [DNS name resolution] IEIZCTDNS 4 — "B LW DNS KX A A

ABDENTWBEZ &,

3. FFXIRIARRRE
System > Status > Overview BEN® [System Date & Time] IEH® [Edit] R &
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Y& )y L, IELW [TimeZonel X IEL W [System Time] ICTE{EL T
W3sZ &,

2.2. N—F v JLiR— FE&RTFE

Office 365 BHERICHERINIAE URL OLRIRRET LA ERDZN—F vl
R—bEERELET,

Network > Internal Port > Virtual Port #2 U v 7 L, MENIC D IP 7 FL X &1
ERBIPT7TRLRZT7HA >V LET,

| Cwerview | [nrernal Purt |6

Sattirge ‘wirtual Poriy AP Cmcha HO Cacha

Marwork Setimgs > Interead Part > Virbael Parts>

Virtual Port
* Name: Loyl
Priygical Part: Intarnal Port
Tha phpticsl port datnminss sl charsctariesice of thie virtusl pors osher thas [P sadrece
P Address:
1Pyt Addiress:
Sawe Changes Cancel
T ndicates regered Feld

LE%. [Save Changes]#27 VU v o L TRELET,

2.3. FWEEY — N DEF %

TERRIAEB RS 72, Office 365 BEERICERINE P X/ vavbbR—7
AR —NELTERELET,

Authentication > Auth. Server Z 27 U v o7 L, W& 7> A=a—7hn “LDAP
Server” Z3&ER L T [New Server..] 7wy 7L %7,

Authentication Servers

New: | (Select server type) v | NoewServer.. Delete.
(Select server type)
Local Authentcation
0 AL NIS Server Type m
ACE Server
e °' Athentication
Sy RADIUS Server .ocal Authentication
Active Directory / Windows NT
Anonymous Server
SiteMinder Server
Centificate Server
SAML Server
MODM Server
Time based One-Time Password (TOTP) Server

UToERZRELET,
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Name : FEORR GEBIZ) &AL
LDAP Server: FXAYaAY FA—=ZDKRAMEDIP 7 FL R%E AN
LDAP Port : RXA>arhO—7d LDAP(S)FR— k& AN
LDAP Server Type : ['Active Directory| % &R
Authentication Required I8 B
[Authentication Required to Search LDAP] (CF = v ¥
Admin DN (2, @Y% DN & /87— K& AH
) cn=Administrator,cn=Users,dc=example,dc=local
® Find User entries IHH
Base DN (2, 2 —HIBEHRDIRRN—X (2745 DN & AT
) cn=Users,dc=example,dc=local
Filter X, R4 >~ ID %> AD 0EM%EE (LDAP Server Type (Z [Active
Directory| %:3#3iR9$ % & . [samaccountname=<USER>] A BE#MICAY £7)
o ZTOMDERTEBRRT 7L +0xE FIABEICHEL THRE)

ﬁew LbAP Server

* Name: ad-test
* LDAP Server: :
* LDAP Port 389
Backup LDAP Serverl:
Backup LDAP Portl:
Backup LDAP Sarver2: |
Backup LDAP Port2:
LDAP Server Type | Active Directory
Connection: & Unencryptad LDAPS Start LS
Connection Timeout: |15

Search Timeout: 60

Test Connection |

Authentication requared

In order to use Password Management, you may need to select the 'Authentication reguire
password,

! Authentication required to search LDAP

Admin DN: cn=Administralor co=usars dc=m e dc=

Password: = essssssssssss

Finding user entries
Specify how to find a user entry

Base DN: .”‘:““'q do=p Mt ) de=local

* Filter: samaccountname=<USER>

% E%. [Save Changes]#27 VU v o7 LTRELEXT,
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Pulse Secure 7 7 A 7> MEEEAZREERTE  (Office 365 FoiEFREL)

2.4. SAML EAETE

System > Configuration > SAML & A £ 9, [Settings]Z27 ) v 7 LUTEREL
£9,
® Host FQDN for SAML :  Pulse Secure Mk X b&Z% AH
® Alternate Host FQODN for SAML : RREKRX & & AN
REFRZAMRIE, 22T BTNN=F v ILR—MIBIVETE IP 7FLRICABIBREIND LD
ICLET

Settings

PATadats Server Lovrbgaeatean

Timeout value far metadata fetch request 30 weconds
Valdity of ugloadod/dowalodded matadata Mol 0 days
Hodt PQON for SAML

Aternagte Host FQON for SAML:

Gawee Uhasges

Seve Changes | Cancel | Upduss Ervity Ids

HERTH%., [Save Changes]|Z# 27U v o7 LIRELXT,
Z DI, [Update Entity Ids]Z 27 U v 7 L, LTOBEREBEICTCRLAZ > Z 7Y

v LET,
2 confirm Update Entity 1ds
Are you SUfe you want 1o regensrate en ”, igs of all figured :'.f.N'K Auth Servers, SAML SSO Policies (Legacy
Mode) and K_‘.i;;;} SAML [dP7 Pear SAML antities will n_—x,v figur -—1 ith [h.- new [ tity Ids
Update Entity ids | Canced

2.5. Office 365 X X T —X DA Vik— k

System > Configuration > SAML & A £ 9,

[New Metadata Provider]Z2 ) v 7 LUTZHEL £,

® Name: EEDOZIZ AT

e Upload Metadata : BUF URL & Y Office 365 DBEER (A &F—&) %O
—HIIPCIZHZ 7> E— KL, Pulse Secure ~7 v 7’A—F
& vA— K URL (2017 4 3 ARE)
https://nexus.microsoftonline-p.com/federationmetadata/saml20/federationmetadata.xm|
Accept Unsigned Metadata : # = v 7
Role : [Service Provider] (CF v 7
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Ao >
New Metadata Provider
Name: ofice355

Netedate Prosider Licatins Condh

Location: ® Lozl Remsts
Upload Metadata File: Ciempledeistionmats &8
Current File:  None

Metadats Briarder Vowfiiatune Coatrjarstan

Accept Unsipned Metadaca
Signing Cartficate:
Tasyed Too
leeied By:
vails:
Dwtats: * Gther Cartificate Dwtals

Upload Cartificate: o | Daeon

Enable Signing Cectificatu status checking
‘g e g

Metadsta Preaidor § Elor Linsluaration

Roks: Identity Provider | Servics Provider Policy Decision Fuist

Erthty [ds to mport:
Neve (hmrges

| Save Changes | Cancel

REK T, [Save Changes]z 27U v o7 LIRELET,
EBICAVR—FrENBELUTOLIITRREINET,

P f&‘nfmmuhn

e I

D Metadite tame  Patiy 106 waks vast TH E Mwtagara Lecatien

wrn-later stion: McroacftOrlne = 20380119 12:146:07

2.6. IDP &{FE— FDETE

Authentication > Signing In > Sign-in SAML > Identity Provider & &, LUF D%
ExBIHWET,
® Protocol Binding to use for SAML Response :

[Post] ®&O* [Artifact] OmAICTF v ¥
® Signing Certificate :

BANEADSSLY—NGRAEE 7L T v XA Z 2 —H oFER

® Other Configuration :

[ Reuse Existing NC (Pulse) Session| % & ©° [ Accept unsigned
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AuthnRequest] OmAICF = v 7

Basic 1 v (1dP) Conlig [Pubbsbeed in Matadata)

Protoce! Binding to use for SAML Response
Post
Artifact
* Signing Certificate:
Dacryption Certificata: [No Encryption
Other Configurations
Reuse Existing NC (Pulse) Session

Accept unsigned AuthnRegquest

® Signin Policy : [*/] Z 7L &7V X =2 —h &R
XEL20714 YV URLZRELTLWASBEREITEEEE
® Subject Name Format : [Persistent] # 7L &> X = 12 —H 5%ER
® Subject Name : [<OBJECTGUID>] & 5 Pulse Secure WEFDZE#H L %= A S
(<] T>] E6H7T)

* Signlin Policy
* Force Authentication Rajact AuthnRegquisat

Sehavior:
. Re-Aauthenticate Usar

Usee 1deatity

» Subject Name
Format:

* Subject Name -6.‘,'.1,',';.]!,?—]

® Directory server based Configuration
Directory Server : 23IETHRELZF XA Oy bO— 7 % FER
Username for Lookup : 7 7 # /L ME®D [<USERNAME>| % :&%7E
Attribute Name &' Friendly Name : Z1Z 4 [ObjectGUID] & A7 L [Add]
o Vwy

Ctrectocy server based confguration:

Directory Server at-doy

* usernanme foe Loskep: |~UsERuANE

Dwets | & | 8

3 Atrbass Matme Friendy Name
A

ob|ectGUID abjecGUID

ZZE£THRTEL T, [Save Changes]lz#2 YU v 27 L%T,

Z 0%, FEmEE FERD Configuration D[AddSP]Z 27Uy 7 L. UTOHREEEH

ZHRWET,

® Entity ID: [urn:federation:MicrosoftOnline] % %R

® Role: [Policy applies to ALL roles| A, ERNICEIY H T2 00— /L% &
R
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Signing In >
New Peer Service Provider

* Configuration Mode: O Manual ® Metadata If metadata is selected, uses metadat

Service Provider Configuration.

* Entity Id: Ium:federation:MicrosoftOnIine /| Unique SAML Identifier of the

0
o

[[] select certificates manually

Certificate Status Checking Configuration

[] Enable signature verification certificate status checking Check this to enzble

[[] Enable encryption certificate status checking Check this to enable

Customize IdP Beh

[[] override Default Configuration

Roles

® Policy applies to ALL roles
() Policy applies to SELECTED roles
O Policy applies to all roles OTHER THAN those selected below

Available roles: Selected roles:

Users (none)
Add ->

Remove

Save SP configuration

Save Changes H Cancel I

27. LILLDETE

User Realms > [2.6I® SignlIn Policy CRREIN/=O 7 A »URLICH DO LILA]E
EH UTOHREEZHIHBWET
XServersOBIER (/747 MEBERIHOKRE) EITICBEI b TVW2HDELET

[Enable additional authentication server| (CF v 7

Authentication Server #2 &, 2.3ITRE L7585 —/N (AD) #%#IR
Username is (. [predefined as:] ZF#IRL. TDH &I [<USERS>] % A
7

Password is &, [specified by user on sign-in page] % 3R
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G.t'lll‘l’dl
[ Gonere

* Name

When editing, start on the Role Mapping page

Servers

Authentication

Directory/attributs

Accounting None
evice Attributes

Addtoral Authenticatan Serves

Erabile additional authentscation sarver

End session If authentication against this server fals

HERT%, [Save Changes]|# 27V v o LIREFELET,

LL_E T Connect Secure WX EITZT TT%

3. Office 365 (Azure AD) DR E

Office 365 MEREFA B T 74 5 Azure Active Directory DEREZED /=%, [Windows

PowerShell F Windows Azure Active Directory > 2 —JL]| ##&EEL £,

UTFoavwy FAAL, Office 365 DEBEEREZF >V AV FTRITA Y LET,
Connect-MsolService

PS C:¥WINDOWS¥System32> Connect-Mso!Service
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Pulse Secure 7 7 A 7> MEEEAZREERTE  (Office 365 FoiEFREL)

A7AVRICUTEADL, RERXA VAT 2T L—a Yy RAAVIZEBLET,
# AN

Sdom = <Federated Domain Name>

SfedBrandName = "PulseSecure"

Surl = "https://<Alternate Host FQDN for SAML>/dana-na/auth/saml-sso.cgi"
$logouturl = "https://<Alternate Host FQDN for SAML>/dana-na/auth/logout.cgi"
Sissuer = "https://<Host FQDN>/dana-na/auth/saml-endpoint.cgi"

SecpUrl = "https://<Host FQDN>/dana-ws/saml20.ws"

$certData = "<2.6 B THE L7z Signing Certificate (FFX M) >»

Set-MsolDomainAuthentication -DomainName $dom °

-FederationBrandName $fedBrandName -Authentication Federated °
-PassiveLogOnUri $url -SigningCertificate S$certData -IssuerUri $issuer °
-ActiveLogOnUri $ecpUrl -LogOffUri $logouturl

-PreferredAuthenticationProtocol SAMLP

UTFoaAvw Yy FA2ETTEHIETCEHEENBDOHERNAIEETT,

Get-MsolDomainFederationSettings -DomainName <DomainName>

¥Exchange Online THERIEABRICT D702 1F. UT DIREHIFBETT,
https://support.office.com/en-us/article/Enable-Exchange-Online-for-modern-authentication-

58018196-f918-49cd-8238-56f57f38d662

4. GléasnEBEZLT (PC)
GléasdUA (BAR) L U BT HATHEAPCICA i hCE2 L SBELET,
XTEHTEIZ. GléasiImIFEICEE CHRELXEEICITo-TWABEEN LY F7

GléasdRA (B#R) IcAZ 4> L, BELELY [FRERIZ7 ) v 7 LIRER—
BlEmEICHEEL, REZITHOUA (BAR) 27y o LEd,

- P Gleas GenericUA  Gleas F 2+ )L BHRAR

AFFHIBEA’HC DT, [EREREIRD TUTOREZITVWET,
[GERAZEX b T7ADA ViR— R EF v 7

[FERAE X b 7 OZFER| T[22 —P X b 7] % =R

REDOA VR— b —EORIHIRT 2HEIE. [ R— 7 XZ2MAT

e 6 o
P
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Pulse Secure 7 7 A 7> MEEEAZREERTE  (Office 365 FoiEFREL)

BlF vy
SHRE AT iEss Il‘ﬁ'}.f‘? 'l

W SEIRE A 7 A —
m e F it A TS

RERT®R, (REFEIZ7V v I LBREZRELET,

EBHEDANDED>Ten, [REIZZ )y 7 LET,

5. 7547 MgfE (PC)

5.1. 7747~ FEBBED A v 7R— b

Internet Explorer ©GléasMUAY A MICT7 7R L ET,
074 YBEEHIARRENDED T GléasTOI—HIDENRT—RAEADLAS A~

LY,

O L Fa—+Fu 21 2 [UA]

O/A4vd3e. 1I—HEAN—ISARTINES,
GEREDA > R—RRE 57Uy odBE, 54T MNEAZDA K — b

NIThnEd,
XPEIA S A v DOBRIE, ActiveXa > FA—ILDA VA F—ILEROSNZ DT, BEEDIERIC

WA VA= ETETLTLEEI N,
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ss1-rca Gléds @

[FAF 242 Ehamt—i] Bort
-t

e B E T

RalE ™ : ooy s

"1 JECH-SHE daee O 21134 o T =

(A= TR #BHICLTWEESIZ. A v FE— FRTHRICESCO Y
TrSEoNET, BOSA Y L TCH[EEAZD A v R— FRA Vv IFRRIN
T. BEDAVR—b2ITS52EIETEE A,

ssa~—rca (Gleds @

[FAF 212 Ehat—2i] ooEToE
1T

k21—

L= ) REE 20 s

il FAF g =2
# =410 Eeahumer il
»¥=ALTFLS

&k I RN

LR e Far L

Rl JOOF-E8S dama CA 130 ol il . el = e B

5.2. Office 365 ~DT7 7+ & (77 57H)

Internet Explorer ©Office 3656~7 7 X L. RAAVEZA2EL1—HYIDEAADLE
I, ZD#. Pulse Securellinixs Ny 74 7> bIBAEA RO OLNF T,

¥Pulse Secure® A7 A YURLAA—HILA Y b 7%y b/ —VIZREINTWBRHEERE, IE
DFREICL > TZLUT D [Windows £F 2 )74 | BEIFERRINAWVEGLHY T
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Pulse Secure 7 7 4 7> MERAEREIRTE  (Office 365 JoxEEREL)

Wingiows 2217 =
1 R
10K £ vz, olEite el ey, ColER e EL Gl 15

£ EFVILTED

tiestiiser 6
AT KOO 555 dereo C8
E WM 2EAEE e 2THTEAE

ERELRTERTLAY

=3 L=y

IH5E T 9 % &, Pulse Securedn 7' 4 YEIEAERRS NS D TWindows

SERRZEEYE
RXAYDNRZAT—FHAALFET,
Welcome b

Pulse Connect Secure

Sacendary pacswond

Simn |

INR 7 — REBEERINEE IC. Office366MR— R IILBE AR RINE T,

ZAICEE

A e T 2 T UTHBE

BEBEABDE
o [ofo]ofe]e ][ B

5.3. Office 365 ~dD 7 7+ X (Office 77 V)
Excel 2016 OB XX A MNR—(ZHB[VA A V]E7 )y LET,

Bookl - Excel

Office 3650 7’4 YAD 1 —H#IDEAAL T,
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Pulse Secure 7 7 4 7> MERAEREIRTE  (Office 365 JoxEEREL)

A2

Excel TERLLWFHZLHDA-L PRLAFEIRESES
EANLET,

ZFDH, 770 TCOTIRRERKRICISAT > FEFRAEE R —RIZ L BER
MAEBIHEWET,
i 2E -air:

10K £ LT, InlE e e EEELaT. DR ELAG LA 15
BN B ILTOCERN,

testuser2 g
PR g OOH 5SS deren CA
m WRRE 2096 E 8 207HNE
—

ERRIRATERTIAY

o] o

S Pulse Secure

Welcome to

Pulse Connect Secure

Secondary password || |

AN T 2 E AT A v A—YHRRIND LD ICHY £T,

testuser i b o]
o o o tmasy
=] = BT -1l
P
E ~
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Pulse Secure 7 7 4 7> MERAEREIRTE  (Office 365 JoxEEREL)

E 2 0neDriveX>SharePoint Onlinel2t B4 A >3 20T A SA VYA L=
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