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1. XU &®IC

1.1. Z"EIZTDOWT

RETIE, ARG [ 774 - REEREGléas] TRITLIZI 74 7> MEAE
ZF AL T, Pulse Securett® v b7 —2 7 7t XH){E#2E [Pulse Policy
Secure] ZFAL TD802.1x EAP-TLSIERZ H I A HIRIBEAZBET 572D DK
EPlzLE L £7,

AZICHRHOANRIE, BHORIRRICB T 2BF2HERILILOTHY, H5
WEIRBETOBFERIATL2LDTEHY FHA, BEHERERW/V T LE
ROl LTTERWLLTET LS BEVLALLET,

M TIIRBER DI 247~ FMIEBAZDRHBEDH T THEY £, RIEFTHER
B, RREOBHWEHLELE TEBRERICIER T W,

1.2. KEICH T HIBE

REICBITZ2FIRF., UTORETHFERZIT>TVWET,
> Pulse Secure Policy Secure (/X—< 3 >5.4R1 (build 42499))
L. [Policy Secure] &SZ#H L £
> 774 = RiEREGIéas (/N— 3 1.14.6)
XUk, [Gléas] LEHLET
> ERRLANT 72 X3R4 >~ b @ AirMac Extreme (/N—235>7.6.9)
> 7747~k (PC) :Windows 10 Pro
XL, [Windows PCJ &SEEH L9
> 7747k (7L y k) iPadAir2 (i0S10.3.2)
XUk, [iPad) CRHLET
XKAZZRHORRIZMDiIPad ) — X iPhone + iPod touchlC HERATE £ T

UFIZoWTlE, RETIIHAZIEZL £,

® Policy Secure TOEERR Ly F7—2%E. RADIUSYZ 54 7> b (R
LANT 72 24 > k) OBIMNAE

® GléasTDI—YEHFPC I 747 > MEHAERTEDOERERE - RTE

® PC - iPadmigfFhi%

INBIZONTIE, BERBOTZ 27 EISBWELECH, SEGZERY -

TWARGEEICBEVWEDLE T,

4125



77 A R— AR Gléas R 7 A I*/\—/\—
Pulse Policy Secure T® 802.1x EAP-TLS F2EF%E

1.3. KEIZH T DK

AETIE, UTOBRTRILAZIT>TWET,

Policy Secure

Gleas

1. GléaslE. Policy SecurelZt —/ZEAAE. Windows PC&iPadicy 4 7> b
FAERAE % RI1TT B,

2. B X Policy SecurelC Y —/NIFFAEARET B,

3. =YL, GléasnFAEWebEE (UA) &£ Y FEBAE % Windows PC &iPadic
A vR—=—FrF 2, AEIC. EBRLANOEG O 7 7ML A Vik— T 3,

4. Windows PC&iPad# o EAP-TLSFREEIC L 2 HARLANT 7 X &2 B 27 5,

2. Policy SecuredD:i&7E

21. E¥ET 5 — FERELA DRE
SERBTZ7 547 NIRBO SRR T U hELDL— MRABEREL &
ER
HOH L Gléas &Y L— FEEAEE LTV A—FLTHEET,

Gléas (T http://hostname/ (http THB I LITEERE) TTI7ERTHE, BTV
A0— KA RIBETY,
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ONL—tiEmBnSvrO0—Fk

ZARO by IR—S(CFIERTIEHD
JL— ~EERASE A7\ )y 7L TA D

DEIRD by IR—SnED

BEEBEAMAO X = 12— &Y [Configuration] > [Certificates] > [Trusted Client
CAs] & A4, HAIICHIET % [Import CA Certificate-- ] R4 %7 U v 7 LEd,

Configuration = Certificates =

Trusted Client CAs

Configuration

Certificates

Pulse One Security NeEgiile==8 DMI Agent

Sensors

Client Types Guest Access

Device Certificates Trusted Client CAs Trusted Server CAs Client Auth Certificates Certificates Validi

Users can be required to present valid client-side certificatas to sign in(see the realm-specific Certifica
certificate authorities.

| Auto-import options... || Proxy Settings... || Import CA Certificate... || Delete... |

[Import From:]m & Z A T[SBIRA VAL, O—HLIRELTHDIIL— ML
BE %2R L. [Import Certificate] K& > %27 U v o L £,

\

Configuration > Certificates > Trusted Client CAs >

Import Trusted Client CA

Certificate file

Import from: C:\templiai.cer

o
&

Import Trusted Client CA?

Import Certificate

RN 2 EUTOL S BEENENES,
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Configuration > Trustaed Client CAs >

Trusted Client CA

Successfully imported Trusted Client CA: JCCH-SSS demo CA

Certificate

Issued To: ) JCCH-555 demo CA

Issued By: | JCCH-5SS demo CA

Valid Dates:  Jan 11 15:46:45 2010 GMT - Jan 6 15:46:45 2030 GMT
Details: b Other Certificate Details

Renew Certificate ...

&ih) 2 & (CRL) 2MALEZI 747> FMEBAZEORNERE B K5 HEIL.
Client certificate status checking T@H . [Use CRLs (Certificate Revocation
Lists)]Z2#IRL £ 9

Client certificate status checking

O Nane

O Use OCSP (Online Certification Status Protocol)
@ Use CRLs (Certificate Revocation Lists)

(O use OCSP with CRL fallback

Inherit from root CA

Z Zc—[E[Save Setting]#27 U v LT, ZXEEZRELET,

Z 0%, BEESR FERICH S CRL Setting ®IBH T, [CRL Checking Options -] %
Vv 7 LET,
CRL Checking Option DREBEHICEEBHLET DT, UTOREEZHIBLVET,
e [Use:]oFmvy 7Ry o7& [Manually Configured CDP] % 331R
e Primary CDP ®[CDP URL]IZC CRL B4 >~ b &% URL AN

¥CRL Befn S WMEH S 515414, Backup COP #3%EL £ 9

BUF % Gléas ' http TRFL TW5 CRL ZHUS T 258 0KREA LY £7,

Configuration > Trusted Client CAs > JCCH-S55 demo CA >
CRL Checking Options

Specify the CRL distribution peint(s) from which to download the CRL, as well as how often to download.

Use: |Manual\y configured CDP e

Spacify a HTTP or LDAP-based CDP, and an optional backup COP if the primary CDP is not accessible. If the CDP requires authentication, enter the appropriste credentials as well.

Primary CDP

CDP URL:  |hitp:/i ) ferlfiat.crl

Admin DN: | | ttoar only

Password: | J ccon ony:

Backup CDP

copuRL: |
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F7- CRL 0o EX5HEEAEIEE L 7= WiE & X, Options I H T[CRL Download
Frequency] #38FE 35 Z &L Y ATBETT,

LUFIZ CRL OENHAR ICBA{% A <. 24 BERS48I1C CRL 2 EE T 258 DR TEH &
mYET,

Options

CRL Download Frequency: hours (1-9999)

TR T, [Save Setting]l 227V v 7 LTEREZRELTCLET,
B L7 EE® CRL Setting @ Status f#(C Enabled &&FRENET,

CRL Settings

Certificate revocation lists {CRL) are used ta verify the ongoing validity of user certificates, and are obtained from CRL distribution points
(CDP). To enable CRL checking, click CRL Checking Options, and specify the options.

| CRL Checking Options ... | | Update Now | | Enable || Disable

CRL distribution points Status Last Updated Next Update

D http://demo.jcch-sss.com/crifial.crl Enabled; 2018/01/19 16:35:49 2018/02/17 20:30:36
ast result: Success, new CR OK: 8KB,

162
revocations

2.2. Y —/\iEAE DERTE

EEEBBRAR O X = 12— & Y [Configuration] > [Certificates] > [Device
Certificates] £ A £ 3, Z D, [New CSR...]Z 2 U v 7 LEFBAEZEELEK (CSR)
TRITLET,

‘ New CSR... || Delete... |

Certificate Signing Requests

FR MR E, EREZAHL[Create CSR]IZ 27U v 7 LFEFT,
LUFIERSA2048E y b iR TCSREVER T 61T,
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Configuration > Certificates >

New Certificate Signing Request
Use this page to create a new Certificate Signing Request (CSR) to send to your Certificate Authority of choice.

Common Name:
(e.g., secura.company.com)

Organization Name: |J53
(e.g., Company Inc.)

Ipulseflesus:}—tesn2.I0(:a}

Org. Unit Name: I
(e.g., IT Group)

(e.g., SomeCity)

State (fully spelled out): I:l
(e.g., California)

Country (2 letter code):

o ]

Email Address: |

Key Type: ® psa O ecc

Key Length: [2048 v vits

Please enter some random characters to augment the system's random key generator.
We recommend that you enter approximately twenty characters.

Random Data:

3 . |t-o-oa-.o...-on.oo..
(used for key generation)

Create CSR

CSROERMN B b E T,

Qi,) CSR. created successfully
Your CSR was created successfully. See below for instructions on sending the CSR to a Certificate Authority.
The certificate approval process may take several days. When you receive the signed certificate from the Certificate

Authority, you will need to import the certificate to complete this process.

Configuration =

Pending Certificate Signing Request

CSR Details

Common Mame: pulse-test.js3-testi?.local
Created: 1/19/2018 17:18:55
0Org. Name: 1=3 Locality:
Org. Unit Mame: State:

Email Address: Country:
Key Size: 2048 bits

BEFEROTF R T Y 7ICCSRARTRENF T,
CONBETFALN 7 7AINIREFELET,

Step 1. Send CSR to Certificate Authority for signing

To send the CSR to a Certificate Authority (CA), you need te copy the encoded text below, including the BEGIN
and END lines, and submit it to the CA in one of the following ways:

* Save the text as a .cert file and attach it to an email message to the CA
+ Paste the text into an email message to the CA
* Paste the text into a Web form provided by the Ca

Mote: Manage the CSR process carefully. If you submit more than one CSR to a CA, you may be billed for each
CSR.

InEMEz152 zH-:fXKvacLB-HCL:EL'rlE)FMEjXX /CnMcL':’lC—éR':’FPT-: ke Ep—r‘-IEeZv.fI.f'.-.":'Q

Gléas (RA) (CATA v L. ZEDY—NTHI Y bDR=—I~BELET,
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INAZ2—DERERTIZ Vv 7 LET,

OfEFS : o) CIRERTFE _ r JLra .
oENE : TuENE ssax—rea GlEES @3
[PHraA 1m0

PHOUE TR

Account -
- (] pulse-testjcch-sss local
X o

roup

e | Sl oumEE 8 FL—THRHE
* Gertificate pir—f EE: 20160114 1824 b a=tFEN~T DEm

nll.l!n(:l >AF=22 W >l
gzt | crome  memseone s
(" Templale 3 7b2 1 pulse-est joch-sss local » ) EERE T
OFhT oM
ZHoxb-R K EEAmATOME
[EBMRE-R
FHOXHERBR_ oL, e 5 e EEHE
»ERERE EEABIIRTAN TS A
[ »ZHOZEME
; | hFrTL—-HAE
rEsZEARS

—BR(CN) pulse-testjoch-sss local

BIEBE 75-70—CA Ghas 14 Zac ™

tiRERUEREZRAL. UTOREZEIHVWET,

® AAEER (CSR) 77 ALET vy 70—RT3: D[BRB--RE2EYEY
»O—FL7=CSR 7 7 A L% IR

® [CSR77ALNDRNBEHRTDICF vy

Z0t%, [RITIREVE2 U v o LET,

Wi:g : z ’ F oLra
Send. 2o senrca GI6ES @
[Pt -megns

§ 7ovh IR
uuuuuuu —
|| pulse-test.jcch-sss.local
g =7 —
Group _
e KEEERT
* Ceriticate | W COEE T EPAGEROMESE T LS.
MO0k TR NS TS ERENSLE T,
§ BRATIA2 L~ ORI BB R IR TSR TER
77+
Tomplate
2 » FROME EASERITLE T DAL UL TR IEML TSR .
OFaAT-HEfF > ORivaa DR~ TS
FASYE-—R > EOABER(CSR) 77/ L EF 9 IO~ % | CMamplpulse cst .
BRTRE-K > MICSRO-(ILOMSERETS
FASEEANE | =it
» EMERTT
vcn ot
> CN=pulse-1es1 jcch-8s3 local >R TR NHEE
» DC=COM, JCCH-SSS > - TERE
» FiReIA 7T
AR 75 47— CA és x sooH [Ty Ppea—

AREDERANBNERREINZDOTHERE L, (PIORETHETISIZ7 Y vy
L. BERAEDOHITEH I A VET,
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OFFES : ) GPRRRETTE r gvra
oFAE : TALERE F54%=PCA Gleas
[Prro N P8 B0 OElE 0Lz OOYTI
[ Fnovk ]
- = ] |TI pulse-test.jcch-sss.local SFMAEER(CSR) O

Group |

(g Emm |
! Certificate J
4,--71‘41'
| & Device J
 FoTL=k |
M Zzzlt)
(-FELFIS
Fhovt-R_ |
(snemz-m |
FHov AN |

WEBE 75— A Gt

SERTRTE. AHELEEEOTHREY 7 (LB [EHE: HY ] 522
gy L. BITENFAREEL Y O— R LET,

OFERE : ) THBRRITTE _ 4 2z m
ot : TabERE azx-rca G1EA8
[GEORE ] >ta DR 005 DNt B2 BOZ72E
PhYLE il =%
Aczount =
F : JCCH-SSS demo2 CA#4 o
& =7
W Groun J
T - | K IEAEWE L R - o@atnscs N
‘* Certiticate. » pulse teslicch-sss bocal IS : 20160114 18:37 $£78 : 20190114 18:37
At
45822
I. FuTL—k > 8l : 453 > PHRE : 20160114 18.36
omples > 18 : pulse-test joch-sss local >HHEE : 1096
> e8pH ¢
OERERE » setpsen
= SEERMTE :
»eh > VA« WA
[ rmmE J » B : FAIERE
EasiAng | Bl
=i 4

[y ]
» EPAER 1 JCCH 858 dema CA
>ERFAAL: 2
> 402 AFPASU s ¢ shadsh
> @E 2048
> @fE : BEES BOEEE
> WSRBAES : SSL9—) PEF SB4S-(T PR
> B35 : DNSE pulse-lest jcch-sss local

>IEMABER : B
FEFREIY 2016/01/14 18:36
>iPRE: T
fEsE83 201670114 18:38
>l L

h 77—

MBI 751 c—tGA Gidas

Policy Secure ICRE Y, &£ > 0O— K L7ZEBAEAIEE L. [Import]2 2 ) v o L
7\‘/7°|:|— P[/i—é—o

Step 2. Import signed certificate

When you receive the signed certificate file from the CA, select it bel

Signed certificate: C:\templ\download crt

11/ 25
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RCA.

L ETHY—REEAEDEFENT T T,
Device Certificates |27 v 7A— F L/-iFBREZEA R REINE T,

Configuration > Certificates >

Device Certificate

Pulse One  Security WeGLUl=IZN DMI Agent  Sensors  Client Types  Guest Access

Device Certificates Trusted Client CAs Trusted Server CAs Client Auth Certificates

Certificates Validity Check

Specify the Device Certificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary,
you can add custom Intermediate CAs.

| Import Certificate & Key... H Delete...

Certificate issued to Issued by Valid Dates Used by
a [ pulse-test. jech-sss.local JCCH-SSS demo CA Jan 19 08:35:45 2018 GMT to Feb

19 08:35:45 2018 GMT

BEOY —/EIAENEMSNTWEHZEIR. 7747 b oDT7 72X %%
IR — 2B ESDZ20EN DY £7, LOBEDIAPELDOY ¥ 77 v 7
THIETXEDRENBIBAET, UTIEARMPE— MBIV HTHH B F
ED

Certificates >

Certificate Details

Certificate

Issued To: p pulse-test.jcch-sss.local
Issued By: p JCCH-S55

Valid: Jan 19 08:35:45 2018 GMT to Feb 19 08:35:45 2018 GMT
Details: # Other Certificate Details
Download

Present certificate on these ports

Select the internal and external virtual perts that will present this certificate:

Internal Virtual Ports: Selected virtual Ports:

<Internal Port>

External Virtual Ports: Selected Virtual Ports:

<External Port>

Vian Ports: Selected Vian Ports:

2.3. User Realm & &

EBEBE@AR DA =2 —%& VY [User Realms] > [User Realms] & A % 3,

LILL—BARTREINDZDT, T74ILETEONTWS[CertAuthlZ 2 U v o L
9,

Authentication(Z. [Certificate Authentication] " BIRENTWB T & #HERL F7,

Aty
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Xahv ik, #Fr7/-lCUser RealmZ{ERL L £

User Realms > Cert Auth =

General
Authentication Policy Role Mapping
*  Name: Cert Auth Label to reference this realm
Description: System created FS
authentication
realm for v
D When editing, start on the Role Mapping page
Servers
Specify the servers to use for authentication and authorization. To create or manage servers, see the Servers page
Authentication: Certificate Authentication v
User Directory/Attribute: |[None W
Accounting: None v
Device Attributes: None W

Dynamic policy evaluation

] Enable dynamic policy evaluation

Session Migration

Other Settings

Authentication Policy: Certificate restrictions

Password restrictions
Role Mapping: 1 Rule

Authentication ®3&#R i | Certificate Authentication /7 WG A& (X, HRID X = 2 —
®[Auth. Servers] ©. Server TypelZCertificate Server&# 8% L /=505 U — /\RE %
BIBSRENDHY X7,

LUTFIcZznBEnFIEEZLLET,

Authentication Servers

new: | (Select server type) V| ‘ New Server... H Delete...

Authentication/Authorization Servers
Administrators
D Certificate Authentication

Type
Local Authentication

Certificate Server

D Guest Authentication Local Authentication

D MacAuth MAC Address Authentication
D System Local Local Authentication

[New:]o Ko 74> &V [Certificate Server]Z#5&EIR L. [New Server..]7 U v
JLEY,

I —NDORTFEEICEEFHTLI2OT, UTDOEXREEXZITVWET,
® [Name:|IZld, —E DR —N\EZFRAE A S
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® [User Name Template:]IClE, 2 —HID& 9§ 2AAENDEEE AN
XEAFBAEY 72 =7 FCN (Common Name) ZF|AT 27 —XTld, 774/ FTA-TWD
<certDN.CN> 0 F FICLTHEFET

Auth Servers >

New Certificate Server

* Mame: ‘Gleas Label to reference this server.

User Name Template: ‘<cerlDN.CN> | Template for constructing user names from certificate attributes.

RELEZLILAICIE, BIARHRICY Yy EY 7SN 0—LEXRELTHEEET,
DUFIE, SEAZEY 7 27 FOCNICED & 5 BRENH A 5 & UsersA—IL & E 1)

T3BE0F L7 Y 3 (LUTEEH D [Auth. Servers] 3% E d [User Name Template]
T <certDN.CN> Z#EFELTWBH I L) ,

User Realms = Cert Auth =

Role Mapping

General Authentication Policy RGIENEET el

Specify how to assign roles to users when they sign in. Users that are not assigned a role will not be able to sign in.

New Rule H Duplicate || Delete H : 3 HIl

? \When users meet these conditions assign these roles Rule Name Stop
D 1. username is "=" Users all_cn

When more than one role is assigned to a user:
(®) Merge settings for all assigned roles
() user must select from among assigned roles

() User must select the sets of merged roles assigned by each rule

Mote: Users that do not meet any of the above rules will not be zble to sign into this realm.

RER T, [Save Changelz 27U v 7 L TEREAZREL TS0,

2.4. Authentication Protocol Set %7

Signing-in > Authentication Protocol Sets & ¥, FREE7' 0 h T+ v kT EAP-TLS
NEENDHLOEERLTEZTET,
¥Factory Default ®IRBET, CertAuth & WS 7o bOity FAMERENTWET

14 | 25
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Saning In >
Authentication Protocols

Sign-in Policies  Sign-in Pages  Sign-in Notifications Yo IETLLEEToTvd Bt

‘ New Authentication Protocol... || Duplicate... || Delete... H Restore Factory Default
Name Authentication Protocol  PEAP TS
[] 1 802.1x EAP-TTLS EAP-JUAC EAP-JUAC
"_‘-.- m created default authentication protocol required f EAP-PEAP EAP-MS-CHAP-V2 PAP
MS-CHAP-V2
EAP-MS-CHAP-V2
EAP-GenericTokenCard
2 802.1X-Phones EAP-MD5-Challenge
System created def; a cation protocol for phones EAP-TLS
j 3 Guest PAP
System create tocol for guest users CHAP
[] 4 CertAuth EAP-TLS EAP-JUAC EAP-JUAC
System created authentication protocol for Certificate EAP-TLS EAP-GenericTokenCard

Authentication

2.5. Sign-in Policy M & E

EEFEBEAR DX = 12— & Y [Signing-in] > [Sign-in Policies] & A F 3, Z D,

[New URL..]ZZ U v & LMT@E&E%BZE\A&T

® Sign-in URLIZIE. ¥4 >4 YADURL (ULTFofI<Tlx */radius) %XE

® Authentication RealmiZ (%, 2.3IBTHRE L 7= v)le&Z.Mﬁ’C“%ZELf:E@EEfD k
Lty b ERE

ign-in Polic

New Slgn -In Pollcy

User type: ® users (O Administrators

I =
Sign-in URL: |*/radius

Description: 753 test WiFi

Sign-in page: Def?g",s',gn, I
To create or manage

Authentication realm

Specify what realms will be available when signing in.

)]

il realms ication protocol set
[CertAuth V| [-Not applicable - V| -
[] Cert Auth Cert Auth

2.6. Location Group $# &£ 1* RADIUS Attributes 3ZE

EEEBEREmAME DX = 12— & Y [Network Access] > [Location Group] & & F ¥,
Z D, [New Location Group..]J# 27U v o7 LX7d,

FEoOS—>a v IL—T7ZE 2B TERELIZYA VA HOURLZREL £
ER
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Metwork Access > Location Group >

New Location Group

Location Group

* Name: 802_1x_test | Label to reference this Location
Description:

Group

* Sign-in Policy: *fradius/ “ To manage policies, see the Sign-In Polcies

MAC Authentication Realm: | (none) v To manage rez ee the MAC Address Realms

Save changes

Save Changes

indicates required field

R7F%. [RADIUS Attributes] %2 7 #2IR L. [New Policy..]Z227Uv o7 LEd,
FEORY > —ZfRe, RBLERTEHRELIAT—>a vy L—T%2RELET,
F70747 > MIERAYT 5RADIUSEMZREL £9,

SEFFAOBMDEI) BTH LAEWLDT, [Openport] ZEIRL TWET,

Network Access > RADIUS Return Attributes Policies >

New Policy

* Name: ‘test_poliqr

Description:

Location Group

Specify the Location Group for which this policy applies.

Available Location Groups: Selected Location Groups:
Default Add -> 802_1x_test

Guest

Cert Auth Remove

RADIUS Attributes

Open port
VLAN: (1 - 4004)

Return Attribute: Delete S s
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3. GléasHEEBEERTE (Windows PC)

GléasDUA (BAR) &£ Y RITHEHIRAE & EIELANRE % Windows PCIZA »#—
TE3LH9%ELET,
XTERE L. GléasiNmEE ICHMA THREZEICITo-TWAIBELH Y £9

3.1. UA (A —Y®IAR) KRE

GléasDRA (B#/E) IcR A v L, BELHBLY [RiERIZ27 Y v o LIRGER—
ElEmICBEE L. Windows PCAAEHBUA (AR #7 Yy s LEd,

- b Gleas Generic UA Gleas T 7+ )LF 8125

[FARFMIBE,’HEC DT, [PEXREZEIOARICH ([P EEEXRE]IZIY v
L. HTEEZEHLUTOREZSIHWET,
@ [GIAEX N T7ADAVR—bEFZVY

o [FEEAZEXR b7 oER|T[Z—H R b 7% &R
® IREDA VR— b E—EORIHIRT 2HEE. MR- b7 XEFAT
ZNCF vy
W SBRER FADA -t mepEAtromE  [2-TA 5|
T &eO—kssgar o e e i =1 )

ERLANOEARRE]| CTUTOREEZ B IHAVWET,

o [WiFi7O 774 ILAERTZ5F vy

o [WiFiZ’O 774 1Ld SSID]IC. WHRDSSIDZE AN
B HLAN O B30T

WIFiZaZ7 1L EHT2
WIFZO74 /b0 SSID | airporttis

RERT®R, (REIZ7 Vv I LREZRFELET,

M ETGléasDEERTE XKL T TY,
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X3
gl

4. Windows PC TOIEAE A 7 R— b - #{R LAN

41. Gléas D UA DDA > X b—JL

Internet Explorer ©Gléas®UAY A MICT7 7R L £,
074 YBEmEIARRINDED T GléasTOI—HIDENRRT—RFEADLATA >

LET,

O I F1—¥OF1 [UA]

Dﬁ\\/r \/j_z) t\ l_ﬁ;ﬁ?ﬁﬁ&—’b“%ﬁéﬂi?o
HUNEIR A > DFRIE, ActiveXa > FA—L DA Y2 b—LERDHLNL DT, BEDERIC
WAV P—LEETLET

Z0#%, [EERAZOA vE—FARgva oYy sd 56, BELANO 7O 7 74
VDA vFE—R e, 2547 FaFBBEDA vR— FAIBREECE b E
ERR

[TAF 1—H01 ShOR—3] Oogrot

2

# 72k 2—401 FAD<—

& 1—-H1EH
=R HEREES : 2011/02/26 09:13

PR TR H:2-Y0
» 1—%ID . testuser01
¥ A—=IFFLR ¢

$ RN —f ; P

X MIIAEAE

P RiTiH A&

f®1 JCCH-388 demo CA #11256 201910118 SEBAED 1 A —t
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Infomation x Web A-IsmAyE-3 X

DAYV AR IO D A= NSRRI LELE. | I-YOEBESEAT A VMR-FLELE,

(A R—bFT7VR] ZEMICLTVWBRIEAIE, 4 v R— FRTHICEBERICA
TohrEEoNET, BOAOSA VL TCHEFHRHEZEDA v R—MR& > ;t?,%méﬂ
T, BEDAVER— 21T EIETEE A,

[FAF 2—H01 ShOR—J] Doszot
RS 1]

#) 72k 20 SADS—

& 1—-H1HE
P11 E#FE8F : 2011/02/28 09:13

PUTRE OBH:I-T01
» 1—"7ID : testuser01
PA=NTFLA

102D —F ;v

* EIRA B 1R

» RTHAe RS

2 BiTH LTI HENAEE TEERER 7 AL —
- S JCCH-S55 demo CA #11256 201910118 A0 on—FAM

FISIANT O 7 7 AILE T T4 T FEFAED A ViR — b & 7-Windows PCT
I3, SSIDEBIRY 57 F CHBNICEBLANESET 5 2 L ATETT,

5. GléasDEEEERTE (iPad)

Gléas T, HITEAD T 747 FLAE%Z 2 CHER LAN R E (BR7R7 7
A)) % iPad (24 Y R— b T 57HDRELAETIHIRELES,
HTRZEIR. Gléas MBAMZICHH TRELBICTo TV BEN DY £

5.1. UA (2 —V¥HIAR) %XE

GleaS@RA (%ﬁ)g_o .| 7\\/{ P Eﬁiﬁﬁi U [nb uE%]%y U V2 7 [./[nL, DE)EJ_

BElEEICBHL, ZEEZHIAOUA (AR 27V v s LET,
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B > Gleas Generic A Gleas 7= )L+ BiAR

[(FARBEFMAIBEEARAC DT, [ERREISD TUTORELZITVET,

® [XurvnO—REHFAEFzv Y

o [X7vrn— RAlsERM ()] DEE
CDREEITO &, GléasDUAA LKL O— K LTHh 5, IEE LD (9)
ERBLIBIC. BR7O7 74 LDX 7y 00— KARAREICAY £3 ([4 >
R—bAv o ) , 2OA v R—bAy 7k VEHEDIPad~DHER T A
T77ANLDA VA=V EFHRTZ2IENTEET,

R R B

I IR AL 7D ot~

2 e m o
A O — TR [

[EREET /N4 R1EIR] D [iPhone/iPad D&k E] £ TR 7 @ —JL L. [iPhone/iPad FHUA
HRAT B ZFzv o LET,

W7 077 A VERICHEL A3 EHREANT 2EEASERS N DT, UTR
EEFVET,

® [iPhoneABL A 77 rA2FBTBIFzyvy
e (O AR —FKTiAE#RE|#F v/
® [iPhonelBpl7 07 7 A NWERZTEIOKRIER % AT

X[&e7l. @R FlEwBER R £

KBIBRANR T =R 28 ET 2L A—YHNRET B 7 7ML ZHIBRT 2BRICE
BENEDNRRT—FABELARYEFT (A -V ORBEFICLZERTA
77 ANDOHIBRERGIETCEET)
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=y

» iPhone / iPadDEnE

¥ iPhonefiFad B UAFFIR®S
LT P e

¥ iPhone Bl 7k #EERTE WV 0542020 - F TSRS F R
[T Mac OF ¥ 10 7L REOIEEH T

OTA{Ower -the-airy

[[ oTATO— )Ltk EF R [T $#E2008 T AR5
OTARISCEP URL |
OTAFERELR | F2=WhEFIR |
iPhone #&BR O 771 - EASRE
EHIS A LHRT) | FFA~—FCAGleas
SRRIF 6 cam jooh- Icum.jcch-sss.demo—mdm
s55.profiled
FOTFIADREE IJCCH'E%’—:U?—P‘JU:L‘—““/EIZ/”“/RU_'.-“AX'
5iER |72 AC#RS IO L
BRI ST —F |
ADDEb 725, [EHRLAN(802.1X) DX FEIER £ BB LUTZREL £,

® [SSID]ic. WIiFi7 27+t XHA4 > FDSSIDZE AN
¢ (SSDEZ7A—FFvXFLTWLWAWES) BEARERxY FT7—2]%F vy

L AN(802.1x)D BT

SSID | airport-tls |
[ desfm et D=5

RERTHR, REIZZ7V v LTEREZRELE T,

K ETGléasDEERTE XKL T T,

6. iPad COERZ7A7 74N - SEBREDA VX =N

GléasDUAICER L. BITEADI 74T > MERAE - B 7O 7 74 LD A VR
—bZiTULET,

XA — 2 TRUAICERT 27003y L 7T—sEEAREE A Y £9 3GEIRY. EHER:
ERHEE LA WERLANERS)

6.1. Gléas D UAHD DA > X b—IL

iPad> 75 w4 (Safari) TGléasOUAY A MIZT7 7R LET,
A4 vEEIAFRRENEGOT, 2—HIDEASXT—REAHLBSA Y LET,
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)G )
—_
(D~
Q
\%
N

)
»

AJAv3 58, ZOAI—HFERAR—ISHARREINDIDOT, [BRTOT7 741D
XyyaO—KRlExy 7L, Fovo—R&EFEKBLET,
XAVR—bAOY Z7EBEMILTWDREEIE. ZOFarbh Ty OB EINET

[FAR 1=H01 TADR—]

a-HmE

) F2bk 2—Y01 2AD~R—Y

& 1-vRE
r2— SHERS | 201102128 09:13
PEITAL B 201

* 11D : testuserdl
» A=)

* EAERE
» RTHHERE

f1 | JCCH-SSS demo CA #1256 20181018 M 707 7 ANOF IO~

B 7a7 7ALEEICBETIOTC, (1A b—L]a24y 7 LET,
B, [FFEX Yy 7T A VAP ILENZABEEERER S EAAJEET
FTOT, HEICIHGUHERL TLAEI L,

-

Frrtel ZO77ANEAV A= TUA M=

JS3 demo profile
JCCH: ¥ aUF+ - YUa—2ay:  YAFALZ

¥£% JCCH Security Solution Systems Co. Ltd.
WREEHD v

we FEMFOZFAN
WE Wi-Firy k7—%7
2 GERA R

i

NZIA=FAy7Z2BHLTVWEEHE EWIEKR7TA7 7ML T/¥xa—FA
v 7 EBHIT BIEE) IR IA—-FEANLET,

ZDH, UTDO LS H— bIRZEMOEEEEmIENETOT, [1 X b—
W)y LTHRITLT IS0,

XIZITAVARM=NENEIIL— MERZEIZ, BEDT—XTlEGléasD /L — +FRILPIALAZEIC
wYET
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*rEil BE A A=l

HRRMNL— ERE

FFEAE"JCCH-SSS demo2 CA' %1 YA k=L T B &, iPadicHBEHE
TEDMAZROY AN EBMEh&Ed. IASERKRE TEMCT D
FT. COMHBEWebt 1 FEICHERShEL A

A VA= LETEHRICHZY ETOT, [BT]122y7LET,

r 1
1Y Ab=IET =T

JS3 demo profle
JCCH-EFaUFq -YUa—vay . ¥AFTLZ

#EE JCCH Security Solution Systems Co. Ltd.
RERH v
e FERFOIFIL

PHE Wi-Fixy k-2
2 [

Sl

TOUABEEICRY £3 07T, (A7 NEZy 7L TUAL RS T R LTK
7= Ly,
UET, iPadTOER7TB 7 7AILDA VA b—ILIFRTTT,

FIRILANT O 7 740 E TS A Ty FEERREN A VR — F & n/-iBEkTlZ. SSID
ZERT 27 CEBNICWIFiERZT 2 2 &N AIEETT,

BB AVE—PFAYIZEERNLTWEES, [F7ra—Flaxy 7 LEEA
DEBEDIRE L-EFHRZZB8L-BICUAICBO A 35L&, LITO®EY
[Z>O0—REHR] EWHIREICEDLY ., LBEOX Y>> O—RIE—Y)RAJgE s 7
EY,

[FAk 2—H01 SADA—] [+ [Fedr1s

3R

&) FRb 1—H01 FADN—Y

£ 1-YHE
T BREF | 20110228 08.13

PEIFRRE &:2-Yo1
> 1—ID : testuserd1
» A=l

* EAEAE
» RETASEAR

a1 JCCH-SSS demo GA #11256 20191018 Fora-—FEs
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6.2. OTAT>a—IL XY bAEFIBLAIFBRERTICOWNT

GléasTlE. i0ST /N1 ZIZxfd %5 0ver The Air (OTA) T O—iL x> hEFIAL
7EFBAZE OFIT - 7B 7 7 A L OEALARETT,

OTAZRFIRT % L ERIICIEE L 7oimR@AlE S 2R 2imAR 7 T ICAERZE O RITE R
ETHIEHARICKY £,

TS N—hCA

r #vn."
ID//{AT—KT1—Y—BE(UA)lC0J1 G—l

SRR i

AR : UDID. IMEL ICCID. MAC 7 L2

FHIIEREOSHELEDbEEE TERAVELE (LT,

1. 72747 bhoDiER

I7AT Y M TNAZATIFERLANOEREREIT T T IAbhTwanT, &t
SOSSIDAEEIRTNITBEERICEAP-TLSRiEF 2 B T > TN E T,

REFDRINEFIC X, Policy Secured®User AccessA 7 (1A TR T b AKRER
INnEJ,

Agent login succeeded for USER NAME/USER REALM from MAC ADDRESS.

Primary authentication successful for USER NAME/Certificate Authentication from MAC ADDRESS
The X.509 certificate for 'CERT SUBJECT' issued by CERT ISSUER, successfully passed CRL
checking

CRL checking started for certificate 'CERT SUBJECT' issued by CERT ISSUER

KINEHDIARAETT 7 RT B L EHEICKB L. Policy Secure®User AccessO
I3 ToR 7T b ARRENES,
Login failed using auth server Certificate Authentication (Certificate Server). Reason:
Revoked Certificate
Primary authentication failed for USER NAME/Certificate Authentication from MAC ADDRESS
The X.509 certificate for 'CERT SUBJECT' issued by CERT ISSUER failed in CRL checking;
Status '23'; Detail: 'certificate revoked'

CRL checking started for certificate 'CERT SUBJECT' issued by CERT ISSUER
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8. MLWaht

CAPAGRATTVELLL, UATICEAVEHE LS W,

WPolicy SecurelcB§9 3 BRIVEhEE
ROZHhxy b7 =0 ABKAEH

Pulse Secure & 5By

TEL: 045-476-1980

Mail :  pulsesecure-sales@cs.macnica.net

BGléasIRIEADIIAZICRT 2 BRIVEHE
MAESHICCH - X2 VT4 - Y Ua—3y - YRTFLR

=
Tel: 050-3821-2195
Mail: sales@jcch-sss.com
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