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1. XU &®IC

1.1. &

[CDWT

RETIFBHER [T 74 X—= RAERGléas| &L VTATLT7 2 THOTYRIL
7= XAR=X 7 Z v b7 #+—L VMware Workspace ONE @ — &g
[VMware AirWatch] (MDM#&BEERY) & IS B ENA LT N, RIZT v &
2 B8 L7727 /N1 REEBRZEAFIA L T, Pulse SecurettdSSL-VPNZEE [Pulse
Connect Secure] ~D AT A VT NA ZABUASBL-RLE B I HHIRE
ABRTDL-ODOREFETZHLET,

AEICZHOARIZ, BHORIIRBICE T28EAERLI-bOTHY . HS
WAREBETOEARITT2HOTIEHY F A, BHRZERA W - X T LE
Ho—pE LTTFERWLLEITET LSO BENLLZLET,

W T Eﬁ%ﬁ%gﬁﬂﬂi@TE@E%ﬁO’Cﬁ DE9, RIAETHERISEIZ. &R
HOBBWEOLELEE TERBRICTEE I U,

1.2. REICH T HRIE

REICBITZ2FIREI., UTORETHFERZIT>TVLWET,
> Pulse Connect Secure  (/N—< 3 >83R3  (build 59199) )
¥LU#%. [Connect Secure] ¢ RHELET
> ENA LT NA REE  VMware AirWatch 9.3.0.7
¥, TAirWatch] &2FH L T
> 1S3 774 X— +RER/Gléas (/N— 3 1.16.9)
XUk, [Gléas] LEHLET
> 7747 ~iiPad Air2 (i0S11.2.6)/ Pulse Secure (/N—< 3 >/6.5.2.74525)
XUk, [iPad) &RHLET

FIZ2WTld, AETIEHBZEEL £,

® Connect Secure DERFE S L OB FAETIAEDEE
¥Connect Secure TD ¥ 74 7> FEERERELICE T 2REICOVT, BHTIEXUTD
URLTRFa AV b 2RHALTHY XS
22 URL : https://www.gleas.jp/news/whitepaper/pulse-connect-secure

o AirWatchTOEFRFZRE, IBFRY > —DEREA X

e AirWatch&, Gléasé D7 T4 7> MFBAERITOEEERTE
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¥AirWatch & GléasDRFFAZERITH L V07 v > 2 BEICET 2 EIEREICOWLWT, BT
EUTOURLT R Fa Ay baRBELTVWET
https://www.gleas.jp/news/whitepaper/airwatch

® GléasTDI—HEFECT 747 MEAZHKITR EDELRE

® PadTOXy F7T—IVREBREDERRE., 7747 > /7 kPulse
Secured { > R b =L A%

INHICDOVWTIE, BRFOTZaT7IILETSBW L H, KREZZEY K->
TWBERGEEICBEWADLE &L,

1.3. KEIZH T DK

AKETIF, UTOBRTCRIEZIT>TWET,

Pulse Connect Secure
gﬁiﬁ!ll “Illl!!l.i

ARy vV —X

PAT N & H

iPad

1. AirWatchBE T DiPadlcxf L. Gléash HFITEN7-UDIDIEHRE ST 7 /34
ZARAEN T v v aBifEE B,

2. 7/34 R |xConnect Securelc 77 £ 2§ %

3. Connect Secureld, 7 /N1 REEAZICLBBIAAE S A D,

4. Connect Secureld, iERAEAHD SUDIDZES L. AirWatchiZxt L ZDUDID%
BOTFTN\A ZDBEMHIEHREZY 7T X b L, AirWatchld Z DR %=1RT,

5. Connect Secureld, AirWatchT®d 7 /A RJBSFHR Y ¥ —%im7- L TLW25E
FEREFR L, T TRWGRIFERZEST
(ERFaxX»bTE ThE [FAARAVTSATYRFzy 7] EFY
£9)
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1.4, FRER(TR IS 2 BEEE

AirWatchTOiERET > 'L — b&RE (BXRXT>7L—F) T, Y7V 27 %
%"CN={DevicelUid}"& L THBEx7,

sEBAES > T L — hoBhl/AREE

=Ll sample

358A

Lk Test CA v
JOJ74)LID* 0

FO8%4 ha— R 5

BREARD (4F)* 1 v
BIZorE CN={DeviceUid}

HREOBHER =¥

SRR D HE LEEME

2. Connect SecureDiXE

2.1. FREFY — /N DERE
AirWatch #Z8iF 9 —N& L TEHREL £ 95,
EIEEBEmmAME D X = 2 — & Y [Authentication] > [Auth. Server] & A, HEID
[New:| ® FAa v 7& 7> & Y [MDMServer] &R L. [New Server-- ] h& > %
g0y o LET,
Authentication Servers

New: | MDM Server v New Server... Delete...

MDM # —NDEREXN—VICBET DT, UTZRELET,
® Name:lZlE, ERDFREY —/NDEAZE AT

® Type:lZlE. [Air Watch] %2R

® Server URL: (Zl. AirWatch @2 b &% A S (https://.....)
® Username:|ClE. AirWatch BB I —HEZ% AN
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Password: (CI&, ERI—HY D/ XX T —FZ AT

® Tenant Code: (Zl&. AirWatchAPI #+—E X ®D APl ¥—% A H
¥API ¥ —(3 AirWatch BB Y — L B[ —TERE] > [TRTORE] > [BEL
RXE] > [API] > [RESTAPI L EG ERREINET

AT > WMENEGE > AP )

REST API

ey

® |D Template:IZ "<certDN.CN>" (¥ 7 # )L hME) Z$EE. ID Type:l. [UDID]%
BIRL., SAEY 7227 FDCNATNNA ZD UDID & L THRbHONDS & 5%

=

A
New MDM Server

* Name: lam.uatch

Type: () Pulse Workspace
@ Air watch
(O Mobile Iron

Server

= Server Url: ‘hl(ps:/t - -as.awmdm.com, ‘

Viewer Url: l ‘ U
* Request Timeout: 15

Administrator

* Username: ‘ = @jcch-sss.com ‘

* Password: ‘nuuouuu ‘

* Tenant Code: \ ‘
Test Connection
Device Identifier

ID Template: |<certON.CN>

ID Type: uuD

(O serial Number
@ upID
IMET

Save Changes

Save Changes Reset

= indicates required fisld

D% E%. [Save Changes]z2 v o L TIRELET,
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2.2. LIV L (FREE) DERTE

EBlD A =2 —4& Y [User Realms] > [New User Realm]x= 2 U v o7 L7,

LILLOEREmEmICES L £ DT, General R 7 CUTDHREETVET,

® Name:lld, —BEDOLILLZFZ AN

® Authentication:(Z1%, Auth. ServerTCertificate Server& L TEHEL7=H D%
R

® Device Attributes:(ZIx, 2. 1IETHIE L 7=MDMH — /3% ZE3R

User Realms >

New Authentication Realm

Description: ‘

[ When editing, start on the Role Mapping page

Servers

Specify the servers to use for authentication and authorization. To create or manage servers, see the Servers page.
Authentication: gleas ~
User Directory/Attribute: MNone
Accounting: MNone v

Device Attributes: airwatch ~

Additional Authentication Server

[] Enable additional authentication server
XIA—YRIAEZEBIL7-WiEE% E. [Enable additional authentication server]icF = v 7 %
BT EICEY. BMORIAREHRET 5 EAARETY

Role Mapping O EEEICEZE T 5D T, [NewRule:-]Z227 VU v o L, UTDFK
ExBIHmWET,

® Rule based on:lZid, [Device Attribute] #383R L. [Update]x 2 1) v &

® Name:lllE, FEDHANZAITE AN

® [Attribute] R& > %2 U v - L. "ComplianceStatus” % B0

Server Catalog for airwatch
Attributes

BlockLevelEncryption ~
complianceReason Attribute: |ComplianceStatus

ComplianceStatus

CompromisedStatus Save Changes
DataProtectionEnabled

deviceld

deviceName v

OK New...  Delete
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® Attribute:IZ(Z. [ComplianceStatus]#3ER L. [Update]z 2 U v &
o LT, [is:t]J#®RL., TF X bRy 7 Z(IZ"Compliant”% A1
® Then assign these roles IZ, E|Y ¥ T2 A—/ILAIETE

User Realms > test > Role Mapping =

Role Mapping Rule

Rule based on: |Device attribute v| Update

* Name: |deviceC0mpIiaceCheck |

Rule:If device has any of the following attribute values...

Attribute: | ComplianceStatus v Attributes...

is v i
Compl lant If more than one value for this attribute

then assign these roles

Available Roles: Selected Roles:

Add -> | |Users

Remove

[JStop processing rules when this rule matches

To manage roles, see the Roles configuration page.

Save Changes

Save Changes Save + New

D& EH%. [Save Changes]®# 27 Uy 7 L TIRELET,

3. iPad TOEHFIEE

3.1. Pulse SecureZ7 247> bDA VX F—JL

iPadTPulse Secure%# AT 2% 581F. 77AT7 Y772 T7DX7A—FR
HNAETYT, App Store KW EFIICA VA =L ZBIHVET,
AZETlIPulse Secured A Y XA b —IILAEICDOWTIZEIR L £9,
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3.2. T/ RELRAE DECIE

AirWatchoBE T ICA Y @YA 70 7 7 A4 LA @A & L/ziPadiZid, AirWatch & )
BEIMICT NS RFERAZ. L WVPNTRA 7 7 A LDZRED B ENTULNIL) Pulse
SecureZ ZAT7 Y FDEREN vy afdfZzantd,

3.3. Pulse Secureh 5 E4s

AirwatchTl%, iPadlZR U > —BSREEICL THEEX T,

FIARA > UARER >
E iPad iOS 11.2.6 G5WO0

iPad Air 2 (64 GB Gold) | 11.2.6 FhERZEE: (% - 5

#BME gy JoJrL FIU OLTLW o EFR d-H—  E5L

0 BERETH . 0 MESPER 9*_.1155@ ® EE R
2018/05/08

38 #040

Pulse Secure 7 7 A 7> baRB LERIRZ 22y T35 Ny o o770
FTOZA47 > MEFAEZ M LR TOWWPNOERAE b E T,
XIBRAIBEREIFAENER D 2555 1F. BIRLA TR IDAERREINET

LU IZPulse SecureZ 54 7> b Hh oiESEL-BEETY,

pulse-test.jcch-sss.local *vtzll

"

FEAELTWET ...

BT B e BAITY TS TAAVHRRENET,
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20:19

Pulse Secure

i

@ Js3Remote Access
https://pulse-test.jcch-sss.local

Connect Secure® A N> kA ZIZ, Airwatch®APIA SEVE L71=T /N A R EMHIER
NEREINEFT, TZTERDE, O—eyEY T IL—ILTEHRELE-EY
ComplianceStatusE WO BUAEENTWB Z E WA £7,

ive - [127.0.0.1] System()[] - airwatch Response 1234567890: Status: 200: {---,"ComplianceStatus":"Compliant",-}

KIZ. AirWatchTiPad#ESHER DIREEIC L £ 9,

F)AR » URNER »
D i - iPad iOS 11.2.6 GEWO

iPad Air 2 (64 GB Gold) | 11.2.6 PR (B35 - §A

BE  px JoJrql FIU OLFLw o BF 1Y &5

ESEETR 1 BsFER MAER BRiEasns
0 ' o 2018/05/08 ® Tﬁi‘]
ZOIREETVPNERA S A S &, ERICKKRLES,
Secure

Pulse Connect Secure

O71»TEFHA. BEEECEBLEDECES W,

Please sign in to begin your secure session.

Connect Secure ® 4 X > b 0O 7 % B 3 & AirWatch A © B 1§ L 7=
ComplianceStatus@M4 A “NonCompliant” & > TWB Z EAbH Y £7,

ive - [127.0.0.1] System()[] - airwatch Response 1234567891: Status: 200: {---,"ComplianceStatus™:"NonCompliant",---}

A=y EYTIL—ILIZEZABT 2L W0, AFA vRBERY £9,
Z M & ZConnect Secured 1 —H 7707 (C1E, “Login failed. Reason: No
Roles” & T/RREINE T,
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4. WEabht

CAPAGRATTVELLL, UATICEAVEHE LS W,

BConnect Securel3 3 BVWAabE%
INIVAEF 2T v SV BRRAESH
Tel: 03-6809-6836

Mail: info_jp@pulsesecure.net

B Workspace ONE (Airwatch) ICET 3BV AEbhtE%:
TATLY  THRASH
URL : https://www.vmware.com/jp/company/contact.html

BGléasPIRIEADIIAZICEAT 2 BRIVVEHE
MAESHICCH - X2 VT4 - VY Ua—3y - YRTFLR
Tel: 050-3821-2195

Mail: sales@jcch-sss.com
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