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1. XL ®IC

1.1.

1.2.

AKEIZDODWNT

FETIIEHERR [FF74 - REAGléas] &, VA ZLT 2 THDTYZILT—7 R
R—Z «7Zv b7 4—L VMware Workspace ONEZ EHEE ., T/ RIZT v > afg
LB THBAEEFAL T, Pulse SecuretwFxy v 7 =27 /7€xav b0 —7

[Pulse Policy Secure] ~DLANEFRFIC, imkDtExF 2 T4 RY > —%SB L7583
B IBEOBRBEDRES ETHL £,

AEICEHOARNBIL, BHORIIRIBICE T 28R LI-LOTHY ., HOWIHRIE
TOEZRILETHHDOTIEH Y FHA, BHERZAW VAT LBEO—HFIE LT,
TSBWERETETLOBELLWELET,

B CIIERAEAEORMLIToTHY £9, RIAL ETHELFEIF. KKRBEDHH
WEHEBRETHEREICTEE LI,

AEICHTHIBE

AEICBITZ2FIEIF, UTORE CEFERZIToTVLET,
> Pulse Policy Secure (/X—3 3 >29.0R1 build 49495)
XUUF [PPS) CREEHLET
> BENAILTRA ZEE  Workspace ONE UEM 9.5.0.2
XLUTF [Workspace ONE| &52&L 3
> JS3 774 R—REERFGléas (N— 3 1.16.9)
MLUF [Gléas] &#LET
> 7747~k :DellInspiron 13 7000 (Windows 10 Pro)
. iPhone 6S+ (i0S11.4)
: mac mini Late 2012 (macOS High Sierra)
XZNZENUT [Windows] Ti0S] [macOS| LREHLFT

LFIE2WTlE, RETEHBZEHELXS,

® PPSOEKRFETEH L V802.1X EAP-TLSFRERRE
XPPS?D802.1X EAP-TLSFREEERE 1&. TRURLTRFa X bEARLTHET,
https://www.gleas.jp/news/whitepaper/pulsepolicysecure

e Workspace ONEDEARILTE & *Gléas & DEIELTE
¥Workspace ONE & GléasD&E#ERFE X, TRURLTRFFa x>y FE2REALTVLWET,
https://www.gleas.jp/news/whitepaper/airwatch
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® GléasHERKRKT
® Windows, i0S. macOSHOEREE
INBIZOVTIE, FHBOYZ 2T L E TSRV EH, FERBZERYE>TWSER

FIEICBEWEDLE L EE W,

1.3. Z"EIZH T DR
RETIE, UTOBRTRILZT>TWET,

Gléas
FERE
I\ nimxn =
-
B2IE i

.EI; D =<<->>

macOS Windows i0

1. 7747~ kHWorkspace ONEANT/NA ZMMAZET 2 &, EELTES I Nf-Gléas~
Workspace ONEILZFFAERITERT %,

2. Gléaslg 7 247~ b DIHRFBAIBERZ ST T /31 RFAEHEE % HKIT L. Workspace
ONEZRBAHLTIIFAT v ATy afdZans,

3. V74T EHPPSICT VRS B,

4, PPS&E U 47 FT802.1X EAP-TLSEREEA THN B,

5. PPSiZWorkspace ONE~AZ S A4 7> b DR v —BFRAZEWEDbE, 7547 >
FAYRY > —%ZBSF L TOWNISERZFAI SN S,

2. Workspace ONE®DERE

2.1. AfBREER T 7L — P DERTE
Workspace ONE O BEEBEEAAID X = 12— & U [F/34 ZX] > [GERRE] > [RELF] & A,
BESYRD [EXT7L—F Ox75FKxSE, [+ B8N 22Uy LFT,

[ 7212 +4] 12 CN={DeviceUid} & AHLET, ZOXFEICL Y. Gléas THRITX
NBEEAZED CN (Common Name) (7 /34 Z® UDID A& anFz <, [RIAR] T
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HohUoEEEE/ Gléas ZFRL, (&) [7A7 740 ID] [7FRL7 Fa—FK]
EEBICKRELT. (MRE] 27Uy o LES,
X707 740D IEGléas DI L—TID EMHFIF R Z ENTEET,

SFRRE T Y L — h DBIN/ARE

ZET* Template-pps
e

FEE*

ZO77CLID¥F 34

7O ka—k#* 34

BHEIRE () * 1

il - CN={DeviceUid}
SEARE O BB ®

TFEEOEWD KL EGTHE ®

78774 )L0FTE (Windows)

EREREADOAZ2—LY[TNAR]>[TAT77A4L] L&EH BEFRO [BI] O

Fov7&ovho [7A7740%8M] 22Uy LET,

[ 72y b74—L%FR] T [Windows]Z27 Uy o7 L, [742&4 7T%ER] <[
Windows X7 by 7] 22Uy oL, [avFFX+E2ER| ¢ [2—HY—-T70774
W] o)y o358 (2K Ox7HVEINET,

F%mJtFﬂUéT57w T EBRELTC EDOXZa—ho [BRIER] 27V v

BEFRD (Bl 270y o7 LET,

F%?T%’l‘%ﬁli‘/—XJ T [7y7a—F] p&EREhTWET, H5HL® Gléas DIL— b

ZFRAZE % http://hostname/ (http TH 2 Z & ITEE) »oEUEL. 7y 7A—FLET

6/18



T AR—=FRAFGléas KT A b R—s8—
Workspace ONE & Pulse Policy Secure T®
WARR) S —F vy

BRER
EREHY —2 FyFO—F
FERAE * 7y 7A—F
F—ofE YIhUTT
EHEA LT BEA

[F—fE] (X V7 b7z 7 ) [EEAAEX 7] 1 MEAA] ZBIRLETS,

BOWTETD [+] Rarvazs Uy oL, [BRERY —X] T I[ERFHRILR] ==
RL., [FREER] TEIEEAD Gléas #FIR L., [FEAET 7L — ] TIE 2.1 BTERK
LE=bDZ&ERLET,

BIREHR #2

EEAHEIE

Yo7k 7

SFEEA b7 =N

23. 70774 LDEE (10S)
EEEAAROAZ 2 —KY[TNAX]>[TRT77AL] EEH, BERFRD EM] O
FovZ&orhn (707 740%8M] 22Uy 7 LET,
[ 72y b7 4—L%2IR] T [AppleiOS]E= 27 Uy 7328 2] DX T7THEHINET,
[251] & [BYVETEIN—T] ABRELTC. EOAZa—n0 [BRER] 20Uy s
L CEEHPERD (] 27y o LET,

[BEIEHRY —X] T [Ty 70—=F] BRI TWES, HoHr L Gléas DIL— b
SFRAZ % http://hostname/ (http THAHZ L IFE) HEEL. 7y 7a—KL£d,
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i0S

ESd
==
G55SR
bl
© B HIEEEY -2 FyZO—-k -
= Wi-Fi i
8 VPN BEEES * ALY v FO—Rand e, IHE0T7 FOLANEBAL

£3 Exchange ActiveSync
]

|l LDAP

[ calDAV

(3] EHERENL v ¥ —

[X] CardDAV

seWeb 7 UwZ

U EEEE

BOTETO [+] Ravas Uy oL, [ERERY —2] T [EREHRIR] 2%
RLU. TR TEEEAD Gléas 2FIRL., [GERET > 7L — b TIE2.1ETHER
LibOEERL LT,

E1R1RH #2

HHEAERY —2 EEFH B

FEWTEDAZa—h5 [WIi-Fi] ~B& L., [SSID] (ZHKRKRY > —F v o 5ERET
5SSIDZAEADL, [€XxaUTF4847] %# [WPA2Z >4 —T754X] 1ICL. [7A
kL] 1z TEAP-TLS] %#5BIRL £9,
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Wi-Fi
SSID(U—EAtw kD) *

ENORY R T—2
B#EEm

EFaUTs F17 WPAZ Ty H—TF 54X

ZakaL*
EAP-TLS

TTLS
LEAP
PEAP
EAP-FAST

EAP-5IM

[IDFERAE] (3 TEERAE#2] ZERL £9, COREICLVARBETRE Lz [ERIER
#2] DOIEAEN EAP-TLS TERESINBZ Z &IChY £,
R

d—tf—3

EiFRICERAAT 221 —— /T
AT—R

1D FEEEE FEEAE #2
HE%E&S ﬂf:gﬂfﬁﬂ%J ‘i FEEEHE#U %f{éjﬂ L/ 35 70 Z @EQECC J: U $IE\’C§§E [./ 7—: rﬁ
RIEEEH#1 | @ Gléas DIL— FEFRAZEMN TN XA v FR—FEhET,
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{EWiS hIciFRSE

SFREE #1
R #2

[EHEIN/Y —NEERAER] ICPPSOY—N"ZZ AN L. BETEO [REL TR
Ml 270y o LET,

{E¥iZ ot —/GEREE R »®

L& =m |

24, 707 7 A ILDEFE (macOS)

BEEmMEROX Z2—KY[TAAX]>[7TBT7741L] LEH, BEmFRD [EIMN] D
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Foyv7&ovhol707740EEM %0 )y LES 7Ty b7+ — L%ER]
T [ApplemacOS]&# 27Uy 7L, [AavFTFXL2&ER] cla—Y—70774)L] 27
Dy odade 2] ox7HRAMET, [ZFI] & [EIVHTEIL—T] #/EL T,
EOAZa—nb [ERER] 27 ) v LcBE@EmHPRD [#K] 27V v LET,

[ERERY —X] T [7y7a—F] AERINTWET, HHH L Gléas DIL— b
SFBAZE % http://hostname/ (http TH B Z L ITEFE) voBEL,. 7y 7A—RKLET,
macQS #F L\ Apple macOS 77 7 1 )L %3810

2
N =

JKAO—RK ﬁ%‘ﬁgﬁ

=Fxy hT—T
: Ry — 2 FuFO—K

VPN
& EX—=) HEERS * SEFEEH T TO-REnd e, FE
£ Exchange Web S
oo EXchange Vve ervice ,:HEF,S .
I LDAP
— = TRTOFPFUT—Y v D7
[ CalDAV e AR T
] CardDAV

o F=Fr=vh50TITAN—
56 Web & U F—DIHZM— hEFA

BEWTAETD [+] RavE 20Uy oL, [BEERY —X] T IEERBHDIALF] %&
RL. [FBAR] TEEEFAD Gléas Z#IRL., [GFFAET V7L — ] TIE 2.1 ETIER
L72bD%ERL FT,

s 4 == 1

EIRIEHR #2
HEEEREY—Z EREMENE
TR *
SFEETF L — - *

FWTEDAZa—hb [Fy bT7—=7] ~BEL, [y bT—0 4 2—T7 x4 X]

T Wi-Fi 2R L, [SSID] SRR v —F v 7 %#EHET 5 SSIDEZEAAL, [EF
2T 4 %47] % [WPA2 Enterprise] (L. [Z'B b2 ] 13 TEAP-TLS] %R L
£,
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) VPN
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£3 Exchange Web Service . JEafimRy R T—2 EEEmn
I LDAP
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[5] CalDAV
[E] CardDAV Oy % rw Kol e LT A—=tf—ld 3w kD —=I A OEEDIBHL
7 2
3 Web 27w 7 Hre
HiEEE (2] EA=l =y
EAP-TLS
<+ SCEP
TTLS
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© HIR LEAP
REE & DIRERIR PEAP

D ZEERZE] (£ [FERAE#2]) Z|IRNL £9, CORTEICKVARIETEE L7 [ERIER
#2] OIEEEH EAP-TLS TEAINZ Z LIChY T,

[MEEEIN/-GRAE] (X [FEAEH#L] ZE#RLEFT, COREICKYARETHRELE [E
BIEHAL] D Gléas DIL— FEERREN T /NA XA VI R—bENET,

[MEEIN/Y—FREEL] ICPPSOY—N"ZZAAL, BEFEDO [REFELTA
Hl 27Uy LEd,

D ZEFRE FEAREE #2

2.5, ESFRY > — DERTE
EREELAAOA =1 —& Y [FAAR] > EFRY & —] > [U R bRR] &L, BEET

o [+ BmM 27V vy o7 LET,
Windows. i0S. macOS TEEDIIL—ILEZHTFEL. ZIL—IC8Y Y¥YTx9,
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3. Pulse Policy Secure &€

3.1. EfETBIL— FRIABDOETE

PPS EIE@EE CTLE X = 2 — [System] > [Configuration] > [Certificates] > [Trusted
Client CAs] & &, BIEFHRD [Import CA Certificate:-] #2 U wv o LT, 2.2~2.418
TEA L7z Gléas DIL— MEEBAEZ PPSICA VY R—FLET,

Client certificate status checking ITHEH . [Use CRLs (Certificate Revocation Lists)| %
3R L T [Save Changes] #2U v 27 L X9,

¥ Certificate

Issued To: W

Issued By: »

Valid Dates: Mar 29 00:02:43 2018 GMT - Mar 31 00:02:43 2019 GMT
Details: » Other Certificate Details

+ Client certificate status checking

~ None

= Use OCSP (Online Certification Status Protocol)
(. ] Use CRLs (Certificate Revocation Lists)

~ Use OCSP with CRL fallback

Inherit from root CA

HUWTERE FE8a [CRL Checking Options=-| #27 U w7 L

e [Usel FOvy XU A=a1—7h [Manually configured CDP| % 3EiIR

° [Primary CDP] @ [CDP URL] (CE#AA > F &% URL 2 AN
XCRL BB W EHH 5355 1%. Backup CDP iR E L £,

TE2IE Gléas A http TABI L TWW% CRL #EW8 3 2358 DEREH T,

Configuration > Trusted Client CAs > Evaluation CA >

CRL Checking Options

Specify the CRL distribution point(s) from which to download the CRL, as v

Use: Manually configured CDP 3

Specify a HTTP or LDAP-based CDP, and an optional backup CDP if the primary (

Primary CDP

CDP URL: | http:/mm = - Jerl/ial.crl

CRL 0BS5SRI %EIEE L 7= L 5B4&1d. Options IH T[CRL Download Frequency] #$57E
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THIEICLYABETT,
% EH. [Save Changes] #27 U v 27 LET,

Y — NTERE DR

EEHEER LI A = 12— &Y [System] > [Configuration] > [Certificates] > [Device
Certificates] E A £ 3, [New CSR...]%Z2 U v 2 L. [CommonName] &, HEE
BHA AN L[Create CSR]1Z 2 U v 27 L9,

BETHOTFRAINTYTORNBRETFRA M7 7 A NICRELET,

Configuration = Pending Certificate Signing Request

Pending Certificate Signing Request

CSR Details

Commeon Name: pps-miwa.jcch-sss.local
Created: 6/28/2018 13:17:50
Org. Name: J53 Locality:
Org. Unit Name: State:
Email Address: Country:
Key Size: 2048 bits

Back to Device Certificates
Step 1. Send CSR to Certificate Authority for signing
To send the CSR to a Certificate Authority (CA), you need to copy the encode
= Save the text as a .cert file and attach it to an email message to the C
= Paste the text into an email message to the CA
= Paste the text into a Web form provided by the CA

Note: Manage the CSR process carefully. If you submit more than one CSR t

-----BEGIN CERTIFICATE REQUEST-----
MIICsTCCAZKCAQAWMDEMMA0GATUECgwDSIMzMSAwWHgYDVQQDDEd
weHMtbWI3YS5q
Y2NolXNzcy5sb2NhbDCCASIwDQYJKoZlhveNAQEBBQADggEPADCCAQo
CggEBAL13

Gléas (RA) IcAZA YL, ZEDOY—NTHIY FPOR=—IAEEL, EAIXZ2—D
[GERREHRIT] #7 Vv o LET,

| s v 7 ) P
t Phok Fhuozhk
Account
Il BN N
c'.‘ In=7
Group
- EFHYOURBER - DI
X Salificais > o=t BERE © 2018/06/28 13:45
V' BEEFINAR PAF—5Z B
Device
B FUTL—h b H—IURE BHEERT : 2018/06/29 13:45 Bk
Template PMARE
O7hor i
FHO h—E *Eﬁgﬂégﬁmﬂg S

EFRE-K
Fhor ERER

: SUFN : :
» ERE R EEARI T

» FPHT 2 FHIRK

= -7—-'-/7"[,_}.1%?5 e
rEFuZicAnd
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BHEAICHD [EHRERETERE] 27Uy 7L, CSROTFR N7 74 0LE Ty 7A—RK
LT [Tl 22Uy o LET,

PPS®DCSRA X EIE

t Phork
Account
t’g TIN—-7
Group _
o REEBAMELT
* Gertificate ZOEETIEIAREROERETVWES,
- Efo Mo hg & TR ONETTHAREREERLET,
§ BETNAZ | L spor 7L -t omh s EREOERRLT BT EALTEE N,
I %;{l?";!/—h r ERRRT
e
s FTEOWB TERBERTLET. £3LITNE (85 EBLTIREN, ===
O FHY > MRfE » ORTHEHIERET TR ES
| AR ER(CSR) Y FAILEF v FO— KT & | 77 ILERR
__ll!ﬁl =—m FTICSRT 7ty S
]
» EFRES SIS
SFRAE S MEEDIRZE 7 7 A UMED [EBE HY | 27U vy
P = » ~ N
L. BITSNdBEZ2L7a—FLET,
[REHRE |>mm DiE 007 OEEE DALZ BOZ79h
t Phob
Account
ci‘, T=7
Group W —BE = EHME
# EUE 5 A ¢
Gertificate » BEETH :
§ BiFA2 PR IR
Devies » EORE | HNLTHE
B 77v—t B RO B
Template }J\'—if‘a‘/ 4
OIS . .
wea-x ) ||
el
»EBPITIZL @ rsa
»SA YT ARFPLIYRZL @ sha256
PR : 2048
»#8RA% . BFES BOBESH
3 SERBIAR ¢ SSLY—/CRIF SSLY ST hEBIE
3 RIE
rEFRT N
»IEARER : B0
{EBLE BF 2018/06/26 14:15
[ EER 8D
e E &F 2018/06/26 14:17
3 HER L
= , s . - < e
IRY. Gléashro Xy >raO—F LY —NBHEEZA VR—FLE
Step 2. Import signed certificate

When you receive the signed certificate file from the CA, select it below anc

Signed certificate: No file chosen
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3.3. Authentication Servers O &% TE

L&A = 2 —H 5 [Authentication] > [Auth. Servers] ~#&) L. [(Select server
type) | © [MDM Server] #t v kL. [New Server] #27Uv 7 L%,

[Name] IZEEDLET%. [Type] T TAir Watch] #34R. [Server Url] (Z
Workspace ONE R X k%%, [Username] (Z Workspace ONE OEHEE 7 Ho >~ b+
% . [Password] (2 AJ1L 7= Workspace ONE B¥E D/XX 7 — K% _ [Tenant Code]
I Workspace ONEAPI H—tE' XD APl ¥F—% AHLET,
¥AP|l ¥ —1(% Workspace ONE BB Y — AW S[FIL—TERE] > [TNTORE] > [V AT L]
> [BERERE] > [API] > [RESTAPIJ L EL E RRENET

Auth Servers > AfWatah > Settings

Settings
‘Name:l Label to reference this server.

Type: Air Watch

W Server
* Server Url: |
Viewer Url: | L
For example: https://cn11.airwatchportals.com/AirWatch/Devices/DeviceDetails/<deviceAttr.
* Request Timeout: 15

¥ Administrator

*  Username: |

*  Password: |

*  Tenant Code: |

Test Connection

[1D Template] (2 [<certDN.CN>] (77 # /L ME)%EEE L. ID Type (Z [UDID] %
BIRL, SAAEY 727 FOCNDATANA XD UDID & L THRHOND X S5EREL T,
[Save Changes| #7 U v 7 LE¥,
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W Device Identifier

Please check the options on the Users > Authentication > [Reaim] > Authet
Device |dentity: @ Require certificate rivediviize sedurity
Use certificate if present i cortifeate is not pn

Always use MAC addressi; case certiiicate dc

ID Template: <cerDN.CN=

The termplate can contain textual characters as well as
Examples:
=cartDM.CN= First CM from the subject DM

=cartAtirserialMumbers Certificate serial number
=cartAtiraitMame oo Wheare xot can be:
Email Tha Email alternate name
UPH The Principal MName alternate r

atc
=cartDNTaxt= The complate subject DM
cert-zcertDN.CM= Tha taxt "cert-" followed by the first C
ID Type: uuID Universal Unique Identifier
- Serial Number
© UDID Unique Device Identifier
IMEI International Mobile Equipment
Identity

| Save Ghanges | Reset |
3.4. User Realms OxX'E

L&A =2 —h [Users] > [User Realms] ~B& L, T7x /I FTEHENTND
[CertAuth] #2 U v o7 LE9,
[General] % 7® [Servers] T [Authentication] (Z [Certificate Authentication] A
HESNTWSEZ &R L, [Device Attributes] (2 3.3 BT E L 7= Workspace ONE
&ty b LTCEETFED [Save Changes] #271)wv o7 L£d,

Role Mapping DR EEEICBEHR T 2D T, [NewRule..]#27 U v oL, UTDOHXREES
ZIHRWET,

@/ Rule based on] (Z [Device Attribute] #:2#4R L. [Updatel® 2 U v 7

@ Name| ICEEDLEIZAD

@/ Attribute| "> %21 v L. [Attribute] (2 [ComplianceStatus] # AL T
[< Add Atribute] Z#2U v o L. [OK] 22 Uv o L%,
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Server Catalog for AirWatch

[==]

BlockLevelEncryption

Aﬁribute:l
complianceReason

ComplianceStatus < Add Attribute

CompromisedStatus
DataProtectionEnabled
deviceld

deviceName

Enrnlimeant Statis

[Attribute] (C [ComplianceStatus] #EIRL, HWT lis] &L, TFRA PRy IR
(2 [Compliant] AN L E9,

[Then assign these roles] (2. Y K TBO—/LAFEE L T [Save Changes] #7271
v LEY,

4. 9347 v FTOERRE

4.1. Workspace ONE~®D T /XA ZH0A

2547 > kH5Workspace ONEANT/NA ZPIIATZ EMDMZ7 A7 7 A LA > R k—
LENFET, Hilr TWorkspace ONETERE L 7=-Wi-FiiRE L EFAEN B Tl SN E T,
XWindows(ZAirWatch Protection Agentd A >~ X b —ILHBETT,

4.2. Wi-Fiz v b7 — 7 ~DEefr
Workspace ONEBEBE T, 7747~ bWRY S —EFERN TN &2 FERL £7,
User-pps1 iPhone iOS 11.4.0 GRWV

iPhone &s Plus 11.40 FRERE % 5/
e lE<F ZOZ7 ) 77T dAvrwy 5P a—4— O v
0 BEKETE ' 0 JETiER

22~2ATBTEHRTEL/SSIDICY 247~ b THEfcd % &, Workspace ONEA HEHR &4
=707 7 AL, BE)T802.1X EAP-TLSERIE A ThH . KU > —BEERH R
7=, LANEmAHFrRENE T,
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754 R~ REEF Gléas K7 A b R—st—
Workspace ONE & Pulse Policy Secure T®
AR —F vy
v T, Workspace ONETZ 54 7> h & ESTER DIRREICL £,
User-pps1 iPhone iOS 11.4.0 GRWV

iPhone @s Plus 11.4.0 PAEfRE %R - BH

5

e IE=F ZO7FA0 7Y AxFy 101 a—4H— FOA v

2 ERETH ' 1 &R 9 10N Fi ® BRI
2018/06/28 1 SR

FLSSIDAE#HL LS & LTH, 3.41cWorkspace ONET [ComplianceStatus| '

[Compliant] & 7% > TuLiiXUser Rolesz &Y H T, £ 5 THRWHAILUser Rolesz i%E
LTWhaWwizs, PPSIZEREZESRLET,

PPSdUser Access Logs®# B2 &, [No Roles] & L THEGEINTWEDOALAY FT,

{Cert Auth)[] - RADIUS authentication rejected for {realm 'Cert Auth') from location
{Cert Auth)[] - Login failed. Reason: No Roles
[Cert Auth)[] - Primary authentication successful for /Certificate Authentication fror

- CRL checking started for certificate '"O=JCCH Security Solution Systems, CN= I" issued by CN=

5. BWabHht

CARPLRATIVE Lo, UTICEHAVWEhbE LT L,

M Pulse Policy SecurelcB3 3 ERVEHEE
NIVAEF 1TV v 3 BA SR
Tel: 03-6809-6836

Mail: info_jp@pulsesecure.net

BMWorkspace ONEICET 3 BRIVLVEhtE %
ALY THRASH
URL : https://www.vmware.com/jp/company/contact.html

BGléasRIIADIIAEICEAT 2 BRIVADLE
HRAESHICCH- €FxaUTF o -V Ja—ray - YRXTFLX
Tel: 050-3821-2195

Mail: sales@jcch-sss.com
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