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77 ALE F4LI Y
RILBELARE cacert.pem /etc/pki/tls/certs/
Y —/NEEARE apache.crt /etc/pki/tls/certs/
Y — IR apache.key /etc/pki/tls/private/
SEERERZNY X b crl_ial.pem /etc/pki/CA/crl/
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PKCS#12 7 7 4 )L 5 PEM FEX D EERAE % 1ERK
openssl pkcs12 -in [filename] -clcerts -nokeys -out apache.crt

PKCS#12 7 7 A )L IR % i H
openssl pkcs12 -in [filename] -nocerts -nodes -out apache.key
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Gléas DEFAELRY X M, 77 7HTCFRURLAT /XL TR Y A—FTEET,
http://serverurl/crl/crl_ial.pem
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2.2. ssl.conf DfRE
ssl.conf Z#REL £9, AEIETIE /etc/httpd/confd/ ICEEEESNTWE T,

Y —NEEREDIEE
SSLCertificateFile /etc/pki/tls/certs/apache.crt

Y— B DIETE
SSLCertificateKeyFile /etc/pki/tls/private/apache.key

REALRIALAAE DIEE
SSLCACertificateFile /etc/pki/tls/certs/cacert.pem

7747 FEERREREE DB ML
SSLVerifyClient require

SERAE O KINFEZE DB ML
SSLCARevocationCheck chain

SERAELZNY X DIRE
SSLCARevocationFile /etc/pki/CA/crl/crl_ial.pem

L EtnBEBBDZE%. Apache #HEHL X7,
apachectl restart

Apache DI EFERL £9,

apachect| status

e httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/systemd/system/httpd.service; enabled; vendor preset: disabled)
Active: active (running)
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ERR_CONNECTION_RESET

ApacheD T —0O 7 %R L £3, KIRIETIE /var/log/httpd/ssl _error log (2H V) £,

[Mon Sep 09 15:24:32.801650 2019] [ssl:error] [pid 26998:tid 140595913729792] [client
192.168.20.42:49915] AH02039: Certificate Verification: Error (23): certificate revoked

AAED KA RERTHRIAET 7 — MR 72 &hbhrl) £19,

43. 7747V MEERREZED Y 7o 27 MK BT 7 XHIR

SFBRZEOY 7V 27 MLk -oT 7O ERTEDT AL MY RSB TEET,
OU=groupA DIIBAZE%#F DI —HF7IFIC /groupA T AL 7 bMUICT 7w R&EFHFRT 570,
ssl.conf ICLTFDOEREMZ T,

<Directory "/var/www/html/groupA">
Require expr %{SSL_CLIENT_S_DN_OU} = 'groupA'
</Directory>

OU=groupB MEFABE T /groupA (IC7 VA LB EDIT T —RAY
/var/log/httpd/ssl_access/log IFLLTFD L S5k £9,

[Fri Sep 27 17:44:42.606621 2019] [authz_core:debug] [pid 66468] mod_authz_core.c(820):
[client 192.168.20.42:50810] AH01626: authorization result of Require

expr %{SSL_CLIENT_S _DN_OU} = 'groupA': denied

[Fri Sep 27 17:44:42.606636 2019] [authz_core:debug] [pid 66468] mod_authz_core.c(820):
[client 192.168.20.42:50810] AH01626: authorization result of <RequireAny>: denied

[Fri Sep 27 17:44:42.606641 2019] [authz_core:error] [pid 66468] [client 192.168.20.42:50810]
AHO01630: client denied by server configuration: /var/www/html/groupA/
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ssl.conf ICATDREREZMA, 77X LT, 7747 b0 IPT7 LR GEBREICEHS
N, FrE. 3y *—L%x0O7IZ8E8sRLET,

CustomLog "logs/ss|_cert_log"
"%t %a %{SSL_CLIENT_S DN _O}x %{SSL_CLIENT_S DN_OU}x %{SSL_CLIENT_S _DN_CN}x

45. PHP TV 74 7~ FEFRZE DB = IS

SSLEEDIRIBEZ Mz BS ¢ 5725, ssl.conf ICLITORERZMR T,
SSLOptions +StdEnvVars

BE L7 747 MEAEOEHR (Ef. . 3% —L) ZPHPTRRIE2HED
B9,

<?php

echo 'Organization : .$_SERVER['SSL_CLIENT_S_DN_Q']."<br/>¥n";

echo 'Organization Unit ;: ".$_SERVER['SSL_CLIENT_S DN_OU']."<br/>¥n";

echo 'Common Name : .$_SERVER['SSL_CLIENT_S_DN_CN'."<br/>¥n";
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