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lvanti Connect Secure 7 5 A 7> FEERREREFRTE

1. XL &®IC

1.1. AZICH5W T

RECTIH, BHRR [ 774 R— +RiEREGléas) TRITLI-7 747~ MiIBAE
#RAL T, lvantitt ®SSL-VPNZEE [lvanti Connect Secure] #FIFEL TD k
VAUV T EREETOREBEABET A-OOXREMNEZEHL T,

AEICEHOARIE, BHORIBRBICE T 2BF2HIL-bDTHY ., Ho
WELRIBECTOEEEZRIALT2HDTIEHY FEA, BHERERAW T LE
FO—Ple LTTERAWLZTEST LD BBEVLELET,

M TIIHBAD Y 747 v FMEREDRELIT-TH Y F9, RAFETHER
HEli. RREOBEVWEDLEHLE TERBRICTERK IS,

1.2. KEC BT RBIE

AEICBITZ2FIEIE. UTORBECHFERZT>TVET,
> lvanti Connect Secure (/X—< 3 >21.9R1 (build 421))
XL, [ConnectSecure] &HELET
> JS3 774 R—|RERFBGléas (N—=T 3 25.1)
XLk, [Gléas] CRELET
> 7747k Windows 10 Pro / Pulse Secure (/N—33:>9.1.12 (10247) /
Gléas Certimporter (\N—< 3> 1.0.1)
XL, [PCJ &@HFLET
> 7 747>k iPad Air 2 (iPadOS 15.4.1) / Pulse Secure (/N—< 3~
9.11.0.89207)
XL, [iPad] ¢RELET
KAEZLZHOARITMDIPady U — X PiPhone - iPod touchlCHBATE XS

UFIZo20WTlE, A CTIEHRAZEIZEL £,

® ConnectSecure TOY —NEFAZRER R Y b T —J&RE. 77 & XERSE
DERTE
GléasTOA—HEFN I 74 7~ FIRERITEOEARIRE
PCOA Y b7 — 0 REFDEKRKE. Pulse SecureZ 74 7> b, Gléas
Certimporter7 77U B L V7 7 U HIREERED 1 ~ R b — L&

® PadDxy b7 —UEBREFDODEALRFKE. Pulse SecureZ7 747> FDA VX
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lvanti Connect Secure 7 4 7> FEFBHE R E

b —ILHE
INBIZOVWTIE, BERBOYZ 2700 E2TSBW2<Hh, EEBZEY K-
TWBERFEEICEMWEDhE (72 & 0,

1.3. XEICH TS8R

AETIE. UTOWRTREEZT>TWET,

SSL-VPNiE#R

Ivanti Connect Secure [¢

[oT= ———
A :|°.

Gléas
1. GléasiE, ConnectSecurellH —/\iEBAE %, PCLiPadlcy 7 A 7> b EERS
EEHITIT S
Connect SecurelCHITI N/ — N\FEAEZHRET 2
PC&iPadlf, Gléas(UA)K W 7247 biEFAZEZ A Vi R— T 3
4. Pulse Securell, 7747 v MiEBBEZFE>TVPNT7 /2R %$ %

1A GERAERITRICB TS BESEER

GléasTEFIAREZHKITIDRICUTORICEREST 208V HY £7,
o KEIE2205ETY—/\AREZRITT 25H51E. FaTICGléasicH —T7h
Ty b EERLTHELRELHY £7,

2. Connect SecureDExE

2.1. 1%%?6”*_ I~ WC\HIE% 0)_""-.1

SEFABITZ7 ATV MARED NI AT AR BL— AR ZHRE L X
ERS
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lvanti Connect Secure 7 54 7> FEFBRERER T

FERNIC Gléas K WIL— FEERAEA AT v —RLTHEEET,
Gléas |Z http://hostname/ (http THB Z EITFEE) TT I ERTHE, XTI
A— KAA[gETd,

ON—HiIlMEnS v O0—F
BRI Fy TR—Z(CF IR DEHD

LT<

JL— HEIEREOY DO

EEEEE LA X = 12— & Y [System] > [Configuration] > [Trusted Client CAs] &
YA, HAICHIZT S [Import CA Certificate-- ] R4 %2 U w7 Lxd,

Users can be required to present valid client-side certificates to sign in{see the realm-specific Certificate Authentication Policy page). Specify trusted certificate authorities

Auto-import options. .. Proxy Settings. .. Import CA Certificate. ..
10 ~ | records per page Search

Trusted Client CA Trusted for client Valid dates Status checking

authentication?

[Import From:]® & Z A T[Browse] R& %3 L, A—AHILIZREFELTHDIL—F
SFRAZ A 3R L. [Import Certificate]l R4 > %27 U v 7 L9,

Import Trusted Client CA

V¥ Certificate file
Import from: ial.cer

¥ Import Trusted Client CA?

Import Certificate

PRIT % ERRARDIEROSRTEINE T,
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lvanti Connect Secure 7 5 A 7> FEFRRZEREFRTE

Configuration > Trusted Client CAs »

Trusted Client CA

® Successfully imported Trusted Client CA: JCCH-SSS dema2 CA
¥ Certificate

Issued To: »JCCH-355 demo2 CA

Issued By: »JCCH-SSS demo2 CA

Valid Dates: Jan 25 00:49:16 2019 GMT - Dec 31 00:49:16 2038 GMT
Details: » Other Certificate Details

Renew Certificate .

Online Certificate Status Protocol (OCSP) #FAB L 72 7 A4 7 > FEERRE D K5
WEREH IR HIHBEIE. R—I TFEED Client certificate status checking IE T,
[Use CRLs (Certificate Revocation Lists)]#:#iR L. = Z ¢—FE[Save Changes]
o Uw o LES,

% Client certificate status checking

(@] Mone
® Use OCSP (Online Certification Status Protocaol)

O Use CRLs (Certificate Revocation Lists)
() Use OCSP with CRL fallback

Inhert from root CA

~R—FEBD OCSP Setting lB ¢, [OCSP Options...]JZ 27U v o7 LEY,
OCSP Options R—Y TLUUTDHREZH AL, [Save Changes]® 2 v 7 L £
ER
® [Use]] Favy 7Ry xTlE. [Responder(s) specified in the client
certificates] % 3R
K547 NIREOHEEER T 7R (AIA) 74 —L EAFELARVSEIE
[Manually configured responders] #23iR L, OCSP L X7R> & D URL % AA
® [Use NoncellcF v v
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lvanti Connect Secure 7 5 A 7> FEERREREFRTE

Configuration = Trusted Client CAs = JCCH-555 demo2 CA =

OCSP Options
Specify the OCSP options to use during enduser certificate verification.
Use: Responder(s) specified in the client certificates v

OCSP Responder URLs will be retrieved during client authentication.

OCSP responders Last Used

¥ Options

Device Certificate to sign the request - — Do not sign the request — ~

Signature Hash Algorithm: SHA-1 SHA-2

Use Monce

Save Changes

Sah) 2 b (CRL) 2FAB LY 747> FIBBEDKRWER A B 1 5551,
~N—IFERD Client certificate status checking IEE T, [Use CRLs (Certificate
Revocation Lists)]#&3IR L. & Z ¢—E[Save Changes]x# 27U v 27 LT,

% Client certificate status checking

() MNone
() Use OCSP (Online Certification Status Protocol)

@® Use CRLs (Cerificate Revocation Lists)
() Use OCSP with CRL fallback
Inherit from root CA

Z D%, BEEETEIZH S CRL Setting DIEE T, [CRL Checking Options-+] %

70y LEY,

CRL Checking Option *R— T T DREZH 274 L, [Save Changes]z= 27 U v

JLET,

® [Usel]orFoy 7Ry Z27Tld, [CDP(s) specified in the client certificates]
% 3ER
X747 bEBAZEIC CRLERKRA >+ (CDP) 7 4 —IL FAFEELBEWIGEIR
[Manually configured CDP]% &R L. CRLEEfKRA > Fd URL AN

® [CRL Download Frequency:]iCid, CRLZ&X 7> 0O— FJ 2EEEBFEERT
ABDLES,
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Ivanti Connect Secure 7 7 4 7 > FELRREREIRE

Configuration = Trusted Client CAs » JCCH-555 demoz CA =

CRL Checking Opt|ons
Specify the CRL distribution point(s) from which to download the CRL, as well

Use: CDP(s) specified in client certificates hd

Certificates wary in how they specify COPs. If the client certificate does not specifyas

CDP Server: |

CRL Attribute:l

Admin DM: |

Password: |

¥ (Options

CRL Download Frequency:l 24 hours (1-9999) Note that CRLs can also sp

[] Validate Server Certificate (LDAPS only)

Save Changes

F 72 K3hHEFR A7k ¢ [Use OCSP with CRL fallback] #FIA¥ 2 Z & T2 b % HFA
5 ENARICRY £9 (CRL 77 M4 /)L% Gléas UADY — N THLREFT 57
EDRAMEER LIERNEIR,

¥ Client certificate status checking

() Mone
() Use OCSP (Online Certification Status Protocol)

() Use CRLs (Certificate Revocation Lists)
® Use OCSP with CRL fallback

Inherit from root CA

% 7-. [Skip Revocation check when OCSP/CDP server is not available] # B4
T5& MALADERTOCSP L AKX CRLEHKRA > MZT I/ E2RTE
T KRN B IR AR WIGE CTHAIAERA T 5 2 LA AR T (Bt
RIREE),

2.2. Y —/\FERAE DERE

EEEBE A = 12— & [System] > [Configuration] > [Device Certificates] &
EHFT, TD%. [New CSR...JZ 7 U v o LAIAEEZLRERK (CSR) #HITL £
ERS

9/ 27
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Ivanti Connect Secure 7 74 7> b

RELRE Gléas R 7 A4 b R_R—sX—

AERAERRALRE

New Certificate Signing Request— Y TR & &, MEEIEA AN L[Create
CSR]I%#=2 U w735 ECSRMERRENET,
T I3 B EARIE S P-384 TORER D

=L

XTE CCSRZAER L 70T,

@ CSR created successfully: Your CSR was created successfully. See below for instructions on sending the CSR to a Certificate Authority.
The certificate approval process may take several days. When you receive the signed certificate from the Certificate Authority, you will need to import the certificate to complete
this process.

Configuration = Pending Certificate Signing Request
Pending Certificate Signing Request

CSR Details
Common Name: ivanti
Created S/27/2022 16:16:10

Org. Name: 1S3 Localty
State:
Country:

secp3sdrt

Org. Unit Name:
Email Address:
ECC Curve:

Back to Device Certificates
Step 1.Send CSR to Certificate Authority for signing
To send the CSR to a Certificate Authority (CA), you need to copy the encoded text below. including the BEGIN and END lines. and submit it to the CA in one of the following
ways:
« Save the text as a .cer file and attach it to an email message to the CA
« Paste the text into an email message to the CA
« Paste the text into a Web form provided by the CA

Note: Manage the CSR process carefully. If you submit more than one CSR to a CA. you may be billed for each CSR.

—BEGIN CERTIFICATE REQUEST— ~
WIBYzCBEQIBADAUMOwWWC gYDVQOKDANKUZMxHJACBgNVBA
MMFWIZYW50a55qY2No
L¥Nzey5sb2MNhbDB2MBAGEYqGSM49AEGBSUBBAAIAZIABFEZ
cF4TJcLskAEGWHLE )
EDIAADrKzGy7800dg35gbkIMHPOASNPFYSVSRgktbF 4

BEETEOTF X T 7ICCSRAKREINE T,
CORBETFRAM 774 IIRELET,

Gléas (RA) 2O A v L, ZHDOY—NRTHT Y bOR—I~ABEEL £T,
INAZ 2 —DEERERTIZ 7V v 7 LET,

OFFES: 1= HIRES L oma

OERE: VATLERH

[Pt loam
7ROV }

72
(i

-7
Group
* SR
{’ IIH"IH’Z}
Device
T L=
e
Q7o HMafE
Fhosb—-K
ERTRE-K
PhoERER
»EEERE R

» P HY> MR
PEvSIEARS

EfREET
°

Fhok
(L. ivanti e———
& 7HhU s MEE
Lt 2
FAT-SAHI
» -5
* AR ivanti;

* EIRAE RITOME

—BEB(CN)

DuEImE
EHE8: 202210527 16:28

RS 202200527 16:28 IBE

HIHERRR

ivanti

DS O~ OEtE O~ Ooy7ot

G IL-TEE
> 3I—FHL—F
ES A

PO-nEL - Osm
» BETERSS AT

> =) (EHEE

F34X—FCA G’l

éas@

Oz

B
(=]1153

HR-B(0)

JCCH Security Solution Systems Co., Ltd

Pl =3 HDC)

joch-sss
com

»A—KL7CSR 7 74 )L%FER
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Ivanti Connect Secure 7 54 7> FEFRREEIEF

T4 R—FFEF Gléas K7 A hR—s8—

A ]

ax A&

ok, [(BTIR2ry%27 )y LES,

OfFE%: H—)iIHBTRIT r FLra
OSdL: vaznEak TS4R—FCA Gleas m
[Pt Loamnasin

FhOUH

t Account
T

* SERRE
Certificate

RELF/NAZ

Device

;

-

b7t
O7PhY U MERE
oxh—K
13
PhHD 2 ERER

N
By
B
m
m
i |

AEREDERRNELNRREND D THE
RAZEDORITEH I LWVET,

OfEfd: o EIAAET
OFRE : ZATLERH

L.

[PIrob Is
§ 7Ho0k

Account

c; I=7
Group

* SEmE
Gertificate

V'l BRET/NAR

Device
. FrIL=b
Template

'

O7nv/HitE
FHOZF-K
ENRRE—K
FHIYERREL

EAAERITE 7.,

Fhuk
E] ivanti .
X AIERERT

ZOBETI IEREEROIFETL E T
BT T e Zh TR I SFEREFERAIERLE T .

BT L~ b IS L B bR TR P TR,

HEEREE T A TRIEE D
SHAEER(CSR) 7 LA 7w O35 Citemplivanti.cst
* MICSRIFIONEERIETD

i T |

FL, [PCORBTHERITTZ]ZIU v S

r Jurx

ss1~-rca 31645 @
o5 OEnE O~z 007t [Osfe B

) ivanti jomems wem SR &SR (CSR) DIES
L 1

Certificate Request:
Data:

Version: 0 {0x0)

Subject: 0-J53, CN-ivanti

Subject Public Key Info:

Public Key Algorithm: id-ecPublicKey

Public-Key: (384 bit)
pub:

ASN1 OID: secp3sdrl
NIST CURVE: P-384
Attributes:
Requested Extensions:
X509v3 Basic Constraints:
Ch:FALSE
¥509v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment
Netacape Cert Type:
S5L Client, SSL Server, S/MIME
Signature Algorithm: ecdsa-with-SHAIS6
30:66:02:31:00:b2:b7:c2:2c:dd:d1:80:D0za0:bc: cez 3cze3:

SMAEMEEOIRE Y 7 A L0 [THE: HY ]| %2 Y

v L. BITSNAREE L7 yA—FLET,

» SEEAE 71 I

EFREESR : @Y

ERRE I 2022105127 16:58
SMERE : bl

ERRE I 2022105127 17:00
= RETEGE 1L

"

Connect Secure ICR Y., ¥ >»O— KR L/EBREAEEL. [Import]z 2 U v &
[/7“/701:"_' Pbi—g_o
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lvanti Connect Secure 7 54 7> FEFBRERER T

Step 2. Import signed certificate
When you receive the signed cerificate file from the CA,

Signed certiﬁcate: download.crt

UETH—NREODEFENTT TI,
Device Certificates (IC7 v 7 A— K L7-ifBAEARREINE T,

Device Cerfificate
Licensing Security DHI Agent NCP Client Types Virtual Deskiops User Record Synchronization IKEv2 SAML
Wobile VBN Tunneling Telemetry Advanced Client Configuration Advanced Networking

Device Cerfificates  Trusted Client CAs usted Server CAs

Specfy the Device Certficate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary, you can add custom Intermediate CAs.

Import Gertificate & Key.
10 ~  records per page Search:

@ Certificate issued to Issued by Valid Dates Used by

Eivanti JCCH-SSS demo2 CA May 27 07-37:45 2022 GMT to Aug 27
07:37-45 2022 GMT

XEHOY —/NEREENMEMINTVWEEEIZ. R— MO T20ELNHY £, EOEE
THPELD Y VI % 0 )y 7T DI ETEDRENBIHRZET

% Present certificate on these ports

Select the internal and external virtual ports that will present this certificate:

Internal Virtual Ports: Selected Virtual Ports:
() m <Internal Port> L)
W W
External Virtual Ports: Selected Virtual Ports:
<External Port= () m (o)
W W
Vlan Ports: Selected Vlan Ports:
g i ,\
W W

[J Management Port

12 | 27
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lvanti Connect Secure 7 5 A 7> FEERREREFRTE

2.3. FEEY — /N DERTE

EIBEE D A = 2 —H  [Authentication] > [Auth. Server]Z 2 U v 27 L. A1l

DEEO®[New:] D KAy 747> &V [Certificate Server] #3&3R L. [New

Server- |27 Uy LET,

ALY — /N DEREEERICEETHDT, UTOREZITVET,

® [Name:]ITlE., —B ORI Y — LI E A D

® [User Name Template:]|Z(ZConnect Secure 1 —HID& L Tk S BU AT
X7 Z7AT7 v FEEAEDY 7Y =2 FCN (Common Name) =BT 25 —XTld. 77+
I ETA2TWS <certDN.CN> OF FICLTHEET

*MName Gleas

User Name Template:| =certDN.CN=

RTER T, [Save Changel# 7V v o7 L TEREXREL TLIEE 0,

24. A—n (A—YIER) DIERX

BEEBHELEADA =2 —& VY [Users] > [User Roles] > [New Role..]#27 U v 7 L
¥9, A—LOERBEICEEBLET DT, UTOREZITLVET,

® [Name:]lc—BnO—ILEZIR%E AN

® [Access features] ™. [VPN TunnelinglicF = v 7

o WNEILGLZOMDIER%HE

13/ 27
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=T

Ivanti Connect Secure 7 74 7 > FELRREREIRTE

Mame VPNtest

Description

Chedk the festures to enable for this user role, and specify any role-based options. Note thet features disabled here

[ Web

[ Files. Windows

[ Secure Application Manager
O Windows version Note: On Windows Mobile, Pulse Secure dlient is delivered via WSAM
) Java version

[[] Terminal Senices

[ Virtual Desktops

[J HTMLS Access

VPN Tunneling {includes IKEVZ)

[] Secure Mail

HERT%, [Save Changelx 27V v o LTEREXREFEL TS L,

BE _EEDO[VPN Tunnelingl R 7 2R L, b2 ) v 7ICBT 2R EZTVET,
XEELT (FrERaAy bO—L EETO 774 27Uy b by R, SiEignEEE)
IKOVWTIIABTRFAERRL S

25. LIV (A—YEREE) DIERL

BEBE DX =1 —& VY [Users] > [User Realms] > [New User Realm] % 2
Uy LET,

Realm OERRBEIEICEE L FT DT, UTFOEREEZITVET,

® [Name:]iCld, —BODLILLEZIE AN

® [Authentication:]ICld, 2.3IETRE L 7250 ¥ — /3% 3=IR

o WNEILGLZOMDIER%HE

14 | 27
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lvanti Connect Secure 7 5 A 7> FEERREREFRTE

New Authentication Realm
* Name I WPMNuser
Description

V

[J When editing, start on the Role Mapping page

¥ Servers

ers, see the Servers page

Authentication Gleas v
User Directory/Attribute Mone v
Accounting None v
Device Attributes MNone v

RER T, [SaveChangel® 27 U v 7 L TEREERELTLEEE L, D, Role
Mappingsk TEEICEE L £9 DT, [NewRule- 12271 v 7 LET,
Role Mapping RuleBEICEEFL FT DT, UTDREZITVLET,
e [Rulebasedon:]iCid, FAvYZ7X U Xx=a1—4V[Username] Z =R L,
X[Certificate] #3E IR L /=355, HAEY 72 =7 FOUFHIC L 2 HIHA AT BE
® [Name:IiClx, —BDIL— L& %E AT
[Rule: If username.. JIEBEICIZC OO — LA ERAT 31— &% AN
X7 AW KH—F " O A]EE
[...then assign these roles]JE B (C1x, 2.4 THERL L 7= A — )L % 2R
o WNEILGLZOMDIER%HE

T B3 247 v FEREN R RS NIHE, dEBEDOY 72 27 FCN

23EBTaA—YIDE L TEHRERA) NMAITHAS E [VPNtest] £S5 a—ILic~
v BV I BHEITY,

15/ 27
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B

Ivanti Connect Secure 7 7 4 7 > FELRREREIRE

Role Mapping Rule
Rule based on: Username v m

* Name: | VPMrule

¥ Rule:f username...

Y
W then assign these roles
Available Roles: Selected Roles:
Users 2 VPNtest 2
W W

[ stop processing rules when this rule matches

To manage roles, see the Roles configuration page.

JREM T, [Save Changelz 27U v 7 LTHEEZREFEL TS L,

26. Y44 VKU DERE

BEEHEE D A = 2 —h »[Authentication] > [Signing-in] > [Sign-in Policies]

o Uy oL, BAOBEREOUser URLsD[*/] (A—HFRDOT 74 b R=) &7

Uy LET,

ZDH, BFATA v R—VOERTERICEET 5 DT, [Authentication realm]d

HETUTZHRELET,

® [User picks from a list of authentication realms] % &R

e [Available Realm]R v 7 X1Zdh 2.5 THERK L 7= L )L s % | [Selected Realm]7R
v 7 BB

16 / 27
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lvanti Connect Secure 7 54 7> FEFBRERER T

¥ Authentication realm

Specify how to select an authentication realm when signing in.

(O User types the realm name

The user must type the name of one of the available authentication realms.

@ User picks from a list of authentication realms

The user must choose one of the following selected authentication realms when they sign in. If only one
realms, see the User Authentication page or the Administrator Authentication page.

Awailable realms: Selected realms:

Users

RER T, [Save Changel#= 7 U v o L TEREZRFEL TLIEE L,

3. Gléas DEEEHERTE (PC)

GléasDUA (FAF) & V) HITEAHIAAEEPCICA Y R— b TELLIFRELE T,
XTRBE L, GléeasDMBEICHH TREEZB I A>TV EFEDHY £F

GléasDRA (B#F) IcnJ/ (4> L, BELEBLY[RERIZ2 ) v o LIRREER—
BElEEICBHL. REZTOUAZZ Uy 7 LES,

UA .
I

—

RABFMIE@mARCOT, [EXAREIRA TUTORELITVE T,

GIFAZR b 7ADA vR—=MEF v 7

[GEAE X F TR Tl —H X b 7] %R

SRREDA VR— b E—EOHKIHRT BHEIE. [V R— b7 X %2FBT
2UCF vy

0O F=2nmA—b FWTA -4 | Gemalto NETH—F v
SERRE AR T SEREANTONE  [1-HALY v
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