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> SSLA—FRNRF 49—
BIG-IP Local Traffic Manager (BIG-IP Virtual Edition 16.1.3.2 Build 0.0.4)
XU, LTM] eR\BELET

> FREER :JS3 754 R—FCAGléas (/18— av25.1)
XU, [Gléas] &RELET

» Web¥—/3: CentO0S7.5.1804 / Apache 2.4.6
MKEE, [Webd—s] LREHLET

> 7747 F : Windows10 Pro 22H2 / Microsoft Edge 108.0.1462.46
L%, [Windows] ¢R&ELET

> 2747 b :iPhone8 (i0S 15.3.1) / Safari

X%, TiPhone] &RELET
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BIG-IP LTM Virtual Edition
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2. PCtiPhoneldGléas&k VEERRE%R M v KR— b T 3,
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2.1, Y—/FERAE D RIT L EH

N=F v VY —NTERT I Y —NEAEZGIéash L EITL. LTM ICEFELET,

LTMERBE@mAO LR X =2 —5h 5 [System] > [Certificate Management] > [Traffic
Certificate Management] > [SSL Certificate List] &#&H, ELICH S [Create...] K
avx7Vy o LET,

ZOEETUTZANL, BXTZERLET,

® General Propertiesfi®[Name]icid, EEDHEBIZ%ZAD

® Certificate Propertiestfi®[Issuer]ic i, [Certificate Authority] % $E%E

® Certificate Propertiestfi®[Common Name] 2l /S—F ¥ LB —/"DFQDN%
AN

® Key Propertiestfi®[Key Typelicit. [RSA]ZIETE

® Key Propertiestfld[Size]lclE, [2048]%187E

o fNIERIF. TRIREICHLTHRE
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KBTI, 2048bitdRSATE R TIEAERITY 7 T X F(CSR)ZEMT 6,

System » Certificate Management : Traffic Certificate Management : SSL Certificate List »» New S5L Cerfificate...

General Properties

I MName

| ServerCert_by_Gleas

Certificate Properties

Issuer
I Common Name
Division
COrganization
Locality
State Or Province
Country
E-mail Address
Subject Alternative Name

Easic Constraints

Key Usage

Certificate Authority

| Itm-test jcch-sss.local |

| JCCH Security Solution Systems |

O CA, pathlen: l:l

Selected Available

nonRepudiation
keyAgreement
decipherOnly
cRLSign
digitalSignature
keyEncipherment
keyCertSign
dataEncipherment
encipherOnly

-

-

Certificate Signing Request Attributes

Administrator E-mail Address
Challenge Password

Confirm Password

I
I
]

Key Properties
Key Type
Size 2048 ~ | bits

Certificate Order Properties

‘ Certificate Order Manager

‘ MNone ~

AB#. [Finishedl X422 Vy o LET,
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CSR H*HITEINBD T, Request File 1#Ic# B[Download---]F&>» &V CSR 7

74)b%§77n_ FLij—o

System » Certificate Management : Traffic Certificate Management : SSL Certificate List . Cerfificate Signing Request

Certificate Signing Request

————— BEGIN CERIIFICATE REQUEST-—- .
MIICnTCCAYUCAQAWHWDELMALGAL UEBRMC!
dHkgU29=d¥Bpb24gU31zdGViczEgMB4G]
IbG33 YiwmggE iMA0GCSyES b 3D0EBAQUA

Request Text TaC+LHN&ovpJd+ZIPbCa/ 64Rz1mS2J66
BOECOFgN4zNOTHOT 1+Rm/ QA4acLil3 Tl
aRBELHITCWARATCYOZQWZg3zRoaG/Vigh: v

] r

Request File [Download ServerCert_by_Gleas|
IdenTrust

Certificate Authorities (EMmES
GlobalSign
VeriSign

Ay vA—FHPRET LS, [Finished - 1K&2>»%27Y vy I LET,
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Gléas (RA) lcAZM YL, ZHDY—NRTHIY FOR—S~BEILET,
Y—EHDORE] 27Uy 2L, FRFAICAHTB/NN—F ¥ LY —/3D FQDN %
ABLET,

WA= 2 —DFEEAERTIZ 2V v 7 LET,

OfFET : Y—CIHRERG - £ ura
oEE= : HMBERE ssn—rca G1EEAS
[Phr A l-za Ogis Bps Bges O 7 Boozo

[t PHOUR ] PRI
Account
@ ns.js3-test-xen.local

=
Group N o A
g FPhO VAR FERi=- R el ~

k g:.'.ﬁm »H—)C BEEE : 2016/1024 17:16 P I—HFI—T oEm

BEF/AZ PAT—HA > 2L St
' e B REshicER
> Y—)ERE REER : 2016110124 17:16 155 e T

[- z:,,,’,!’e-rl »AARE  nsjs3-test-xenlocal s AO— ULIIL—T

OF7horafF
§ = T e
Gasr-n ]| REMBRTORE
ERTRE-K s
T U7 L] AF—HZ 5 =R
7
HRSEFTENTUERA.
> AR RLT
» ATV AR BFUTL— MBS
rEUZICARD TSNS

{ ng js3-test-xen.local

PEIEIE J5 75— NGA Gléas ‘Copymight (C) 2010-2016 JOCH Securiy Salution Systems Co. Ltd. Allights reserved.

EREMIIREZERAL, UTORIEZEILVET,

o FIAEER (CSR) 7747y 7A—FT3 : DER 1KLY LyvnA

—FL7=CSR 7 74 L%&ER

® [CSR77ANDAREHERTIIFv Y

ZD&., (RiITIFL %22V v LET,
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O : Y—)GIISERIT A K3
oEEs : mAEEEA s51n-rca (G1EES @
[Pl > mmans

§ 7hoE FHIH
Account =
[[—_] ns.js3-test-xen.local
E.,\ In=7
Group

X SEFAERIT ~
¥ A COBETHIREEROFREAET.

ERD (57510 M & IRE ORETIEISEREmHLET

# BEraz | | 5R0T I o ssEseoTERLT RE) TALT R

Device

]

[ FrIL—h

Template
¥ OmEzaREz I TENETES

» & R)J7 L Z7»F0- 93 : Ciemp\CSR File
» MICSRI7 1 LOREEHRET D

OFhY > hiEtE
Fhovb-K
ERERE-R

i

EZD
FPhovMERER R
> AL LT
p TSI » BERENTVST>TL—H
» CN=ns js3-test-xen local » A TIAILINKE
» DC=COM, JCCH-555 » B8 H—/ EERE

P R v

P 57— 1CA Gléas Copyright (C) 2010-2016 JCCH Sesuriy Solufion Systems Co. Lid. All ights reserved

EAEDERABHPRREINDOTHERL. PCOARTHRITIS| 22y oL, &

AEDORITEHEIHVLET,

F54~—FCA Gléﬁ’é @

L. ns.js3-test-xen local FEPAEER(CSR) OFEE

cate Request:
ata:
Version:
Subje: JP, ST=Tokyo, 0=J53, CH=ns.
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
(2048 bit)

0x0)

test-xen.local

Device

W 77—t

Template

O 7 NYU MR
Fhorsb—K
BRERE-R
P ERER

2
Exponent: 65537 (0x10001)
AtTributes:

YR 5~ -CA Giéas Copyright (C) 2010-2018 JCCH Security Solution Systems Co.,Ltd. All ights reserved.

SERAERITR TR, AAEFHEEOIRAE7 7ML [FEAE Y] 27V vy

L\ %?Téhf:ﬁiEﬂﬂg%ﬁ?y A— I: L ij-o
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e s
[SEEHE |-
F] =
JCCH-SSS demo CA#156 BEys
* SEFRERE - [ CECES
» ns.is3-test. local B3tAE : 201610241727 ¥|TH : 20191024 1727

OEEEE

2B P >4EEE : 201610024 17:26
= EEMIE : Tokyo > HIEHE 1005
» 48 ¢ JS3 »5mE
»—f% : nsjsd-tesi-xen local > EAEA
>FAB#TA :

>R EARIEAE

> MBORE - EAEIES
> h—DBE

» /=3 : 4

» S : JCCH-SSS demo CA
ESFITURL : sa

> FASTRARTILTUZ L : sha2se
FBE

> IIERRE SSLUSA T B
»FIE : DNSEnsjsdtestxen local

> ERSER © B0
{EEEEIET 2016/10/24 17:26
RS : B0
FERREIRF 2016/10124 17:28
= fEEE : 2L

~

FZA4<—ICA Gléﬁ’é m

B 57— hCA Gléas JOGH
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LTM oEBE®ICRY £7,

System » Certificate Management : Traffic Certificate Management : SSL Certfificate List :» ServerCeri_by Gleas

7+ ~ | Cerlificate Key Certificate Signing Request | Instances

General Properties

MName ServerCert_by_Gleas
Partition / Path Common
Certificate Subject(s) Mo certificate

[Import---1R&4>% 27Uy LET,

ZDEETUTZANLET,

® [Certificate Source]®[Upload File] % EiR

® [Certificate Source]D[7 7 A N%EE R 2o Vv oL, £7>vA—FLECSR7 7

A4 L% EIR

System » Certificate Management : Traffic Certificate Management : SSL Certificate List »» /Common/ServerCert_by_Gleas

SSL Certificate/Key Source

Import Type Certificate

Certificate Name [Common/ServerCert_by_Gleas

® Upload File O Paste Text

Certificate Source =
7 JLOER | download.crt

Free Space on Disk 1974 MB

AH&, [Import]h& %oV v 795 EY—/ERAENERINET,

System »» Certificate Management : Traffic Certificate Management : SSL Certificate List

5 - Traffic Certficale Management ~ Device Certiicale Management ~ | HSM Management ~

oo
| < Status ‘ + Name ‘ + Contents + Key Security | + Common Name + Organization < Expiration ‘ < Partition  Fath
@  ServerCer by Gleas RSA Certificate, Key & Cerfiicate Signing Request Normal lim-test jcch-sss local JCCH Security Solution Common

O
O
O
[m]
[m]
O

a
Archive | [ View Cerfificate Order Status | [ Delete OCSP Cache.

¥Contents f#IC. RSA Certificate, Key and Certificate Signing Request & RRENhE T,

16 / 47



754 ~R— |} CAGléas FT A kr—s8—
BIG-IPLTM TD 4 5 A 7> MERER:

2.2. Jb— FEFRAZ D &%
54Ty NEBEICK BSSLETE2FAT 210101k, L— FIRAZOEHHFBET
T, ChiE. 25472 P OERTRENBIRASHAELWE & E2RTTIRICFIBET 3

=T,

AFIEDFIICGléas& ) v— FEAEZ X7 O—FL XY,

XGléasDT 7 + )V FCADIL— FEEFAE (PEMER) X7 A—FURLIZUTEAY 7
http://[Gléas®DFQDN]/crl/ial.pem

LTM BEREERO LRI A = 2 —H» 5 [System] > [Certificate Management] > [Traffic
Certificate Management] > [SSL Certificate List] &#E#, ELIZH S [Import...] K
2y #2YvoLET,

ROEET UTZHRELET,

® [Import Typelicid. [Certificate]Z#EIR

® [Certificate Name]lciZ. {EEDHRIZE AN

® [Certificate Source]®[Upload File] % 5EiR

® [Certificate Source]D[7 7 A N%FER]|Z 27Uy oL, V—FEAE7 7MLV % &

iR
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System . Certificate Management : Traffic Certificate Management : SSL Certificate List » Import S5L Certificates and Keys

SSL Certificate/Key Source

Import Type Cerificate w

® New O Overwrite Existing
| gleasCA

Ceriificate Name

@ Upload File O Paste Text

Certificate Source » .
T7AILOER |ial.pem

Free Space on Disk 1974 MB

AN&, [Import] RZ %27 Uv T 3e—  MEASHVERINET,

System »» Certificate Management : Traffic Certificate Management : SSL Certificate List

£- 24

Traffic Certificate Management v | Device Certificale Management ~ | HSM Management ~

E ) [Searct) [import_][ Create ]
/1] + status |« Name |+ conents |+ Key Secunty |+ Common Name ~ Organization < Expiration |+ Partion  patn
0O @
m|
=]

L]

o

0O @

(] gleasCA RSA Certificate JCCH-SSS demo2 CA JCCH Security Solution Common

Archive... |[ View Certificate Order Status. . || Delete OCSP Cache... || Delete.

¥ Contents Hlc. RSA Certificate ¢ RREhET,
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2.3. KUY R+ (CRL) DEEFH
9547 FMEAZICK BSSLER AT 3-01C1F, K$HY X FOEREHFBETT,
IhiE, 7747V b oRRINZIAASHARBINATULEWT & ZIRIET S BICF

RAY3%7-HTY,

AFIEDFIICGléas& ) v— FEAEZ X7 O—FL XY,

XGléasDT 7 I FCADCRLOZ 7> A—FURLIEAT LAY £7,
http://[Gléas®DFQDN]/crl/ial.crl

LTM BEREERO LRI A = 2 —H» 5 [System] > [Certificate Management] > [Traffic
Certificate Management] > [CRL Files] &iEH, FLICH S [Import..] FEY %27
Dy LET,

ROBETUTZRELES,
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= b A

® [CRL File Name]lzid. {EFEDHEBIR2%Z AN

® [CRL File Source]®[Upload File] % #iR

® [CRL File Source]ld[7 74 V%z&ER1Z2 Vv oL, CRL7Z 714 W% ZER

System »» Certificate Management : Traffic Certificate Management : CRL Files

» Import CRL File

CRL File Source

CRL File Name ® New O Overwrite Existing
| gleasCRL
@® Upload File O Paste Text
CRL File Source -
I7-(ILOER |ial.cr
Free Space on Disk 1974 MB

AN, [Import] K& %22V v o33 LCRLBEHFRINET,

System » Certificate Management : Traffic Certificate Management : CRL Files
o~

Trafiic Cerlificate Management ~ | Device Certificate Management ~ | HSM Management ~

E ==
| « Name | + Partition / Path
[ gleasCRL Common

CRL 2E#H7 3/ & 1L, [CRL File Name] T [Overwrite Existing]Z#iRL. Efish

=CRLZ7A4N%ETy7O—FLET,
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CRL E#7ld BIG-IP DEEH> =V (tmsh) »HH A5 T EHAIEETT,

LUTFiEa=w> FFITY,

/bin/tmsh modify /sys file ssl-cr| gleasCRL source-path http://[Gléas @ FQDN]/crl/ial.crl

¥crontab TLERRZETTSIL T, CRLOTEHABZECEIRELZTHILHAETT

XFABRD CRLIEZ, UTFa~vr FTHERTRIEHAETT

/bin/tmsh list /sys file ssl-crl gleasCRL

F - LMHEFRICIE. LDAP (Lightweight Directory Access Protocol) %> OCSP

(Online Certificate Status Protocol) #FIAT23AELHY £7,
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24.SSL77A7 7 4 VD EH
N=Fw LY —=NRTI 547> FMIAEREEZTS5-0ODSSL7A7 74 L EERKRL X

ER

LTM EREEO AR X = 2 —H» 5 [Local Traffic] > [Virtual Servers] > [Profiles] >
[SSL] > [Client] &&#, HEICHS [Create.] KE¥ #7 Uy LET,

ROBETUTEZRELET,

® General Properties fid®[Name]iciE. ERDHEAGIZ AN
® General Properties #fi®[Parent Profile]icid. [clientssl] % iR
® Configuration #®[Custom]ZF = v ¥

® Configuration ff®[Certificate Key Chain]®[Add]FR &> %7 U v &
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BIG-IPLTM TD 7 Z 4 7 > hEFBAEERS
X475 TUTZAD
Certificate : 21 JETE R L /- Y —/\iIRAE
Key : 2 1IETEF L /=Y —~GIAE

Chain: 22 1BTE&L-)v— FIAE

I Add S5L Certificate Key Chain I

‘ Certificate ‘ | ServerCert_by_Gleas v

‘ Key ‘ | ServerCert_by_Gleas v |

‘ Chain ‘ | gleasCA v |
Passphrase ‘ | |

[Add]FR &> %&o Vv

Client Authentication #®[Custom]|%ZF = v 7

Client Authentication #®[Client Certificate] IZld. [require] % &R

Client Authentication ##®[Trusted Certificate Authorities] (i3, 2.2 JETE#H%

L7zv— FEERAE &3 4R

Client Authentication ##®[Advertised Certificate Authorities] IZl&, 22 BT

EHRLIL— FIAEZER

Client Authentication #1®[CRL File] (CIZ. 2.3 B TE§ L 7= CRL %53&ER

Client Authentication i@ [Allow Expired CRLIZ%EICLF = v 7 (8K

7iF)
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Local Traffic »» Profiles : §SL : Client ;» New Client S5L Profile...

General Properties

Name | js3-test-clientssl |
Parent Profile [ clientss! )
Configuration: Custom
fCommon/ServerCert_by_Gleas /Common/ServerCert_by_Gleas /{Common/gleasCA
Certificate Key Chain
[Ada) 0
OCSP Stapling O
Motify Certificate Status to
+
Virtual Server g a
Proxy SSL O
Proxy SSL Passthrough O
Client Authentication Custom
Client Certificate
Frequency
Retain Certificate Enabled
Certificate Chain Traversal v
Deptn [ 4
Trusted Certificate Authorities I: gleasCA v :|
Advertised Certificate Authorities I: gleasCA v:|
CRL File gleasCRL v
Allow Expired CRL File

AHB#&IC, [Finished] (kW (d. [Update]) K& >»%22 Vv o 33L& SSL7A7Z7M4L

PEHFINET,

Local Traffic » Profiles : SSL : Client

Services ~ | Content - Protocol >  SSL -

o~

Other -

Authentication ~ | Message Routing ~

i ==

- MName + Application | + Parent Profile | + Partition / Path

[ is3-test-clientss clientssl Common
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BIG-IPLTM T?D ¥ 5 4 7> FFEAERE
2.5. W—=F v LY —/R"DBE
N=F LY —=NIZSSLZ7AZ7 7FALEZBEHALTI254 7Y FMERERTE2TS &SI

RELEY,

AFROFICWebY —/SICA—FAF Y 2T ZN=F v LY —NEHERLTHELT,

LTM BEEREE®OER A = 2 —H» 5 [Local Traffic] > [Virtual Servers] > [Virtual
Server List] &&H, 7747 FIAERAZERTHENN—F v VY —nesUv s
Lxd.

BRLENA—F LY —1ROUTZZEELEY,

® General Properties #i®[Service Port]Z HTTPS (443) ICERTE

® Configuration #®D[SSL Profile (Client)]IC 2.4 ETEHFL/-SSLZ7A7Z 7ML %

&R
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Properties
—

-

General Properties

Local Traffic »» Virtual Servers : Virtual Server List » |s3-fesi-vs

Security ~ | Statistics

MName

Partition / Path
Description

Type

Source Address

D Addr

js3-testvs

Common

[Z=t8

Standard

(® Host O Address List
| 0.0.0.010 |

® Host O Address List

Service Port

Notify Status fo Virtual Address
Availability
Syncookie Status

State

[ ]
@® Port O Port List

HTTPS v

() Available (Enabled) - The virtual server is available

Inactive

Enabled »

Configuration:

DoH Profile Type

Protocol

Protocol Profile (Client)
Protocol Profile (Server)
HTTF Profile (Client)

HTTP Profile (Server)
HTTP Proxy Connect Profile
FTP Profile

RTSP Profile

PPTP Proifile

SSL Proiile (Client)

SSL Profile (Server)

SMTPS Profile

POP3 Profile

Client LDAF Profile
Server LDAP Profile
Service Profile

SMTF Frofile

TOR Profile

VLAN and Tunnel Traffic

Source Address Translation

None

z |3
o
<

<

(Use Client Profile) v
tp

(Use Client Profile) »

None

=
II
<

None w

None ~

Selected Available
Q
/Common - ICommon -
js3-test-clientss| clientss!
clientssl-insecure-compatible
clientssl-gquic
clientssl-secure
crypto-server-default-clientss|
- splitsession-default-clientssl
Selected Available
Q|
- ICommon -
apm-default-serverss
cloud-service-default-ss!
crypto-client-defauli-serverss|
do-not-remove-without-replacement
foaas-default-ssl
- peoip-default-serverss| =
Nong  ~
None
None v
None ~
None -
None w
None ~

All VLANS and Tunnels
Auto Map v

AANi&, [UpdatelR& %2V v LTREZRELET,

26 / 47




754 ~— b CAGléas K7 A h_—st—

BIG-IPLTM T2 54 7> ERAERS

6. YIVIRIMANYXIZV AT FEAZRERZEA

NW=F WY —NRTSSLFZ7A—F LEHZE. A—FNAF AL TWERY—RNFI 754
v MERAZDOEREZZITME LA TEL WS, LTM O iRule #EEZE->TY 2

IRMAYZEZEERZ, Y—NICIFA4T7 Y MEAEOBREXETILIICKREL

7,

9. iRuleZzEEL X7,

LTM EBEEO LRI X = 2 —5H 5 [Local Traffic] > [Virtual Servers] > [iRules] >
[SSL] > [Client] &i#EH, HLEIZH S [Create...] KEY¥ 27Uy oL ET,
ROBEETUTEZHRELXT,

® [Name] (I, EEDHERZRTE

® [Definition] IZ iRule #E%&

XUTFIE. WebHY—=n"ADYVITRMZIFA4T7 Y MEAEDY 72 4 F DN % X-client-
cert-dn Ny &XICE LTHEATBH

when RULE_INIT {
set static::subject_dn O
}

when CLIENTSSL_CLIENTCERT {
if {[SSL::cert 0] eq ""}{
set static::subject_dn 0
} else {
set static::subject_dn [X509::subject [SSL::cert 0]]

}

when HTTP_REQUEST {
if {$static::subject_dn ne 0} {
HTTP: :header insert X-client-cert-dn $static::subject_dn
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ocal Traffic » iRules : iRule List »: js3-test-irule

Properties
Mame | is3-test-irule] |
1~ when RULE_INIT {
2 set static::subject_dn @
31
4
5~ when CLIENTSSL_CLIENTCERT {
(A4 if {[55L::cert @] eqg ""}{
7 set static::subject_dn @
g~ T else {
] set static::subject_dn [X5@9::subject [55L::cert 8]]
18 ¥
11 3
12
13 = when HTTP_REQUEST {
» 14~ if {¢static::subject_dn ne 8} {
Definition 15 HTTP::header insert X-client-cert-dn $static::subject_dn
15 ¥
17 3
18
DWrap Text

[ Show Print Margin

AAH#&IZ, [Finished] x4 %2 )y o3 3L iRule ’EHFRINET,
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Rz, N"—=F v Y —nZiRulezBAL £,

LTM BEEBEE O LR A = 2 —H% [Local Traffic] > [Virtual Servers] > [Virtual
Server List] &R, 7747 FMIASRIAZ BRI A N—F v LY —n"%sUv s
LY,

BIRLF=/N—F ¥ LY —/"T[Resources] X 7%&EIRL. UT%EKRELET,

® iRules f@d[Managelx&>»%2 o Uv s

® Resource Management #®[iRule]IC&#k L 7= iRule % 3EiR

Local Traffic »» Virtual Servers : Virtual Server List »: js3-festvs

¥+ ~ | Properties Resources Statistics [E}
N

Resource Management

Enabled Available

ICommon _sys_auth_ssl_cc_ldap -
iRule

Down

_sys_auth_ss|_cridp
_sys_auth_ssl_ocsp
_sys_auth_tacacs

_sys_https_redirect

® [Finished]X& > %o Vv
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BIG-IPLTM T?D 2 5 A 7> +iFBAER:

Local Traffic »» Virtual Servers : Virtual Server List »: js3-festvs
-2

Properties Resources Security ~ | Statistics (E]]

Load Balancing

Default Pool
Default Persistence Profile
Fallback Persistence Profile
[Update |
iRules
Name
[Common/js3-test-irule
Policies
Name
Mo records to display.

AR, [Update]R2>%#2Uy o LTREEZRELET,

UETY—nNADWebY —NRNADYVITRIMAYZEICITAT Y FMERAEBRDPEFEA

SNB &S ICTIRENRT T,
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. Gléas DEEERTE (Windows [1F)

GléasDUA (BAR) & W RITHEHEAEEZPCICAVF—FTEDLSIRELET,

KTERRER, GléasimIFFICBH TREZBRICIT>TWAEEYFHVET

GléasDRA (BE#HR) IcAsaM4 > LEd,

EE LB YRR ZZY v/ LERR—EEmICBE L, REZTIVA (RAR)

ﬂl

#7VvI7LEY,

XERIET 74V FEARTIEAEL, ZOMOHFAROREZRELET

I » Gleas Generic UA  Gleas T2 JL-BiAR

RIARFHEEA R DT, EFRRETUTOREZITVWET,

® [FIAZBXRFT7ADAVE—FZFzvy

o FEFAERFTDFERT, [ —Y R FT]EER

o IAEDNAVE—-FE—EORIHRTZERE. (A R-F7R%ZFHAT 3]

IcFxvo

[ e R R P el ER¥Eb—o | Gemalto NETA—F v
SEERE AL FADA LA SEORE R FOOIESE
[ Arr O—p#sfar A= TREFET D

Sy O- FaTHEs ) BRFEETOMEL

[ BFEH T A 2Dt — T

[ cAZIBREFE LY

REFRTER. (RE1Z27Vy 7 LRELET,
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¥, BETNARABREDUTERICFzy 7P BV L%2®ERLET,
® Phone/iPad DERE®D. [iPhone /iPad FH UA #FIH7 3]

® Android ®DERE®D. [Android B UA #FIH3 3]

L ETGléasDERFEIIHRT T,
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BIG-IPLTM TD 7 Z 4 7 > hEFBAEERS
4. 7747 FPDRE (Windows)
41. 2747 FEBHE DA R — b

PCO7Z7Y% (Edge) T, UAICT7ERLET,
URL https://[UA ® FQDNI/[UA 0% #i]/ua

/4 VEEFARTENBZDT, 1—FID EXRT—KEAHLASAVLET,

O I FI1—¥0Os12 [UA]

I:I7°'f s/-g-a t\ J—'Hsgm/\o_:)i)eiiﬁgni?o

[FEFAZB DA Y R—PFERE&2 %IV v oFdE, 7747 MERABDA K- F BT

hhxd,
[ 751/-hCAGiéas| FAh 1- x | + - B
c =& R ® 3 & B -
ssan-tca GlEAS @
Ak 21— — ShoA—3] (e

I—HiEhk

&) FR I FADN—T

§ 1—-YiEE
b2 Fii0H -

=i TAF B 2-H-
» 2—4ID:

P A=ITRL

T L TP

* EIREESE
» FTRHANRE

EHEEE | EERERNTACH—F

1 # | sEREDAA-t |
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KEERAE A R — PRSIV — FEEAE DA K — FEEYFHET S5R8E. Y RATLEEEICHBO%Z
HRTILEELEZEELTHOIIV]Z2Y vy I LET

pFLUTES

ETENNTEELERTSEREEH (C8) PoERSE VAL

A Seltuss

FERRE MR PEOEOTESNEINERIT
TEERA. [CEELTRITE R s4EN
BYET. AOFSHIMBETEILET:

1BED (shalk

==

ZON—ERSE VAV E Bk, 20 CA [ZhoTRTENLERSE
EEeCEEN T, RN TORLISENTE0EERAE &1 VA
FEILE. EFIUT b BETE. B 7T ek, I0REEE
BLEIECGYZT.

ZMEERSE VAP LET

g | [ oeam |

AVR=F7 2 RAMREEZEMICLTULBRHESE, 41 vy FR—FETRISGEFBICOSTY

FEEonEd, BOJA VL THEERAEDM Y ER—FFREVERREINT, BERD

TAVLTAVE=-PZITIILR>TEEEA,

G Google % | @ 75K-hCAGRas |FAF 1-1- x | 4= - o x
c o A @ 3@ .
r ¥LrFa
75ax—rca (G168
[FAR 32— — ThOR—3/] Dos7ok

& 1—1EE

[ i HREE -

TR B
» 2—41D

A= LTFRLA

B AT g e

e EIEAETEE -
» BT HA TS

# g 2 g HAER
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42. =7 o€ X
PCO7TFW (Edge) TLIMO/N—=F v WY —/SOURLICT 7 RXRTHBE, 774AT
FMIRRZEDRTERD LN E T,

oAl FMEEREDER
eads TREREEIDET:

&

FHaRE S

[OKIR&>»%# oYUy oL, 27472 MERAERAIP B I LB ER—IHPRRE

nEy

XUTIR7TEDCGIZEITT 2WebR—JICT7 72X LTV

O v s x |E - 8 x

&« C @ m 1 s ® ¢ B @
Welcome Server

HTTP_ACCEPT = text/html,application/xhtml+xmi,application/xml;q=0.9,image/webp,image/apna,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
HTTP_ACCEPT_ENCODING = gzip, deflate, br

HTTP_ACCEPT_LANGUAGE = ja,en;q=0.9,en-GB;q=0.8,en-US;q=0.7

HTTP_CONNECTION = keep-alive

HTTP_HOST =

HTTP_SEC_CH_UA = "Not?A_Brand";v="8", "Chromium";v="108", "Microsoft Edge";v="108"

HTTP_SEC_CH_UA_MOBILE = ?0

HTTP_SEC_CH_UA_PLATFORM = "Windows"

HTTP_SEC_FETCH_DEST = document

HTTP_SEC_FETCH_MODE = navigate

HTTP_SEC_FETCH_SITE = none

HTTP_SEC_FETCH_USER = ?1

HTTP_UPGRADE_INSECURE_REQUESTS = 1

HTTP_USER_AGENT = Mazilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36 Edg/108.0.1462.46
HTTP_X_CLIENT_CERT_DN = CN= , DU=1, O="JCCH Security Solution Systems Co., Ltd.", DC=jcch-sss, DC=com
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FERAZ 285> TLREWERR, KRMSNIFERAEZIRTLABART /LR ICKML X

ER

MKUTREMSNIF4T7 2 FEAETT 7R L7=H

O

HURTEWEHA. COR—SJICRETEEEA
B UEY bEnELE

BALIEZLY

- BEFERLTHFTIEZV

» JOFSE 7 AT 04— )LOWER

- Windows Ty hO—SREOET

ERR_CONMECTION_RESET

BHOBRCER
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5. Gléas DEEEKTE (iPhone mIl7)
Gléas T, RITEHDI FAT Y FEAEZ iIOS ICA Y R— T 51-DDREEFET
BEBLET,

KTRREIL. Gléas MBHFFICEHTREZBRICITo-TVWRIEELFHY X7

GléasDRA (E#&R) R4 LT,

EEEEL Y [ERER]Z7Y v/ LIRER—EIEHEICEE L., REZ1TO UA (RiAR)

3’&

27Uy LET,
XERIET 74V FHEARTIAEL, ZOMOHAROREZRELET

B > Gleas GenericUA Gleas T2+ BiAR

[RARFMEEHI’FL DT, [BXREBS TUTOREZITVWET,

o [#AyvA—F%¥u%EFzvy

o [XUrA—FrgERM(D)DERE - [1 Y FR— b7V REFBATBICFz v

COREZITI &, GléasDUADL B MR- b oIRELKE (9) ZE8LT-

®iZ, BR7O77ALOX 70— FHRRARICEY X (vF—-bAy ok

fE) o TNICKVEREDTNAZAADEBR7A77ANVDA VA M= EFHIRT

22 TEET,
» BASE
O b=t k= ElEAb—5  Gemalto NETH—F v
O SEBRE AL 7 o = SEREALTOESE 2 AT v
Ao b Aot LA TS
go-teEsgEen ] SRPEFTOAL
[ BREAT) A ADEA A — 35T

O casfBRgF a1

=
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RERTH®R, REIZZ2Vy I LRELET,
[FREET /84 R 1E#R]D[iPhone/iPadDE&EI1 X TR A—JL L, [iPhone/iPadFAUAZ% I

RA¥3]12FzvILXEY,

F BEFTIARIEIE

[ iPhonefiPad B UA #FI|HT 2

BRZ7O77ANVCHREBEELRZEROAHEEAHLFERINZIOT. UTRELZITVET,
(EE@mL A7 +]
® [iPhoneHBL A7 b 2FBT3]2Fzv 7

o A4V R7—FTitFAE%2 R EI2F v 7
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[iPhonelik 707 7 4 WEKRFE]

o [&EI]. [MBFIERONFZEZAN (HAER)

F BT I RIEE
iPhonefiPad A UAFFIFTS
[T PR ] o

iPhone AL~ F - #EERTS B4 i 27— F TSRS (REE
[ Mac 0S X 10.7LAB&DiBE+55aT

OTA(Over-the-air)

O OTATO— LA ERIFETS $EETS 08 F) - ARTEETS
OTAFISCEP URL
OTAREREER =L MR =

iPhone #5077 -2HS00E

EHFIAHTER)  [PrILIATL |

SEERIF-(51: com.jech- |Iocal_jcch—sss.proﬂle |
=25 profile)

FOTw IR |JCCH1‘24’—:U3"4' Mo —iegle AT LA |
iER [FraLEsTaTr L |

BEBDODANDEb- =0, [REFEIZZVYILET,

K ETGléasDREIIHKRT TT,
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iPhone® 7 5 7¥ (Safari) T. UAICT7ZEARLET,

*URL https://[UA ® FQDN]/[UA ®4#i]/ua

AJA VERIPRRINZDOT, 2—HID &/NXXT7—FZAHLATALET,

A7AvF%E, A—FERAR-—IHPRTRINET,

[F7va—Fl&4y 7L, BE707 74004y vr0—F2ZE0WET,

75ax-rea (G1E€AS

TR 1-Y— FAOAR—Y

s54<-+ca G1EES

2—4Ip
" FAN
B -
AL
[ ZOWeb Y1 NIERTOAT P AILES
DyA-KLE3ELTWET, FIL < Sk |

BT — Sy O—KEa ETH7? A 7|:|774;:1;f;zn K& oaa
oo — " S a - -
"""""""""""""""""""""""""" wrrot BL3

o 2 acen 1

X AVE-—FRAYIZEHICLTVREEER, CORRLOAV Y FHFRBEWET
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HHORRICLEFWEEEZFAC L, Z7A77MAAD L7 yA— FShiERRTRSN

BDT, AVA=—NEEZIHEVWET,

EQE Fpvtl  ZAZFPAN AVAR—I
HrFILFaTFAI
Apple ID. iCloud., X7« 7 &HBA I e ’ =

Signed by Not Signed

a7 FA LAY o O— RiEd TYFIBRIOT A U

Contains ZIAAM: 2

More Details

Remove Downloaded Profile

['f v R l‘—)l’]%ﬂ “/7°L’C.ul,ﬁ'L’C < f:é Ly,

AR == FEAEDA Y R - VEREEARENS DT, AEZHEIL

[MYRF=N]ZR2y 7T LTHERITLTLES L,

KITITAVARb—EnBI— FEAER, BEDT—RXTIEGléasDI/L— FRIERIMAETICHY X

+

vl =5 A 2A~=I

EE & L— M EE

SERAE E1VA
—ILF &, Phonelc BB EETE BN
FEDUAMCEBNEShEY, "FEASEHER
T THEMICT2E T, COEBPER Web
< rRICREEENERA.

AR —ARTEEIAEY ETOT, RTIEXy 7LTRTLET,
12 AL—ITET =T
ryATETIL

More Details
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%¥ [More Details]Z 2 v 7925 &, A VR F—NENTFIAEERERSZ ZLHT
FET, DEICLTHRALTLESY,

{E3 HoANFOIFIL

SafaritcRY., [A 77 M %22y 7L TUAD LRSI TIRLET,

HUET, iPhoneTOBRZTRAZ 7ANDA4 VX =R T T,

BE AVFE—FAyI7ZBHICLTVRRSE, (£ vO0—-F242y7LERRLY
EEEDEEL-FRZBALERICVAICBERIM»T5L, UTO&EY [£7A
—FER] EWSIRBICEDY., UEoF7yA—-FE—UFRFAELEY XT,

r Iera
FS54A~X~bCA Gleas Ly
FAL I—H— SADR—Y

1—4ID

3 FA

-] I—H—

A=)l

HIHHAR ForO—RER

AR FovO—REH

nyTY b

Copyright (U) 2010-2022 WCUH Security Solution Systems Co.,Lid. All rights reserved,
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6.2. ¥—n7o R

iPhone® 7 7 ¥ (Safari) TLTMDNN—F ¥ LY —/RDOURLIZCT 7R TR L, B

A7 7ANICHBITFTAT v MEASHFBEENICIRTEINET,

7747 MEAERIAPE I hbND ER—IHPRRENET,

XU TIR7TEDOCGIZETT 2WebR—JIZF7 72X L TV

Welcome Server

HTTP_ACCEPT = text/html,applicati mb+xml.application/xml:q=0.9,%/*:q=0.8
HTTP_ACCEPT_ENCODING = g7ip, deflate. br

HTTP_ACCEPT LANGUAGE = ja

HTTP_CONNECTION = keep-alive

HTTP_HOST

HTTP_USER_AGENT = Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_I like Mac 08 X)
AppleWebKiU605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/ISE148 Safari/604.1
HTTP_X_CLIENT CERT DN =CN=

A ZRH > TLEWESY, RMSNAIREZRTLAEBARB T/ ERICKRHBLE

ER

KUTIRI 747 FMEAEZEF > TOWHREWRETT 7R L7

R—I%ZRITEH A, Safarildxt
—NcEF 2T RESINE
Mz TEETATLU,
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7. Web Y =TV 747 FMEBAERHRZIE
LTM @ ReWrite ##EIc& > THTTPY S TR bAy X ICBAS W2 54 7> b EH

ERHWEWebY —N"HPEZELTVHILEZERALET,

XEUTFIE. Python TRk L7 CGI % Apache TRRY 5l

® http.conf I[CLAITF%3EN

ScriptAlias /cgi-bin/ “/var/www/cgi-bin/”
{Directory “/var/www/cgi-bin">

Al lowOverride None

Options +ExecCGI

Require all granted
AddHandler cgi-script .py
<{/Directory>

o CGI ZER

vi /var/www/cgi-bin/test. py
chmod 755 /var/www/cgi-bin/test. py

XRZ2UTFOARIIUT, BEEHHISVIZR Ay ZEZIELTHD
#!/usr/bin/env python

import os

print “Content-Type: text/html”
print “Cache-Control: no-cache”
print

print “<html><body>”
print “<h1>Welcome Server</h1>”

for headername, headervalue in sorted(os.environ. iteritems()):
if headername. startswith ("HTTP_") :
print “{0} = {1}<br>”. format (headername, headervalue)
print “</html></body>”

® Apache ZHEiEE)

systemct| restart httpd
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Web 77 0¥H5 CGLICT 78R T B L, TRIREH HTTP_X_CLIENT_CERT_CN (22

A7V MEAEDY 7L 27— (CommonName) ARG TE TW 3 Z & H'RESR

TEET,
MU IRPCA DEdge7 7 VY TT 7 £ R L1IBA OB

Welcome Server

HTTP_ACCEPT = text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/* ;9=0.8,application/signed-exchange;v=b3;q=0.9
HTTP_ACCEPT_ENCODING = gzip, deflate, br

HTTP_ACCEPT_LANGUAGE = ja,en;q=0.9,en-GB,;q=0.8,en-US;q=0.7

HTTP_CONNECTION = keep-alive

HTTP_HOST =

HTTP_SEC_CH_UA = "Not?A_Brand";v="8", "Chromium";v="108", "Microsoft Edge";v="108"
HTTP_SEC_CH_UA_MOBILE = ?0

HTTP_SEC_CH_UA_PLATFORM = "Windows"

HTTP_SEC_FETCH_DEST = document

HTTP_SEC_FETCH_MODE = navigate

HTTP_SEC_FETCH_SITE = none

HTTP_SEC_FETCH_USER = 71

HTTP_UPGRADE_INSECURE_REQUESTS = 1

HTTP_X_CLIENT_CERT_DN = CN= , OU= , 0="JCCH Security Solution Systems Co., Ltd.", DC=jcch-sss, DC=com
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HTTP _USER_AGENT = Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML_ like Gecko) Chrome/108.0.0.0 Safari/537.36 Edg/108.0.1462.46
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8. MLWabht

CTTRRABRLFTETVE LS, UTIRBBVEDELES W,

WGléasPHRIRIAAR. TR FAIIAZEORHICEHT S BV EHLE
HBRRHICCH - E* a2 VT4 - Y Va—Yary - YRATLX
Tel: 050-3821-2195

Mail: sales@jcch-sss.com

47 /47



