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/demo_app
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/etc/httpd/conf/server.crt
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/etc/httpd/conf/server.key
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/etc/httpd/conf/demo_app.crt
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/etc/httpd/conf/demo_app.key
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/saml/demo_app/logout
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openssl pkesl2 -in [.p12 7 7 4 JL] -nokeys -clcerts | openssl x509 -out /etc/httpd/conf/server.crt

chmod 644 /etc/httpd/conf/server.crt
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¥OpenSSLTITH 5l (NRTZL—XDANDBBELLEY ET)

openssl pkes12 -in [.p12 7 7 4 /L] -nodes -nocerts | openssl rsa -out /etc/httpd/conf/server.key

chmod 400 /etc/httpd/conf/server.key
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Gléash &7 A— F L7-SPEEEAE (p127 74)V) &WebY—NICT7vy7A—FL

7,

PR7Z 7ANDHPEMERDEREZRY HLTEREL XY,
HOpenSSLTHTA S Bl (RR7L—XDANHBEL LY £F)

openssl pkes12 -in [p12 7 7 1 JL] -nokeys -clcerts | openssl x509 -out /etc/httpd/conf/demo_app.crt

chmod 644 /etc/httpd/conf/demo_app.crt

PRZ7ANDGPEMEADERZIMY H L TREL XY,
¥OpenSSLTITH 5l (NRTZL—XDANDBBELLEY ET)

openssl pkes12 -in [p12 7 7 1 JL] -nodes -nocerts | openssl rsa -out /etc/httpd/conf/demo_app.key

chmod 400 /etc/httpd/conf/demo_app.key
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2.4. SAML SP X 2T — 2 D& R

SAMLSP ZERT 27-HDALT—2 (xmlZ74AIv) ZERLEXT,

2.1 HDREHCHE LS SAMLSP X2 F—420OEfa~< v FETH

OUTFILE=/etc/httpd/conf/sp-metadata.xml
APP=demo_app

FQDN=sp.jcch-sss.com
ENTITYID=https://sp.jcch-sss.com/$APP
SP_ENDPOINT=/saml|/$APP
SP_CERT=/etc/httpd/conf/$APPcrt
X509="openss| x509 -in $SP_CERT | grep -v'*

cat << EOS > $OUTFILE
<EntityDescriptor entitylD="$ENTITYID"
xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"
AuthnRequestsSigned="true">
<KeyDescriptor use="encryption">
<ds:Keylnfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>$X509</ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</KeyDescriptor>
<KeyDescriptor use="signing">
<ds:Keylnfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>$X509</ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</KeyDescriptor>
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://$FQDN$SP_ENDPOINT/logout"/>
<NamelDFormat>
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
</NamelDFormat>
<AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://$FQDN$SP_ENDPOINT/postResponse"
index="0"/>
</SPSSODescriptor>
</EntityDescriptor>
EOS

chmod 644 $OUTFILE

fEE - SAMLSP X45—4&va—FLET,

X EFRDBITIE /etc/httpd/conf/sp-metadata.xml
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25. 77 —F ¥ KR MERTE

TIVr—2avERATERH0TF—Fr VERMERELET,

#2.1 HDREHCEL T 7 —F v VERR MREDOEKR I FETH

OUTFILE=/etc/httpd/conf.d/vhost-demo_app.conf
FQDN=sp.jcch-sss.com

APP=demo_app
SERVER_CERT=/etc/httpd/conf/server.crt
SERVER_PKEY=/etc/httpd/conf/server.key
SERVER_CHAIN=/etc/httpd/conf/server-chain.crt
|dP_METADATA=/etc/httpd/conf/idp-metadata.xml
SP_METADATA=/etc/httpd/conf/sp-metadata.xml
SP_CERT=/etc/httpd/conf/$APPcrt
SP_PKEY=/etc/httpd/conf/$APPkey
SP_ENDPOINT=/saml/$APP
PROXYBASE=http://app-server:3000

cat << EOS > $OUTFILE

<VirtualHost *:443>
ServerName $FQDN
CustomLog logs/$APP-access_log combined
ErrorLog logs/$APP-error_log

SSLEngine on

SSLCertificateFile $SERVER_CERT

SSLCertificateKeyFile $SERVER_PKEY
#SSLCertificateChainFile $SERVER_CHAIN

<Location />
MellonEnable info
MellonEndpointPath $SP_ENDPOINT
MellonSPPrivateKeyFile $SP_PKEY
MellonSPCertFile $SP_CERT
MellonSPMetadataFile $SP_METADATA
MellonldPMetadataFile ~ $IdP_METADATA
</Location>
<Location /$APP>
AuthType Mellon
Require valid-user
MellonEnable auth
RequestHeader set X-AUTH-USER %{MELLON_NAME_ID}e env=MELLON_NAME_ID
RequestHeader set X-Forwarded-Proto https
RequestHeader set X-Forwarded-Port 443
</Location>

ProxyPreserveHost On
ProxyPass /$APP $PROXYBASE/$APP
ProxyPassReverse /$APP $PROXYBASE/$APP

Redirect /myapps https://myapps.microsoft.com/
</VirtualHost>
EOS

chmod 644 $OUTFILE

18 / 77



7574 R—FRIEER Gléas 74 b R—s35—
Azure AD SERAEZER—RPIEEFERLE IV YSL o F Y

3. AzureAD DERFE
31. X aUT 4 I N—TDERK

ERAENR— R ZITONRELRDEX2UT A TN—TZERL X T,

Azure Active Directory B> &— ICAJA Y LET,
AZa— [I—T] ZEBRLET,

FRLWIL—T] 22Uy o LET,

o [FN—TDiEHE] I [E¥aVTq] ZER

o [JN—TDH&] ICERDEFZAN
) "AzureAD CBA #'IL—7"

o [/N—TO5HA] IERDHRBAZAL
XEl) " AzureAD FERAEA — RERIEEHEICHER"

o [AyN—y7OEHE] IC [BIYEHTER] ZFR

o [FiEHE] O [FAEENERINTVLERA]l 22y IL T, EFa VT4 70—
TOFEE LS 1—Y%EER

O [AUN=] D [AVNR=DBIRINTLEEA] 27Uy ILT, EXalVT47
V=T DFRB AV N—HEB1—H%EER

o [{ERk] 2o VUvs

19 /77



7T7AR— R/ Gléas 74 FR—/3—
Azure AD ERAER—-RPBEZFERALI-> I A4 F >

b » JICCHEFAUTAYUa-23V 2 ATLA | IN-T » IN-T | $ATOIN-T »

HLWIIW-F

B Je-EnyhesiEs

IN-TOEZ* @

[ £%2U7+

IN-T&* ©

| AzureAD CBA -7

TN-TDEEE ©

| AzureAD IEEEEA-ARIEELER

A= THEF* ©

| awsTES

hEE
1 A\DFTEEFERSNELE

A=
2 AUI-HEREhELE

20 / 77




7574 R—FRIEER Gléas 74 b R—s35—
Azure AD SERAEZER—RPIEEFERLE IV YSL o F Y

3.2. AERAHRI Z 1B AKX

SERAEN—R TR L BT IR/ EZ{L X T,

FFIEDFICGléask Y I— pEFAEZ XV A—FLET,

XGléasDT 7 + L FCAD N — FFEEAE (PEMER) X7 O0—FURLIBUTERY T
http://[Gléas®FQDN]/crl/ial.pem

Azure Active Directory Bt 44— [CAVA VL ET,
XZa— [EFa VT 4] > [FIRAKRE] ZBIRL £ T,

[7vy7A—F] 22YvILET,

e [EEFAE] IC Gléas ML — FEEAE%RIETE
KILRFD .cer THEWE Ty Z7A—FTELVLDOT, .pem % .cer ICEELTEE

o [IL—FCASERAETH 3] I [IFL] &R

® [FEAAEX*Y R FDURL] ICCRLEEH RDURLZ AN

¥GléasDT 7 + IV FCRLEEG MOURLISA T & A Y £9
http://[GléasDFQDN]/crl/ial.crl

® [FIARIBAERSY X Fd URL] IFIEE L &AL

e [Em] #7YVvs

21/ 77



7T7AR— R/ Gléas 74 FR—/3—
Azure AD ERAER—-RPBEZFERALI-> I A4 F >

AEEREI7MILO7YT0-F

x

SEREREREMIIREEE ST cor TP AILEA M- RLET. ETE . SLUUL— R

PEEEAMEIRAE N HET T
HiE

RS -

| ial.cer

JL— b CAZEBRETH S O
® 2
O vz

SFEASEF L A M@ URL (D

| http:// ferlfiatcrl

FILIERASEH U A D URL (D

22 /77




3.3.

7574 R—FRIEER Gléas 74 b R—s35—
Azure AD SERAEZER—RPIEEFERLE IV YSL o F Y

SERAE AR — R EREDE ML
ERL7-tXx a2V T4 N—TICFRET % Azure AD 2 —HI(Z3F L TEERAE R — X535

ZEMELLET,

Azure Active Directory B> &— ICAJA Y LET,
AZa— [EFaVUT4]> [REHE 2BRLET,
[EERAE~R—XDFREE] 27Uy LET,

[BEMEELVE—T v ] 27%FRLET,

® [B%IcT 3] % ON

o [BWHB] 27D [2—T v ] @ [TN—TDER] %ER

o [Jn—ToEm #7Yy s LTERLEEF2YT A V—T%ER
o MWRAyvtE—IhRRINED EFELELE] 22Vy s

o [REF] 27 VUvY

23 /77



774 ~R— FEREER Gléas F7 4 b R—s3—

Azure AD FEFAZER—RPBIEFEALE YIS F

Hi-b 5 JCCHEFAUTAVIa-23Y YATLR | £¥2UT1 » t¥aUTr | SEE

FERAEAN-ADFREE DFRE

2 () BEETS/AT-FLATIP 2 VIR

4. PEEIC %509 SRS LI YF- TSI ARE

EABA-A0R
BMBEUI-TIh B

#93 @D

s BRI

7-rub O RTOI-F- (8) TI-TOHER

Tl~T0Em
L 1 i

AzureAD CBA 7)L—7 TN=7

B wE

24 /77



7574 R—FRIEER Gléas 74 b R—s35—
Azure AD SERAEZER—RPIEEFERLE IV YSL o F Y

3.4. BBRENA Y FRY — %86k

SERAEAN — R TR O E 2R ET NIV FRY o — 2B L X T,

Azure Active Directory BBt % — ICAJA Y LET,
Aza— [EFaUT4]> [BHEAE 2RRLET,
[RERAER—RDFREE] 27 Yy 7 LET,

[#Br] 2 7&F8RLXT,

o [RRENA Y F] @ [REL RV T [BE—ERDGE 2FR

HEERDAZEIRT S L, AARBICLI2E—BRTNIZSERDALABT LN TEET,
FLLCIR 91 1EZEBE

o [REANAYE] 0 [RELRIL] @ [REAIDEMN] 22Uy s
o [I—IDiREE] T [IAEORTE] =R
o [FEFAZEDRITHEMAF] ICFICH R L 7-FEEAHE %2 2R
o [RELA~N] IC [H—ERTI] %2R
RE] 22V v 7
o MHERAyvE—IHRRINED HRELELE]l Z7Vv 7o

o [REF] ZoVUvs

25 /77



7T7AR— R/ Gléas 74 FR—/3—
Azure AD ERAER—-RPBEZFERALI-> I A4 F >

I-IVDiRE

JL—ILOEE

Ok =0z

O #Auz—op

EERIRRIC LD, ERSHEESNIEREL AL (2 RENET,

SEEmETEEINFE ()
O="JCCH Security Sclution Systems Co., Ltd.", DC=com, DC=j...

FELAIL O
@ =—===0

() s===3

B =

26 / 77



7574 R—FRIEER Gléas 74 b R—s35—
Azure AD SERAEZER—RPIEEFERLE IV YSL o F Y

35, a—HF—ZNA Y FRY O — %K
SERAER—RFUETI 547~ MEERAE L AzureAD 2 —H¥ %0115 7-HIc1—¥4£

NAVERY o —%@BRL XY,

Azure Active Directory B> &— ICAJA Y LET,
AZa— [EFaVUT4]> [REHE 2BRLET,
[EERAE~R—XDFREE] 27Uy LET,

[#Br] 2 7&FRLXT,

o [L—HYHNAVF] ® FEAET 1 —IF] 2UTO& 5 IKRE

B RIRfL FERAEZ7 41— F a1—-¥—-El
1 PrincipalName userPrincipalname
2 RFC822Name EEL L
3 SubjectKeyldentifier EELL
4 SHA1PublicKey EELL

XEERAZ DRI (UPN) %Azure AD—H DUserPrincipalName B RAL TRIAL XY,

o [REF] ZoVUvs

o MRAvE—IHRTEINED [HRELELE] 22V vs

o [REF] ZoVUvs

27 /77



7T7AR— R/ Gléas 74 FR—/3—
Azure AD ERAER—-RPBEZFERALI-> I A4 F >

il > ICCHEFIUT Wa-2av o ATAL | 51071 » #FalTa FiE > BAEAE RV

SERREN-ADEREE DIRE

"
X

EAEA-AOBER. FEL x500 ERSLIVF-TIAALET-EE (PK) EERT3/RT-FLATIZ V0 7CBVEEAETY. E8EE.

FALELUF-Tob @
BRI M

TRIDERS NV FOREOFELANEERLET. BREEEA-/\-51FT 30, FAGRAEEALET.

RELNL @

HREIDEM
-lb0iEsE HAT FELAIL
AERSMRITSE. O="JCCH Security Solution Systems Co,, Ltd.. E—E&TaE b

1-H-R/MVF
S YPEFRT 3 1--BREERLET. BNOTEAS - FE. -2/ FOERIELA BERETIET.

EERST4-ILF 1--Eit

© PrincipalName ‘ userPrincipalMame | e
(2) RFC222Mame >
(3) subjectkeyldentifier ~
() SHA1Publickey hll

A THESA-A0TE (CBA) AEHIETVSL-F-LIHHBEREN I LEREL TR CBA [FSEETIE (MFA) [CRIBLTOSE0. FHSTBRSHE

WS, 1-1-13. CBA % 2 FEQOERELTERATIL b, MFA [CibOFEES BT LA TER(RYET.

28 /77




7574 R—FRIEER Gléas 74 b R—s35—
Azure AD ERAER—-RPBEZFERALI-> I A4 F >

36 TVR—TFAX TV r—3vnZEik

Web 3—/1"% Azure DTV X —7FAX P77V r—ave LTEHFLET,

Azure Active Directory BBt % — ICAJA Y LET,

AZa— [ZVE=TFAX 77V r—2arv]> [§XTOFFTVr—ar] &R
LXY,

FHLWT TV r—>av] 229y LET,

Azure AD ¥+ 7 YV —DZRTHMBOT 7TV r—>a oKkl 22V v LET,

o [HBELDOTZYDEFNIIATTH?] ICEEDAFZEAND
KZZTR 211D [FFV 45— avd] #AH

0 [77Nr—arvTEDRLIBREEZTVVWTTD?] IC [F¥rF V) —ICR2D
LEWZDMOT IV r—av#HaLET (Fv¥ 7V —-LUN)] %&R

o [{FEk] 27Uy s

BmEOTTIT-av DR X

TV —ay T0FEERLT

SER IITHREOTTUT-3/EE

29 /77



Azure AD

TV r—vavoEEEICERLET,

7574 R—FRIEER Gléas 74 b R—s35—
SEAER—RBIEEZFEALI-Y YIS o F >

& z=
FI0{3E
X mEnkHRE

i 7oris4
o FEE

& O-eEEE
& 1--r -7

D I Ay

o JOryazvg

B FIUT-vay Foky
G wlI¥-FR

T4

® EHHETIER

& TORAEFT

Q b-TUDESk
TOTET4

D v 07

Al EFEEREDIFER
& =07

& JOFvazvioy
= TOEALEL-
F5TNTa-F40Y + Hil-b
B #LLH- V1AM

t—b > IVF-TAATIVT-23y | TRTIOFTVT V3 »

@ TErTY | BE

Iv9-THAXFTVT-23y

JarT4

=
TE
| o]

FFUT-4371D @

| Y
473170 @

| o]

Getting Started

& 1. 1-F-2 5 -TOBYHT
BEOLI-HF-BEUIN-TLPTVT-93y
AT R ARG S

1-H-LTN-TOENET
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1-F-1f Azure AD STEIEFEERLTTTY
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What's New

Sign in charts have moved!

Getting started has moved to Overview

Delete Application has moved to Properties
You can now delete your application from the Properties page. View properties

The Getting Started page has been replaced by the steps above

(O}

i

2. G S VAV DR
I-H-HB40 Azure AD EREREERL
TPIVT-2ad I 10 TEREITE

e B s
(ESDEEC]

4, RIEFETI22
DAINAXAELTIEA K Y- b3, 20
TIVT-UadNDRELTFIEA.

U —DIERL

The new Insights view shows sign in info along with other useful application data. View insights
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4. SAMLIAP X &5 —% % Web ¥ —/[2& %
Web¥—/"T, Azure % SAMLIMP X &5F—4%4&»O—FLET,

INIZAZUreD D DFTFEA v E—PHELVW I L ZIRIETED LS ICT BIRETT,

¥UTFOaA<2Y RT 21 HD [SAMLIAPA ZF—4 D/ ICEEE
XIAPA 257 —4URL 133.6 EHTEBL [77VD7zFL—ay A4F—4% URL %EH

curl -o /etc/httpd/conf/idp-metadata.xml [IdP X %5+ — % URL]

chmod 644 /etc/httpd/conf/idp-metadata.xml

4.2. Web ¥ — /i)
#BEHTERSOWeb H—ERBLET,

ZhiTk YWebH—s31% SAMLSP & LTEMEL XY,

X¥UTonaey FT WebY—"%icE

sudo systemctl start httpd
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cat << 'EOS' > /usr/local/src/demo_app.js
"use strict";

const http = require("http");

const listen_port = 3000;

const slo_path = "/saml/demo_app/logout";

const return_to = "https://sp.jcch-sss.com/myapps";

const server = http.createServer((request, response) => {
var headers ="";
Object.keys(request.headers).forEach((key) => {

headers = headers + " <li>${key}: ${request.headers[key]}</li>¥n"

1

response.writeHead (200, {"Content-Type": "text/html; charset=UTF-8",
"Cache-Control": "no-cache"}):
response.write(" ¥
<htmI><body>¥n¥
<hl>Welcome! </h1>¥n¥
<h4>$%{request.headers["x-auth-user"]}</h4>¥n¥
<a href='${slo_path}?ReturnTo=${return_to}'>Logout</a>¥n¥
<h3>Request Header</h3>
<ul>¥
${headers}¥
</ul>¥n¥
</body></html>¥n¥

1

bE

server.listen(listen_port);

response.end();

console.log(" The server has started and is listening on port : ${listen_port}");
AON

chmod 644 /usr/local/src/demo_app.js

5.3. AP Y —iEH)

node /usr/local/src/demo_app.js
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M [ spich-sss.com/dema app/ x |+ - m]

< G B hitps://sp.jcch-sss.com/demo_app/ A% M B & ll‘)
Welcome!

SRS ——

Logout

Request Header

o host: sp.jech-sss.com

e cache-control: max-age=0

* upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecka) Chrome/115.0.0.0 Safari/537.36
Edg/115.0.1901.203

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

sec-fetch-site: cross-site

sec-fetch-mode: navigate

sec-fetch-dest: document

sec-ch-ua: "Not/A)Brand";v="99", "Microsoft Edge";v="115", "Chromium";v="115"
sec-ch-ua-mobile: 20

sec-ch-ua-platform: "Windows"

referer: https://login.microsoftonline.com/

accept-encoding: gzip, deflate, br

accept-language: ja,en;q=0.9,en-GB;q=0.8,en-Us;q=0.7

cookie: mellon-cookie=c67cb6304045902433c99437b1f2bG77

x-auth-user:

x-forwarded-proto: https

x-forwarded-port: 443

x-forwarded-for:

x-forwarded-host: sp.jcch-sss.com

x-forwarded-server: sp.jcch-sss.com

connection: Keep-Alive
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(D JCCH Security Solution Systems
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Welcome!

Logout
Request Header

+ host: sp.jech-sss.com

+ accept: text/htmlapplication/xhtml+xml,application/xml;q=0.9,*/*:q=0.8

* cookie: mellon-cookie=cb6e8abc3462ede82af3isb3e23f643d9

* user-agent: Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac 08 X)
AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148
Safari/604.1

+ accept-language: ja

+ referer: https:/login.microsoftonline.com/

+ accept-encoding: gzip, deflate, br

* x-auth-user:

* x-forwarded-proto: https

+ x-forwarded-port: 443

+ x-forwarded-for:

+ x-forwarded-host: sp.jcch-sss.com

+ x-forwarded-server: sp jech-sss.com

+ connection: Keep-Alive
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Web77VIc7 2R TEET,

SEFAEZE > TLWEWEAP, KXW ShAHELZRRLEBAR T 7 RICKKLE
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XUTRERMEINFI AT FEBHETT 72X L70
JCCH Security Solution Systems.
SIS DRIEICKBMLE LT
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2. FLWI IO —2RWTHr A LT
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8.3. Android TN R TT7 V€ R
Adroid®D 7' 5 7% (Chrome) 77V —2avyDY A4 FYURLICT V2R T S
&, Azure AD Y14 A VEERICERLET,

[1—Y—R]ZEANLTR~NZLYTLET,

o JCCH Security Solution Systems
e e
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Q, HrysrFTeay
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(W FEERZ[VWWR]IZI2Vy2TBE, Y424 LTWebTZ TV 5= 3> IcT7 o
CRATEET,

O JCCH Security Solution Systems

YA DREEHITLEY
?

CHUIED, A1 EROSNBEHERST
ENTEETS

[ s#ooxyt—UrRaLEY

EET B, AADEEE V2
—>2HOTS K

XUTFIE 5.2 HOT 7V 5r—2avIic7oERLTH
Welcome!

Logout
Request Header

« host: sp.jcch-sss.com

+ cache-control: max-age=0

« upgrade-insecure-requests: 1

+ user-agent: Mozilla/5.0 (Linux; Android 10; K)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/115.0.0.0 Mobile Safari/537.36

« accept:
text/html,application/xhtml+xml application/xml;q=0.9,image/avif.image/webp,ir
exchange;v=b3;q=0.7

+ sec-fetch-site: cross-site

«+ sec-fetch-mode: navigate

«» sec-fetch-dest: document

« sec-ch-ua: "Not/A)Brand";v="99", "Google
Chrome";v="115", "Chromium";v="115"

 sec-ch-ua-mobile: 71

+ sec-ch-ua-platform: "Android"

« referer: https://login.microsoftonline.com/

= accept-encoding: gzip, deflate, br

+ accept-language: ja-JP,ja;q=0.9,en-
US;q=0.8,en;q=0.7

«+ cookie: mellon-
cookie=3bbb918£687253657hd092318d090464

+ x-auth-user:

+ x-forwarded-proto: https

« x-forwarded-port: 443

+ x-forwarded-for:

» x-forwarded-host: sp.jcch-sss.com

+ x-forwarded-server: sp.jech-sss.com
+ connection: Keep-Alive
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FEFEPPIN) ] D2ERTORREZEAL TLWBT—XIZEWVWT,

AzureAD nmﬂﬂil\ th nm%ggiwﬂ\nm & &t; L TEJ‘[’F =t 52¢ ﬁfm'ﬁE'C“To

FEAER—RRRRED [(REL NIV Z [SERDIALICHKE LIRETORASESRAIRSE
RV EREL-bDE L TR HEbhET,
KHAET I/ RRY V—C[EERDIALZERT I 2RELET 7V r—>a v %il
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9.3. KEFERICOWVT
Azure AD FEFAEAN—RFRGEI, SERAZ DR R T 7= ICFEAEXRI Y X F(CRL)
ZERALET, (OCSPIIYFR—FIhTLEEA)
FERARADRRTE E L TERL 7= [RERAEXRHM Y X FDOURL] AHCRLZX7»O—F L
TH*ryv>ralfd, CRLOBHBELIYIND LERFIOCRLZBLVO—FLTH ¥
v azeEHMLEY,
AzureAD FEFAEARN—REREEIZ. ZOF ¥ v ¥ 2 SNFCRLZAVTERMERZITH 728,

AL T OISR MREIRARRRENEE A,

MERIREDPRMFERICRREIND ETOS A -

& SEBRE 41 RaniRME
L CRL#2 (=128
RAREEE
CRL#23&1T | CRLELEZER CRL#3%T CRL#2E#EIR
Gl r Juvrza
eas CRLES #1 - CRLES #2 : CRLEBS 43 i
CRL#2% % v 2 CRL#3F v vz
Azure Active Directory CRLES #1 . CRLES #2 : CRLEZ #3
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9.4. BMRFRBICOWLNT
A—YHFNL REBK LT ¥ QBB THBEORNAER LBERHA, Azure AD
ETA-—FORBIEL— s VBT EIETT /L REENCT A EbERONE

ER

Bl LT, UTHa=r FiRETRIEEEML. LBEOYSA A %2EFIELET,
o ‘EIREIEPR T PowerShell %i#2E)

o EEEDERIEIRT MSOL 4 —E RICHER

$msolcred = get-credential

connect-msolservice -credential $msolcred

o REIF—srDnEML

Set-MsolUser -UserPrincipalName [2—H D 7' > 2 /3L 4] -StsRefreshTokensValidFrom (Get-Date)

K OBRETREORIHLVEMLINIT

o YA A vEEL

Set-MsolUser -UserPrincipalName [Z—H%®D 7" > > /%)L 4] -BlockCredential $true

XIDBETZHEAL-FOYA A vHhBIEEhEFT
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10.FAVWEabHtE

CARPBEDFTETVE LD, UTICBRVWEbELCEI L,

BGléasPHIRIAANR. TR FHIIAZEORHICEAT I ERVWEDLE
BRXEHICCH - 22X a2VUT41 - Y Va—vay PRATLX
Tel: 050-3821-2195

Mail: sales@jcch-sss.com
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