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Gléash b X7 A—F Li=Y—/EERE (p127 7M1 ) ZWebY—NIc7 vy 7A—F

L¥Y,

PR7Z 7ANDHPEMERDEREZRY HLTEREL XY,
MOpenSSLTITH 3 (NR7L—XDANDBELLY £7)

openssl pkes12 -in [.p12 7 7 4 JL] -nokeys -clcerts | openssl x509 -out /etc/httpd/conf/server.crt

chmod 644 /etc/httpd/conf/server.crt

PRZ7ANDGPEMEADERZIMY H L TREL XY,
¥OpenSSLTITH 5l (NRTZL—XDANDBBELLEY ET)

openssl pkes12 -in [.p12 7 7 4 /L] -nodes -nocerts | openssl rsa -out /etc/httpd/conf/server.key

chmod 400 /etc/httpd/conf/server.key
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42. T 53— 7L —bFDIERR

T —RoEhT7TL—FE2ERLET,

xaw v FETH

cat <<'EOS' > /var/www/html/auth_oidc.error.html
<html>
<body>
<h1>0penlD Connect Auth: Error</h1>
<p>Message: %s</p>
<p>Description: %s</p>

<p><a href="/oidc_demo_app/">Home</a></p>
</body>
</html>
EOS
chmod 644 /var/www/html/auth_oidc.error.html

43. A7 I ERTVTL—FDIERKR

A7 FERTTI7RRSNEGEDHNAT T L— 2R LE T,

vy FETH

cat <<'EOS' > /var/www/html/loggedout.html
<html>
<body>

<h1> OpenlID Connect Logged out</h1>

<p><a href="/oidc_demo_app/">Login</a></p>

</body>

</html>

EOS

chmod 644 /var/www/html/loggedout.html
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4.4. mod_auth_openidc D&E

OpenID ConnectRP & LTONRFIA—R%EB/ELET,
X2.1 HOBRRICE C-REZERT 537> FETH

FQDN=rp.jcch-sss.com

APP=oidc_demo_app

TENANT=<34BTaE—L%ETa4L o bY (FF>H) ID>
CLIENTID=<34Ecat—Lik77V4s5—>ay (4547~ F) ID>
SECRET=<343ETak—L7zv—7L v MME>
METADATA_URL=https://login.microsoftonline.com/${TENANT}/v2.0/.well-known/openid-configuration
REDIRECT_URL=https://${FQDN}/${APP}/redirect_uri

cat << EOS > /etc/httpd/conf.d/oidc_demo_app.conf.partial
OIDCProviderMetadataURL $METADATA_URL
OIDCClientID $CLIENTID
OIDCClientSecret $SECRET
OIDCRedirectURI $REDIRECT_URL
OIDCDefaultLoggedOutURL https://$FQDN/loggedout.html
OIDCResponseType code

OIDCScope "openid profile"
OIDCSSLValidateServer Off
OIDCProviderTokenEndpointAuth client_secret_basic
OIDCCryptoPassphrase passphrase
OIDCPreservePost On

OIDCPKCEMethod S256
OIDCSessionlnactivityTimeout 300
OIDCSessionMaxDuration 28800

OIDCCacheType file
OIDCRemoteUserClaim preferred_username
OIDCClaimPrefix OIDC-CLAIM-
OIDCPassClaimsAs both
OIDCHTMLErrorTemplate /var/www/html/auth_oidc.error.html
OIDCAuthNHeader X-Remote-User

EOS
chmod 644 /etc/httpd/conf.d/oidc_demo_app.conf.partial
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45. T7—F % VKR FERTE

TIVr—2avERATERH0T 7 —Fr VERMERELET,

#2.1 HDBRKICEL T 7 —F v VKRR MREZERT 537 FETH

OUTFILE=/etc/httpd/conf.d/vhost-oidc_demo_app.conf
APP=oidc_demo_app

FQDN=rp.jcch-sss.com

SERVER_CERT=/etc/httpd/conf/server.crt
SERVER_PKEY=/etc/httpd/conf/server.key
SERVER_CHAIN=/etc/httpd/conf/server-chain.crt
PROXY_BASE=http://app-server:4000
TENANT=<34ECcatE—L%ETa4L 2 +Y (FF> ) ID>
ISSUER=https://login.microsoftonline.com/${TENANT}/v2.0
LOGOUT_URL=https://${FQDN}/${APP}/redirect_uri?session=logout

cat << EOS > $OUTFILE

<VirtualHost *:443>
ServerName $FQDN
CustomLog logs/$APP-access_log combined
ErrorLog logs/$APP-error_log

SSLEngine on

SSLCertificateFile $SERVER_CERT
SSLCertificateKeyFile $SERVER_PKEY
SSLCertificateChainFile $SERVER_CHAIN

DocumentRoot "/var/www/html"
Include conf.d/oidc_demo_app.conf.partial

Redirect /$APP/logout ${LOGOUT_URL}
<Location />
Options +Includes
</Location>
<Location /$APP>
AuthType openid-connect
<RequireAll>
Require valid-user
Require claim iss:${ISSUER}
</RequireAll>
RequestHeader set X-Forwarded-Proto https
RequestHeader set X-Forwarded-Port 443
</Location>
<Location /loggedout.htm|>
Require all granted
</Location>
ProxyPreserveHost On
ProxyPass /$APP $PROXY_BASE/$APP
ProxyPassReverse /$APP $PROXY_BASE/$APP
</VirtualHost>
EOS
chmod 644 $OUTFILE
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4.6. Web H—/1\iEEH)
EEHNTEOWeb H— 1 EEBLET,

IS & Y WebY—s3(E OpenID Connect RP & L TEIMEL £7

XUTFDavwy FT WebY —/13%i2g)

sudo systemctl enable httpd

sudo systemctl start httpd
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5. AP H—/DERE

APH—NERELXT,

XAFIEIX, APY—/3IC Nodejs B4 YR F—LAEINTWB I EHRIREAY T,

5.1. #HX

BRIEA7Z 7V 45— avoERzRH T,

Listen tcpR— F &S 4000

A4 va—H¥—FKx FREEEMENtralD O —H— FU N EHA

A7 Y oRR AT FRRADY o %HAH

Uryoz@tens 7ok

Z Dfts

HTTPY 7 TR bAy X %HA

45 / 83



774 R—ERILR Gléas 77 4 b R—/3—
Microsoft Entra CBA ZfER L=~ LY 4 »F > (OpenID Connect iEi)

5.2. ER

P7Vr—>3>% Nodejs TEELZET,

XUToaA< Y FT 5.1 HOBRICELETFV r—vavexEi

cat << 'EOS' > /usr/local/src/oidc_demo_app.js
"use strict";

const http = require("http");
const listen_port = 4000;
const logout_path = "/oidc_demo_app/redirect_uri?session=logout";

const server = http.createServer((request, response) => {
var headers ="";
Object.keys(request.headers).forEach((key) => {
B headers = headers + "<li>${key}: ${request.headers[keyl}</li>¥n"
response.writeHead (200, {"Content-Type": "text/html; charset=UTF-8",
"Cache-Control"; "no-cache"});
response.write(" ¥
<html>¥n¥
<body>¥n¥
<hl>Welcome! </h1>¥n¥
<h4>$%{request.headers["x-remote-user"]}</h4>¥n¥
<a href="${logout_path}'>Logout</a>¥n¥
<h3>Request Header</h3>
<ul>¥
${headers}¥
</ul>¥n¥
</body>¥n¥
</html>¥n¥

1

response.end();

bE

server.listen(listen_port);

console.log(" The server has started and is listening on port : ${listen_port}");
EOS

chmod 644 /usr/local/src/oidc_demo_app.js

5.3. AP B —iEH)

node /usr/local/src/oidc_demo_app.js
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6. Gléas MD{5E
6.1. SERAE T 7L — F DERTE
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6.2. 7Hh v MMERR L AERAEFIT

7747 MEAEDRITHREL D Gléas THU > MR L. GERAZEZRITLE T,

Gléas RA (B#R) IcAJA4 Y LE T,

[THIY P> [THhT Y FFRIER]IAZ 2 —DH[ERERITERE] 22Vvy LT,
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[(Zhor > [EFRFEE—B| A2 —28RLET,
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XUTF, P75 =23 Ic7 2R LT

Welcome!

Logout

Request Header

heost: rp.jech-sss.com

cache-control: max-age=0

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36 Edg/131.0.0.0
accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,”/*;q=0.8,application/signed-exchange;v=b3;q=0.7
x-edge-shopping-flag: 0

sec-fetch-site: cross-site

sec-fetch-mode: navigate

sec-fetch-user: 71

sec-fetch-dest: document

sec-ch-ua: "Microsoft Edge";v="131", "Chromium";v="1 "Not_A Brand";v="24"
sec-ch-ua-mobile: 20

sec-ch-ua-platform: "Windows"

referer: https://login.microsoftonline.com/

accept-encoding: gzip, deflate, br, zstd

accept-language: ja

cookie: mod_auth_openidc_session=80afd8d5-edf5-4b23-ac9c-22f9afafd59f
x-remote-user:

oidc-claim-sub: 6_KSggsdllJiwqRPWTGitB1oALTIZcu3Qczp5diAESE
oidc-claim-name:

oidc-claim-family_name:

-picture: https://graph.microsoft.com/v1.0/me/photo/$value

-email: = -

oidc-claim-aud: 128896ad-0fd8-4385-a23f- Th3d67826872

oidc-claim-iss: https://login.microesoftonline.com/d2b7c5b8-3049-41f5-88d0-ea2f664c48f5/v2.0
oidc-claim-iat: 1731909222

oidc-claim-nbf: 1731908222

oidc-claim-exp: 1731913122

oidc-claim-nonce: -OGmITzb&XmTwm1CDFMIPLIM8YghHmDzCLD-Vo98]
oidc-claim-oid: 0fe0c419-3d08-4498-9b53-737ded 14f454
oidc-claim-preferred_username:

oidc-claim-rh: LAVMAUMW30kkw9UGI000vZkxI9a2WiBLYD4VDoj97 PWeCaHJ TAIVTAA.
oidc-claim-tid: d2b7c5b8-3049-415-88d0-ea2f664c48f5

oidc-claim-uti: wWWOHOXMgBESVYmuiUFQ3AA

oidc-claim-ver: 2.0

oidc_access_token:

oidc_access_token_expires: 1731914481
x-forwarded-proto: https
x-forwarded-port: 443

x-forwarded-for:

x-forwarded-hest: rp.jcch-sss.com
x-forwarded-server: rp.jcch-sss.com
connection: Keep-Alive
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XUTF, P75 =23 Ic7 2R LT

Welcome!

Logout
Request Header

* host: rp.jech-sss.com

accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
sec-fetch-site: cross-site

priority: u=0, i

sec-fetch-mode: navigate

user-agent: Mozilla/5.0 (iPhone; CPU iPhone OS 18_0 like Mac OS X)
AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.0 Mobile/15E148
Safari/604.1

accept-language: ja

sec-fetch-dest: document

referer: https://login.microsoftonline.com/

accept-encoding: gzip, deflate, br

cookie: mod_auth_openidc_session=1937186e-6385-4f0d-bcel-aaa068abl4d4
X-remote-user:

oide-claim-sub: 6_KSggsdIlJiwgRPWTGitB10AL7IZcu3Qczp5diAESE
oide-claim-name:

oidc-claim-family_name:

oide-claim-given_name:

oide-claim-picture: https://graph.microsoft.con/v1.0/me/photo/$value
oide-claim-email:

oide-claim-aud: 128896ad-0fd8-4385-a23{-7b3d67826872

oide-claim-iss: https://login.microsoftonline.com/d2b7¢5b8-3049-41f5-88d0-
ca2f664c4815/v2.0

oidc-claim-iat; 1731912759

oide-claim-nbf: 1731912759

* oide-claim-exp: 1731916659

oide-claim-nonce: -sTgjUOLwczump5aaxVoGIneXQLZNsCWENIquN_jmFA
oide-claim-oid: 0feOc419-3d08-4498-9b53-737dcd 14f454
oide-claim-preferred_username:

oide-claim-rh:
LAVMAUMW30kkw9UGI000vZkx19a2 WiBLY D4VD0oj97PWeCaHITAIVTAA.
oide-claim-tid: d2b7c5b8-3049-4115-88d0-ea2f664c4815

oide-claim-uti: pBALW6UapkmP4Qb6TscXAA

oide-claim-ver: 2.0

oide_access_token:

* oidc_access_token_expires: 1731918053
* x-forwarded-proto: https
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Welcome!

Logout
Request Header

« host: rp.jcch-sss.com

« cache-control: max-age=0

« upgrade-insecure-requests: 1

= user-agent: Mozilla/5.0 (Linux; Android 10; K)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/130.0.0.0 Mobile Safari/537.36

= accept:
text/html,application/xhtml+xmlapplication/xml;q=0.9,image/avif,image/webp,ir
exchange;v=b3;q=0.7

= sec-fetch-site: cross-site

« sec-fetch-mode: navigate

« sec-fetch-user: ?1

= sec-fetch-dest: document

¢ sec-ch-ua: "Chromium";v="130", "Google
Chrome";v="130", "Not?A_Brand";v="99"

« sec-ch-ua-mobile: ?1

« sec-ch-ua-platform: "Android"

= referer: https://login.microsoftonline.com/

« accept-encoding: gzip, deflate, br, zstd

« accept-language: ja-JP,ja;q=0.9,en-
US;q=0.8,en;q=0.7

« cookie: mod_auth_openidc_session=1143c0c3-
3d59-4f7b-a2c0-df535169h12d

* X-remote-user:

= oidc-claim-sub:
6_KSggsdlIJiwgRPWTGitB1oAL71Zcu3Qczp5diAESE

 oidc-claim-name:

» oidc-claim-family_name:

« oidc-claim-given_name:

« oidc-claim-picture:
https://graph.microsoft.com/v1.0/me/photo/$value

« oidc-claim-email:

 oidc-claim-aud: 128896ad-0fd8-4385-a23f-
7b3d67826872

= oidc-claim-iss:
https://login.microsoftonline.com/d2h7c5b8-
3049-41f5-88d0-ea2f664c48f5/v2.0

» oidc-claim-iat: 1731913541

« oidc-claim-nbf: 1731913541

« oidc-claim-exp: 1731917441

» oidc-claim-nonce:
uFsoLHhycVJktfCMCkmns7meX8BwULajjk1wLt8PNhA

» oidc-claim-oid: 0fe0c419-3d08-4498-9h53-
737dcd14f454

= oidc-claim-preferred_username:

« oidc-claim-rh:
1. AVMAUMW 30kkw9UGI0OO0ovZkx19a2WiBLYD4VD0j97PWeCaH]JTAIVTAA.
 oidc-claim-tid: d2b7c5b8-3049-41f5-88d0-
ea2f664c48f5
= oidc-claim-uti: bg4dNunls0COr97WeceQ_AA
» oidc-claim-ver: 2.0
« oidc_access_token:
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® PowerShell % #2&h

KLUBEDREDRETIC Microsoft Graph SDK %4 Y X b —LHRETT,

Install-Module Microsoft.Graph

o EYILERIERT MgGraph ¥—EXICiESR

Connect-MgGraph -Scopes User.ReadWrite.All

o REL+—oroEML

Revoke-MgUserSigninSession -Userld [2—%'— 7V > /L 4]

K OBRETREORILVEMLINIT

o HAvAv%EEL

Update-MgUser -Userld [2—4'— 71 >3 /%)L4] -AccountEnabled:$False
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Tel: 050-3821-2195

Mail: sales@jcch-sss.com
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